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Dear Governaor Cuome, Lt. Governor Hochud, Comptrailer DiNapoli, Leader Flanagan, Leader Klein, Leader Stewart-
Cousins, Speaker Heastie, Leader Morelle, Leader Kolb, Senator Defrancisco, Senator Krueger, Assemblyman Farrell and
Assemblyman Oaks:

Enclosed is the (TS status report on the implementation of recommendations contained in the Office of the State
Comptraller's audit report entitled: “Security and Effectiveness of the Department of Motor Vehicle's Licensing and
Registration Systems ~ Report 2013-S-58”. IT5's responses do not contain specific details of its security efforts in order
to better protect the integrity of the State’s critical infrastructure and data.

Sincerely,

Theresa Papa
Director of Administration
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QFFICE OF INFORMATION TECHNOLOGY SERVICES
Status of the Office of the State Compiroller’s
Recommendations Contained in the Final Audit Repart
on Security and Effectiveness of DMV Licensing and
Registration Systems Report 2013-5-58

50 Day Respornse

Recommendation

tatis

Prioritize Cluster initiatives to include
completion of appropriate tasks in order
to reach compliance with PCI Data
Sacurity Standards,

PCt compliance is and atways has been a priority for both DMV and 115, DMV
systems have been assessed as compliant with PCI Security Standards 2.0 by
the PCI Security Standards Coungil.

Create Enterprise-wide and resulfant
gligning Cluster policies that address
logging and user access control.

. enterprise and cluster policies because the agencies within the &lusters will be
i adopting the enterprise policies.

The purposes of [T Transformation is to standardize policies and best
practices across the enterprise and to decommission legacy agency practives
that are inadequate or outdated. Accordingly, there is 1o need 1o atign

Enterprise-wide policies such as a Patch Management Standard, Security
togging Standard, Authentication Tokens Standard, are being established by
i75 on a regular basis. These policies are being institutionaiizad through data
center and service management consolidation, Both consolidations are
underway. As agencies consolidate within the centralized data center and
adopt the service management methodologies, these enterprise policies
become applicable 1o the agencies. Until the agencies become consolidated
within the data center and unti they adopt the service management
methodologies, their legacy policies or, in the absence of any documented
legacy palicy, their practices, are generally continued.

Create, maintain, and monitor a log of
patches appiled to Department software
o ensure timely completion.

Logging patches does not ensure that patching is completed in & timely
manner. To better ensure timely patching, TS has instituted monthiy
vilnerablity scans which give 113 visibility into whether patches to DMV
software that should be applied have been. In addition, ITS s currently
migrating agencies, including DMV, to enterprise-wide patch management i
solutions and processes.

Continue to move forward toward the
imptermentation of  complete and viable
change management and user access
managerment process that wili provide
adequate controls.

- Department applications and systemns resides within the Department
- and are being transitioned to the Department’s risk office.

There continues to be forward momenturm toward the implementation
of a complete and viable change mansgement and user acoess
management process thet will provide adeguate controls. For example,
change management awareness and procedures have become more
astablished in project workflows, and TS and the state agencies are

-, working together to review and astablish new procedures for user
1 access request. In alignment with NYS policies, migration to standard
| user access management procasses and technologies s vnderway. The

processes associated with authorizing ITS and DMV empioyee access to




5.

Develop and implement a succession plan,
including Assembler and COBOL program
iznguage training, to ensure continuity of
Department operations and service,

. Continuous training and development for legacy systems is ongoing,
| New staff recruitment establishes COBOL and Assembiler & baseline
| learning plan for staff assigned to legacy support units,

As ITS cotitinues to develop and implement a succession plan in the
ways described above, @ true succession plan dealing with staff attrition

7 from these legacy support units demands, at a minimum, mechanisms
through which {TS cen hire or otherwise obtain IT professionals who are

skilled in these legacy programs. These mechanisms do not readily exist

| and severely impede a meaningful implementation of this
! recommendation. ITS cannot directly hire into #s State worldorce those

people who are highly skilled in these legacy programs. Existing
consutiants can no onger converied to State workforce members, And
the State does not have contracts through which these skilis can be

i readily obtained. Without the mechanisms to readily hire or obtain
| these skill sets, 2 meaningful implementation of this recommandstion

wili continue to be chalfenged. Additionally, true succession planning
requires significant investments in, and commitment to, application
modernizatian by and between the impacted business, technology and
budget making entities.
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