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Re: Follow-Up Review of Audit Reports
 on the Adequacy of Controls over
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A-2-92, A-9-92
Report No. A-5-96

Dear Commissioner Jacobson:

Pursuant to the State Comptroller's authority as set forth in the State Constitution, the
State Finance Law and the General Municipal Law, we have reviewed the extent of actions
taken by the New York City Department of Correction (DOC) and the Mayor's Office of
Operations, which includes the Office of Information Technology Management (formerly the
Office of Computer Plans and Controls),  to implement the recommendations from our prior
audit reports regarding the Inmate Information System (IIS):

Report No. Date Issued Title

A-9-92 November  8, 1991 Management of Contracts for the
Inmate Information System

A-2-91 December 10, 1991 Adequacy of Computer System Controls

A-2-92 June 16, 1992 Computer Controls Over the Inmate
Information System
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These three reports contained a total of 99 recommendations.  Of the 99, we made 90 recommendations to
assist the Department in addressing the issues raised.  At that time, DOC agreed with nearly all of the
recommendations.  The remaining nine recommendations were addressed to the Mayor's Office of Operations
(four recommendations) and the Office of Computer Plans and Controls (five recommendations).

Our follow-up review determined the current implementation status of all 99 recommendations.  The chart
below depicts the number we found implemented, partially implemented, and not implemented for the 90
recommendations directed to DOC.

Specifically, we found DOC has not implemented 41 recommendations, 25 have been partially
implemented, and 24 were implemented.  Critical aspects of the 41 recommendations that were not
implemented and that we believe require prompt corrective action include the following: 

C IIS has several access control weaknesses that make it susceptible to unauthorized
use.  For example, 1,590 of IIS' 1,719 active users (or 92 percent) have system
privileges that allow them high-level access to computer programs and files.  Only
a few staff persons need this capability;
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C Access to the system should be restricted by using the built-in security features of the
computer's operating system.  DOC has not activated these controls.  Instead, DOC
relied on an intricate web of software programs for protection.  These programs were
designed by Management Information Systems (MIS) to capture a user during the
IIS log-in process.  We found, however, that these programs can be easily bypassed
without detection.  We promptly  advised  DOC management of this and other
security weaknesses.  DOC advised that immediate corrective action was taken and
the "problem no longer exists."

C DOC's computer room has a Halon-1301 fire suppression system that has never been
inspected by the New York City Fire Department, as required by Fire Department
Directive 3-74.  Halon is potentially a deadly gas; 

C DOC does not have a written and tested disaster recovery plan, as required by City
standards, to help ensure quick restoration of computer services in the event of a
catastrophe;

C Despite its increasing reliance on computer technology, such as the Inmate Financial
and Commissary Management System, DOC does not have an adequately trained
audit staff to review the controls over its electronic data processing operations;

C IIS is not in compliance with Article 160 of the Criminal Procedure Law regarding
sealing of records of certain persons who have been held in DOC custody;

C The  MIS division has poor inventory controls over the millions of dollars of
computer equipment installed at the 60 Hudson Street data center and other facilities.

DOC officials stated that they still agree with many of the original recommendations, but lack of
adequate resources such as computer programming staff precludes implementing many of them.  They
further stated that the overriding management policy is that if an activity does not reduce staff
overtime costs it is not to be performed.  In our view, DOC has been shortsighted.  For example, lack
of a written and tested plan to quickly recover from a disaster that shuts down computer and other
DOC operations may cost significantly more than the cost to develop and test such a plan.  
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Several of the recommendations that DOC has not implemented are based on guidelines and
requirements set forth in the New York City Department of Investigation's "System Security
Standards for Electronic Data Processing" and the City Comptroller's "Directive 18 - Guideline for
Computer Security and Control."  If DOC believes it is not possible to implement the related
recommendations, we suggest that it seek a waiver of these requirements from the issuing authorities
that would result in full disclosure of these deficiencies.

Additional background information and details of our findings are contained in the attached Appendix.

On September 28, 1995, we provided DOC with a preliminary version of our report.  On October 5,
1995 we provided the Mayor's Office of Operations (Operations) with excerpts of the report as it
pertained to that office and the Office of Computer Plans and Controls.  DOC's Management
Information Systems Division and Personnel Division responded to the preliminary report on
November 10, 1995.  No response has been received from Operations.  Our closing conference was
held at DOC offices on November 29, 1995.  DOC's comments were considered in the preparation
of this final report.

We are grateful to the Department of Correction and its staff for the assistance, courtesies and
cooperation extended to our auditors during this follow-up review.

Office of the State Comptroller
Office of the State Deputy Comptroller

for the City of New York
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FOLLOW-UP REVIEW OF AUDIT REPORTS ON THE ADEQUACY
OF CONTROLS OVER THE INMATE INFORMATION SYSTEM

A-2-91,  A-2-92, A-9-92

Background 

The New York City Department of Correction (DOC or the Department) is responsible for providing
custody, care and control of persons who have been arraigned and/or convicted on criminal and civil
offenses and are awaiting trial or sentencing.  It also has custody of parole violators awaiting parole
revocation hearings; convicted felons awaiting transfer to a State correction facility; and/or State
inmates returned to the City for further legal action.  DOC incarcerates persons sentenced in the City
to terms of a year or less.

In 1986, DOC developed an Inmate Information System (IIS) which was designed to collect and
provide aggregate reports of inmate data.  Further expansions in 1987 and 1990 allowed the recording
of inmate trips to and from court, as well as the dates of admission and discharge, the production of
reports controlling such things as court appearances and discharges, and the location of housing for
inmates.  IIS is critical to the operations of DOC because it is used to maintain data pertaining both
to the admission, movement, and discharge of over one hundred thousand persons processed by DOC
each year, and to State aid claims.

At the time of our prior audits, DOC managed an inmate population of more than 21,000 at 16 jails,
three hospital prison wards, and two upstate jails, as well as court detention pens throughout the five
boroughs.  At that time approximately 139,000 persons were admitted and discharged annually by
DOC.  DOC also transported a large number of inmates each day to and from court, between DOC
facilities, to State facilities, to hospitals, and other miscellaneous trips.  DOC's Information Services
Division (ISD) with approximately 50 employees and expenditures of over $3 million in fiscal 1991,
operated and maintained  the DOC information systems.  The March 1995 Mayor's Management
Report indicates that DOC operations remain basically the same, although the inmate population
(17,912 at August 18, 1995), the number of Correction Officers, and the number of jail facilities have
decreased.   

In June 1993, DOC replaced the Executive Director of ISD and changed the division's name to
Management Information Systems (MIS).
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The New York City Criminal Justice Agency, Inc. (CJA), a nonprofit  organization, was under
contract with the City to provide, among other things, various pre-trial services to defendants in
Criminal Court.  CJA had a long-standing agreement with DOC to share certain electronic data
processing resources.  This relationship still exists;  for example, DOC shares the computer room in
its data center with CJA.  

The objectives of the prior audits were to determine whether DOC had established adequate data
processing controls over IIS, including security, system design, development, and modification, data
input, processing, and output controls.  We found serious deficiencies in and lack of controls over IIS,
including management's failure to comply with data processing standards, such as the NYC
Department of Investigation's "System Security  Standards for Electronic Data Processing" and the
City Comptroller's "Directive 18 - Guideline for Computer Security and Control".  IIS was considered
unreliable by Correction Officers, and they used manual systems to obtain what they believed were
more reliable inmate data. 

At that time, we also found that the Mayor's Office of Computer Plans and Controls (OCPC) had not
adequately monitored DOC data processing operations, nor had it developed citywide data processing
standards as was required by the then Mayoral Executive Order 100 (Executive Order 100 has been
repealed by the current Mayoral Executive Order 35, which established the Office of Information
Technology Management, as OCPC's successor).  

We found several deficiencies in the management of CJA and DOC's contracts with consultants hired
to develop IIS.  We concluded that DOC data processing resources were not properly managed or
adequately protected, and that its IIS system did  not provide accurate data to management, correction
officers and outside users.  At the time of our review, DOC officials stated that they would welcome
Citywide data processing standards. 

The three reports contained a total of 99 recommendations to address the deficiencies that we
identified; 90 recommendations were made to DOC and the other nine were addressed to the Mayor's
Office of Operations (four recommendations) and the Office of Computer Plans and Controls (five
recommendations).  The three agencies agreed with nearly all of our recommendations.  DOC,
however, stated that a lack of resources would preclude full implementation of some
recommendations.
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In 1993, the Office of Management and Budget's Audit Coordination and Review (ACR) unit
performed an implementation review of the recommendations.  ACR's review showed that many of
the recommendations had been implemented. 

In this follow-up report we use the following definitions regarding the status of the prior audits'
recommendations:

Implemented  - auditee agreed with the recommendation, and we
determined that action had been taken to adopt the recommendation or an
alternate approach that achieves the same objective.

Partially Implemented -  auditee agreed with all or part of the
recommendation,  and we determined that action had been taken that
implemented specific parts of the recommendation.  However, there were
other parts of the recommendation that the auditee disagreed with or, if it
had agreed, there was no evidence of implementation. 

Not Implemented - auditee disagreed with the recommendation or, if it
had agreed, there was no evidence of implementation action being taken.

No Longer Applicable - auditee took other action that rendered the
recommendation moot.

The chart below summarizes the current implementation status for all 99 recommendations.  It
indicates that about half our recommendations have not been implemented.  Of the 90
recommendations addressed to DOC, 41 were not implemented, 25 were partially implemented, and
24 were implemented.  Of the nine recommendations addressed to the Mayor's Office of Operations
and OCPC, eight were not implemented and one recommendation (Report A-2-91, Recommendation
37) to OCPC was no longer applicable.
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CURRENT STATUS OF RECOMMENDATIONS

Subject Area Total Implemented Implemented Implemented Applicable
Partially Not No Longer

A-2-91

  Security Controls 16 2 5 9 0

  Disaster Preparedness 6 1 1 4 0

  Management Controls 19 0 5 13 1

  Organizational Controls 2 0 2 0 0

A-2-92

  System Design 14 8 3 3 0

  IIS Data Input 22 7 5 10 0

  IIS Processing Controls 3 1 1 1 0

  IIS Data Output 10 5 3 2 0

A-9-92

  Contract Management 7 0 0 7 0

              Total 99 24 25 49 1
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FOLLOW-UP OBSERVATIONS, BY RECOMMENDATION

ADEQUACY OF COMPUTER SYSTEM CONTROLS (Report No. A-2-91)

Security Controls

The Department of Correction should:

1. Remove the default network account.

Status - Implemented

Agency Action - During our initial review, we found that DOC's electronic data processing
configuration allowed CJA uncontrolled access to DOC data and programs.  Control of the
system was provided through a default network account that potentially gave system manager
privileges  to all CJA users.  In response to our recommendation, DOC's Management
Information Systems (MIS) staff removed the default network account.   MIS officials assure us
that CJA staff cannot gain unauthorized access to IIS data.

2. Establish a quarterly review procedure, including a match of payroll and computer
authorization lists, to ensure that all computer accounts are properly authorized and that
the level of privilege granted is appropriate.  Accounts  which have not been used since
the last review should be closed.

Status - Partially Implemented

Agency Action - DOC does not have an automated match of payroll and computer authorization
lists, but an MIS staff person manually compares the IIS user data against DOC's Personnel
Reporting System to determine if the users are currently employed at DOC and assigned to the
facility noted on IIS.  Additionally, a report  is periodically generated that shows all users that
have not signed on to IIS over the previous 90-day period.  All accounts on the report, other than
new users, are manually disabled. New users are allowed additional time before their access
rights are taken away.  

An MIS official advised that at the time of our review DOC could not implement an automated
match between IIS user data and DOC's payroll data due to deficiencies in the IIS database.  MIS
now can carry out such a match, but there is no plan to implement this more efficient approach
due to lack of programmer resources to develop it.
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ADEQUACY OF COMPUTER SYSTEM CONTROLS (Report No. A-2-91) (cont.)

3. Improve administrative controls over computer accounts including:

a) authorizing and documenting the need for each account,
b) establishing written criteria for the granting of privileges,
c) establishing written criteria for granting dial-up access,
d) documenting all changes to the system's authorization file,
e) eliminating all group accounts, and
f) restricting programmers' access to live data.

Status -  Partially Implemented

Agency Action - As follows:

a) Partially Implemented: MIS has an IIS Account Request Form  (request form) which
authorizes and documents the need for each new IIS account.  However, we reviewed the
records for 10 new users granted access between July 17 and July 24, 1995, and found
one user who was allowed access based on a verbal request from that user's Captain
because, we were advised,  the IIS Liaison was on vacation and a request form could not
be found.  Following our inquiry, MIS provided a request form for this person.

In response to our preliminary follow-up report, DOC responded that "if, in the judgment
of MIS management an account is necessary when the liaison is unavailable the account
will be granted pending the completion of the formal request. If the request is not granted
subsequently, the account will be removed."  In our view,  MIS should have a completed
written request in hand before access is granted or if access is granted by MIS without
a written request, management's written authorization to override standard procedure
should be on file. 

b) Not Implemented: MIS has not established written criteria for granting of privileges.
During our initial audit we found DOC had granted system  manager privileges to 550
user accounts. These very powerful accounts should be limited to only the highest level
of system management.  DOC, in its reply to our report, said it had reduced the number
of "system manager" accounts to two.  Our follow-up found that 1,590 of IIS' 1,719
active  users (or 92 percent) have been given system privileges that allow them
unrestricted access to computer programs and files. We immediately advised MIS staff
of  this weakness, and they could not explain why such privileges were given to
practically all IIS users.  In response to our report, DOC advised that “System privileges
were removed from accounts referenced.”
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ADEQUACY OF COMPUTER SYSTEM CONTROLS (Report No. A-2-91) (cont.)

c) Not Implemented:  MIS has not established written criteria for the granting of dial-up
access, but the number of users with such access has been greatly reduced.  At the time
of  our initial audit there were 1,136 potential dial-up users out of 1,157 users.
Currently, an IIS report showed there were 106 out of 1,925 users with dial-up access.
However, there was no documentation to support the need for each of the dial-up
accounts.   DOC responded that "Resource limitations have necessitated delay in
implementation."

d)  Implemented: We were advised that modifications to a user's level of authorization must
be documented by the new IIS Account Request Form showing the specific modification.

e)  Implemented: Group accounts have been eliminated.  We viewed a portion of the file of
authorized users, and it did not show any group accounts in use. 

f) Not Implemented: DOC continues to disagree with this recommendation.  An MIS
official stated that IIS programming staff must have permanent access to production files
so that they can quickly identify and correct IIS problems.  City security standards do not
allow programming staff  permanent access to "live" data.  We believe access can be
granted on an emergency basis and removed immediately after the emergency is resolved.
If DOC believes it cannot effectively operate under such conditions, it should obtain a
wavier of this requirement from both the City Comptroller and the Department of
Investigation.  

4. Ensure that passwords are changed monthly.

Status - Partially Implemented

Agency Action - Our initial review found that a third of the IIS passwords were more than six
months old and many were more than five years old.  DOC agreed with our recommendation
and indicated it was implementing it.  In response to the Office of Management and Budget's
(OMB) 1993 follow-up, DOC stated that IIS passwords expire after 90 days, but that it was
preparing to implement a 30-day password expiration policy.  Currently, new users must
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ADEQUACY OF COMPUTER SYSTEM CONTROLS (Report No. A-2-91) (cont.)

agree to change their password monthly or whenever password confidentiality is jeopardized,
but are required to change their password only every 90 days.  MIS officials believe that a 30-
day interval would cause unwanted practices such as posting passwords on the outside of  IIS
terminals.   In our view, lapses in security practices concerning passwords may develop
regardless of the change interval; only training and reinforcement of proper procedures can
thwart unwanted practices.

In response to our preliminary report, DOC stated that "We agree in principle but maintain that
the 90-day sequence is sufficient for our needs."  We believe IIS data are sensitive enough to
require stringent safeguards, including changing passwords every 30 days. We reaffirm our
recommendation.

Additionally, we noted that IIS allows a potential abuser an unlimited number of attempts to
guess a valid user-ID and password to access the system.  Generally a system should deny
access after three failed attempts to provide an accurate user-ID and password, because
intruders use computer programs that will continue to guess a user-ID's password's until it finds
a valid combination.  

We also question MIS' practice of using a new user's name as the initial password when
logging in to IIS for the first time.  A user or intruder knowledgeable about this practice is
provided an opportunity to masquerade as the new user and to tamper with IIS data without
being detected by the system. 

5. Investigate all security alarms.  A DOC employee should be assigned responsibility for
system security issues.

Status - Partially Implemented

Agency Action - The IIS Data Administrator is responsible for authorizing logical access to
the IIS system, and he investigates certain indications of unauthorized access.  However, a staff
person has not been assigned overall responsibility for physical and logical security issues at
the DOC data center and at the various facilities.  We believe IIS' Data Administrator could
be trained to fill this role.  DOC agreed with this, and responded that the "Data Administrator
will be trained to perform security functions."
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ADEQUACY OF COMPUTER SYSTEM CONTROLS (Report No. A-2-91) (cont.)

6. Set the system's security alarm features to record all changes to critical data and
program files.

Status - Not Implemented

Agency Action - We performed a limited review of the IIS programmed access controls.  We
found that IIS data and programs could be accessed by unauthorized persons.  Access to the
system should be restricted by using the built-in security features of the computer's operating
system.  DOC has not activated these controls.  Instead, DOC relied on an intricate web of
software programs for protection.  These programs were designed by MIS to capture a user
during the IIS log-in process.  We found, however, that these programs can be easily bypassed
without detection.  We promptly  advised  DOC management of this and other security
weaknesses.  DOC advised that immediate corrective action was taken and the "problem no
longer exists."

7. Finalize the user authorization procedure and distribute it to DOC facilities and central
office units.

Status - Not Implemented

Agency Action - There is no written user authorization procedure.  Furthermore, although the
IIS Account Request Form states that the IIS liaison (there are about 25 liaisons at the various
DOC facilities) has "thoroughly reviewed the I.I.S. rules with the new user," the MIS staff
person in charge of user authorization was unsure what the "I.I.S. rules" were, but believed
they were part of the IIS training given several years ago.  In our view, the user authorization
procedure should be documented, with users receiving a written copy of IIS rules, particularly
as they pertain to security.  DOC replied that "resource limitations have necessitated a delay
in the implementation of this recommendation."

8. Strengthen control over physical access to the data center and computer room by
correcting the deficiencies cited in this report.

Status - Partially Implemented

Agency Action  - Although DOC has installed a "key pass system," we did note some potential
access control weaknesses.  The doors that provide access to both the front and rear entrances
of the data center have small windows which can be cut or broken to gain access. An MIS
official advised that DOC is implementing a “lights out” computer operation, which will
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 ADEQUACY OF COMPUTER SYSTEM CONTROLS (Report No. A-2-91) (cont.)

leave the computer room unmanned at least during night hours and weekends.  We believe that
DOC should reassess the greater break-in risk resulting from the glass windows in the data
center doors, and the increased security value of installing cameras at data center entrances and
the computer room with the advent of "lights out" operations.  Cameras would allow the data
center interior and exterior to be monitored by DOC's Communications Control Center (which
is staffed 24 hours a day and  is located one floor below the data center).   

9. Ensure that a supervisor is assigned to each shift at the data center, and that at least two
persons are always present in the computer room.  One DOC employee should be
present in the computer room at all times.

Status - Not Implemented

Agency Action - DOC claims it is taking a different  approach to resolve the issue that
generated this recommendation.  The intent of our recommendation was to ensure that a DOC
employee was on the computer operation staff at all times and the operations staff was
properly supervised, as required by City Comptroller Directive 18.  As previously mentioned,
MIS is preparing to implement a "lights out" computer room, which will not require that
computer operation staff be present on-site to monitor the computer's activity.  Instead, the
computer is programmed to dial an MIS staff person at home when operator intervention is
needed.  The staff person can then dial in to the computer and take action to alleviate the
problem.  We noted, however, that the DOC response to OMB's Audit Coordination and
Review (ACR) follow-up review in January 1993, indicated that it was in the process of hiring
additional staff, having the data center checked periodically by uniformed  personnel, and
pursuing a "project that would automate the data center."  None of these actions have been
implemented. Furthermore, MIS staff told us that the current lights out project is several
months away from implementation on the night shift, and the other shifts have not been
scheduled.   Therefore, until the "lights out" program is implemented and found to be a sound
and adequately controlled operation, we continue to recommend that DOC comply with City
requirements and appropriately staff its computer operations. 
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ADEQUACY OF COMPUTER SYSTEM CONTROLS (Report No. A-2-91) (cont.)

10. Separate blank tapes from file tapes.

Status - Not Implemented

Agency Action - We were concerned that, inadvertently, an operator may mistake an output
tape for a blank tape, with a resulting loss of data.  The risk of such an error is increased
because there is no dedicated IIS data librarian responsible for tape storage.  IIS computer
room staff  told us that although there are very few blank tapes, they continue to store them
with file tapes.  DOC advised that this recommendation will be "implemented in the next six
months when new tape storage racks can be procured."

11. Improve storage facilities for disk packs.

Status - Implemented

Agency Action -    DOC staff told us that MIS stopped using disk packs as its storage media;
it now uses cassette tape cartridges. We observed the storage cabinet, situated in the computer
room, where IIS tape cartridges are stored.

(Note: we observed many disk packs stacked-up at several locations in the computer room.
DOC staff identified these as belonging to the Criminal Justice Agency.)

12. Record all information on tape and disk pack library logs, as required by Directive 18.

Status - Not Implemented

Agency Action - Tape library logs are not maintained to show such information as file content,
location, date of creation, errors or problems encountered in using the file.  DOC advised that
this recommendation "will be implemented within the next six months."

13. Hang the required emergency posters near the exits in the data center and train the
staff in these procedures.

Status - Not Implemented
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ADEQUACY OF COMPUTER SYSTEM CONTROLS (Report No. A-2-91) (cont.)

Agency Action - Although required by City security and control procedures, we observed that
there are no posters on the walls near the exits to the data center showing how to report fires,
extinguish fires, evacuate the building, and handle injuries. Furthermore,  DOC MIS staff  have
no record of training in location and use of fire extinguishers, and simulation of orderly
computer
shutdown.  However, we verified that DOC staff are required to participate in the semiannual
fire drills directed by building management, and certain staff have been assigned to ensure staff
are evacuated in the event of an emergency.  DOC advised that "posters will be obtained and
hung."

14. Have the computer room's fire suppression system inspected by the Fire Department.

Status - Not Implemented

Agency Action - During our initial audit, we found DOC's computer room had a Halon-1301
fire suppression system which had not been inspected by the Fire Department, as required by
Fire Department Directive 3-74.  Halon is potentially a deadly gas.  At that time, DOC
responded that an inspection had been requested and it was waiting for one to be scheduled.
In response to ACR's inquiry in January 1993,  DOC replied that the inspection had not been
conducted, and that DOC staff were trying to locate required permits for the system which must
be on file with the building management as well as available for the Fire Department's review.
As of our follow-up, DOC is still trying to ensure that the system is ready for Fire Department
inspection.  In response to the concern we expressed in our preliminary report regarding the
potential for harm to DOC staff in the computer room should the equipment be faulty, DOC
stated that "It is our understanding that Halon is no longer being used as a fire suppressant in
computer data centers due to environmental concerns.  We will request a review by the Fire
Department for a practical alternative and then arm the system."       

15. Ensure that computer staff working off-hours make the required contacts with someone
outside the computer room.

Status - Not Implemented

Agency Action - The MIS computer facility operates 24 hours a day.  The Department of
Investigation's System Security Standard 107 requires computer room personnel working off-
hour shifts to contact someone outside the computer room when they begin their shift, at least
every four hours thereafter, and when leaving.
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ADEQUACY OF COMPUTER SYSTEM CONTROLS (Report No. A-2-91) (cont.)

Computer  operators on the night or weekend shifts may on occasion work alone. This
procedure is needed to protect employees in the event of sickness or accident.  We were advised
that  MIS staff working off-hours were contacting DOC's 24-hour Communication Control
Center staff  but stopped this practice in March 1995.  DOC should require its computer room
staff to continue to comply with this requirement.  DOC replied that contact "with CCC will
recommence immediately."

16. Conduct, and document, all inspections and reviews required by the System Security
Standards.

Status - Not Implemented

Agency Action - An MIS official stated that due to lack of staff, MIS cannot conduct all
inspections, such as safety and security inspections, required by the standards. We reiterate our
recommendation that these important inspections should be conducted as required.  DOC
replied that a lack of resources has delayed implementation of this recommendation. 

Disaster Preparedness

The Department of Correction should:

17. Develop a written disaster recovery plan for the computer room, and test its procedures
both at the time of implementation and periodically thereafter.

Status - Not Implemented

Agency Action - City Comptroller's Directives 1 and 18 require a written and tested disaster
recovery plan.  An MIS official advised that this recommendation has not been implemented
due to lack of staff resources needed to write such a plan.  In our view, in light of recent
occurrences, e.g., the World Trade Center and Oklahoma City incidents, this recommendation
has even greater importance.

An MIS official advised us that DOC is in the process of arranging for installation of new
computer hardware at Rikers Island which would allow IIS data processing to continue should
a  disaster befall the Manhattan MIS facility.  He, therefore, does not believe that  a
comprehensive written and tested disaster recovery plan will be needed.  We note, however,
that this scenario does not address how or where computer operations staff are to continue to
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ADEQUACY OF COMPUTER SYSTEM CONTROLS (Report No. A-2-91) (cont.)

maintain  DOC's computer systems should the Manhattan facility become unavailable. 
Furthermore, the new hardware has been available for months and has yet to be installed (at
the closing conference, a DOC official advised that the hardware is expected to be installed by
June 30, 1996).  We believe that DOC, while waiting for the hardware installation process to
begin, should prepare a disaster recovery plan to cover the various aspects of its new IIS data
processing configuration, as well as other MIS responsibilities.  DOC replied that resource
limitations will delay development of a disaster recovery plan.

18. Revise and expand the procedures for manual operation of its entire organization
during periods of computer service disruption.

Status - Not Implemented

Agency Action - An MIS official advised that DOC does not have the staff resources to
maintain written procedures for manual operation of the entire organization should there be a
computer service disruption.  With IIS, the implementation of the Inmate Financial and
Commissary Management System and the Advanced Inmate Call Management System, DOC
now relies heavily on its automated operations.  We believe that without written and up-to-date
procedures  for manual operations, DOC risks chaotic operations when computer service
disruption occurs.  Therefore, we reaffirm our recommendation.

19. Conduct quarterly Disaster Library Audits and randomly validate the data.  Provide
a copy of the audit to the Executive Director, Office of Computer Plans and Controls.

Status - Not Implemented

Agency Action -  IIS back-up data is maintained in a disaster library in case the primary data
becomes unuseable due to computer malfunction or other disasters.  During our initial audit
we requested certain IIS back-up data stored on computer disk packs kept at an off-site storage
facility, but for unknown reasons MIS staff could not access the data from the back-up disks.
Consequently, DOC had not been conducting disaster library audits to determine the adequacy
of  IIS back-up data.  Currently, an MIS official advised that such audits should be the
responsibility of DOC's internal audit unit.  A representative of that unit stated that the unit
does  not have staff with sufficient technical expertise to meet the requirements of this
recommendation.  DOC management needs to ensure that this important task is conducted by
appropriate staff.
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20. Obtain an appropriate off-site location for the storage of its back-up tapes and disk
packs.  Written authorization should be required to access or remove data at the site.

Status - Partially Implemented

Agency Action - DOC now stores its back-up tapes in the computer room at the Juvenile
Justice Agency.  This is a better storage environment than the previous off-site storage area at
CJA.  However, written authorization to remove data at the site is not required.  In response
to our preliminary report, DOC stated that written authorization procedures will be instituted.

21. Prepare written procedures for backing up its computer data, including the length of
time back-up data should be retained.

Status - Not Implemented

Agency Action - DOC initially advised us that it was taking corrective action, and it told ACR
in  January 1993 that written procedures were prepared and were part of the "Systems
Operations Manual which will be issued in March 1993."  However, according to MIS
officials, there are no written procedures, nor is there a Systems Operations Manual; and there
are no staff resources available to complete these tasks.  DOC management needs to ensure that
MIS staff is backing up IIS data and programs at regular intervals and retaining such data for
appropriate lengths of time.  The specifics of this critical task should be committed to writing
so that there is little chance of a misunderstanding of what is required by MIS staff.  We
reaffirm our recommendation. 

22. Keep back-up disk packs awaiting transfer to the off-site facility in a secure location
outside the computer room and consider moving them to the off-site facility at more
frequent intervals.

Status - Implemented 

Agency Action - The cassette tape cartridges (MIS no longer uses disk packs) containing IIS
back-up data are stored in a safe, located in the MIS executive offices, while awaiting transfer
to off-site storage.  The tapes, however, are still transferred to the off-site location just once a
week.  At our follow-up closing conference, a DOC official said they will consider transferring
back-up tapes more than once a week.
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Management Controls

The Department of Correction should:

23. Ensure that the EDP [Electronic Data Processing] Steering Committee meets the
requirements of its charter.  In addition, the charter should be revised to address the
shortcomings cited in this report.

Status - Not Implemented

Agency Action - DOC's EDP Steering Committee is no longer in operation, and there is no
indication that the defunct committee addressed the shortcomings cited in our report.  The
agency's action is discussed further in Recommendation 24, below.

24. Require that the members of the EDP Steering Committee attend all meetings or send
a representative with authority to act.

Status - Not Implemented

Agency  Action - The formal EDP Steering Committee (Committee) no longer exists.
Currently, in lieu of a formal committee, meetings are held by the three persons charged with
overseeing electronic data processing at DOC: the Deputy Commissioner for Administration,
the Assistant Commissioner for Technical Development and Project Management, and the
Executive Director for Management Information Systems.  The meetings are informal and
there are no memos or minutes.  

We believe that DOC, which operates in a multifaceted electronic data processing environment,
would benefit from a formal EDP Steering Committee that has representation from users and
internal audit, and invites participation by oversight groups such as the City's Office of
Information and Technology Management, which is mandated to monitor the City's use of
information technology.  DOC should consider reforming such a committee to ensure that EDP
operations are well planned and staffed, properly implemented and controlled, meet users'
requirements, and comply with all legal mandates and City standards. 
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25. Ensure that the Agency Financial Integrity Compliance Statement accurately reflects
DOC's internal controls.  Where corrective action is indicated, it should be taken in a
timely manner.

Status - Partially Implemented

Agency Action - As part of its responsibilities, DOC's Internal Audit Unit (IAU) gathers
responses for the Agency Financial Integrity Compliance Statement (AFICS) from the various
divisions within DOC, such as MIS.  IAU staff told us that although they may question
particular aspects of a  response from the MIS unit they do not verify the response.  IAU does
not request a specific timetable for each of MIS' proposed corrective actions, but allows MIS
one year to implement corrective actions.

Our cursory review of MIS' response to the AFICS for fiscal year 1995 showed several areas
that we previously cited as having poor controls. In fact, the response discusses our three initial
reports and states that corrective action will be implemented "by April, 1996, based on
requested staffing levels."  It is doubtful, considering the City's fiscal condition, that  MIS staff
resource levels will improve much, if at all.  In our view, MIS should be asked to produce a
long-term  corrective action plan based on current staff levels, with  specific tasks and
achievable completion dates, and MIS management and staff should be held accountable for
its success.

26. Establish an EDP audit group whose responsibilities should include, but not be limited
to:

          
. auditing all aspects of electronic data processing at DOC;

. monitoring the implementation of recommendations of prior internal and
external audits; and

. verifying assertions pertaining to EDP controls in the Agency Financial
Integrity Compliance Statement.

Status - Not Implemented
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Agency Action - According to a representative from DOC's Internal Audit Unit (IAU), DOC
has been trying to obtain funding for an EDP audit staff, but the Office of Management and
Budget has not approved the request.  IAU does not have the expertise to evaluate the controls
over EDP operations.  In our view, DOC's increasing reliance on new technology such as the
new Inmate Financial and Commissary Management System demands that it have technical
audit staff to review the controls over its EDP operations.  We reaffirm our recommendation.

27. Correct IIS flaw regarding sealing records.

Status - Not Implemented

Agency Action - Pursuant to Article 160 of the Criminal Procedure Law (the Law), the
criminal courts will order MIS to seal the record of persons who have been held in DOC
custody. These orders require that no record of the detainee or inmate be made available to any
person or public or private agency, except under certain circumstances allowed by the Law.
DOC consultants, hired in 1989 to enhance the IIS system, were supposed to develop a sealing-
of-records function for IIS as part of their contract.  All of the contract's funds were paid to the
consultants, yet DOC never received the sealing-of-records services.  We reported that DOC
was not in compliance with the Law.  DOC replied that it did not have the staff to implement
the required function.  Currently, MIS staff stated that a sealing-of-records function cannot be
built into IIS due to the system's technological limitations, but when IIS software is upgraded
it may be possible. DOC management should ensure that IIS comes into compliance with the
Law.  At the follow-up closing conference, DOC advised it may take up to two years before
IIS software is upgraded.  We reaffirm our recommendation.

28. Require  ISD [Information Services Division] to prepare an inventory of all data
processing equipment and keep it current. Periodically match inventory records against
a physical count and reconcile any differences.

Status - Not Implemented

Agency Action -   Although DOC has several million dollars of computer hardware, the  MIS
division does not maintain a current inventory of all data processing equipment. An MIS
official agreed that one should be maintained, but he stated that there is not enough staff to
prepare the inventory and keep it up-to-date.  He advised that DOC's major computer vendor
is scheduled to prepare a survey of certain computer hardware, which he hopes can serve as the
basis for an equipment inventory.
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29. Attach inventory tags to all EDP equipment.

Status - Partially Implemented

Agency Action -  Agency inventory tags identify assets as City-owned, thereby reducing the
risk of theft and facilitating inventory accountability. During our follow-up visits to a DOC
facility and to the IIS main computer center, we inspected several items of computer equipment
for IIS and stand-alone personal computers used for various agency tasks.  Nearly all the
equipment at the facility lacked agency asset tags.  Similarly, many items of equipment were
not tagged at the computer center.  City Comptroller's Directive 1 advises that all computer
hardware be marked with the Agency Asset identification number.  DOC should  comply with
this directive. 

30. Ensure  that the System Security Standards regarding City personnel policies and
procedures are applied to all persons who have access to DOC information systems.

Status - Not Implemented

Agency Action - DOC does not ensure that users of  its computer resources (both employees
and users outside the agency, such as CJA employees) adhere to the user requirements detailed
in the DOI System Security Standards.  Therefore,  these users may not be aware of the City's
security requirements, the reasons for them, and of disciplinary and criminal action that could
be initiated against them for failure to comply. We reaffirm our recommendation.  DOC
responded that it agrees and standards will be complied with in the future. 

31. Require the Personnel Division to spot check personnel folders to ensure that employee
performance evaluations are up-to-date.

Status - Partially Implemented

Agency Action - DOC Personnel Division (Personnel) staff advised us that each month it
sends a memo to unit heads advising them of employee annual performance evaluations that
are due for the month.  The unit heads must ensure that the evaluations are completed and
forwarded to Personnel, where they are filed in the employee's personnel folder.  We were told,
however, that not all units, including MIS, have been returning the completed evaluations.  As
an example, Personnel employees selected two monthly reports (January and February 1995)
sent to the MIS Division requesting a total of five employee evaluations; only one of the
requested employee evaluations was on file at Personnel.  In fact, three of the five employees
had no performance evaluations on file, and one employee has not been rated since 1987.
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Clearly, DOC must take steps to improve this situation.  Perhaps one step would be to require
that timely completion of performance evaluations be part of the supervisor's performance tasks
and standards.  Personnel staff said this corrective action had been discussed in the past but was
not implemented.

In response to our preliminary report, the DOC Director of Personnel stated that DOC has
recently initiated a "dunning" memo which threatens to hold paychecks of those employees for
whom evaluations are due but missing.

32. Monitor the progress of IIS enhancements and other major projects undertaken by the
Information Services Division.

Status - Partially Implemented

Agency Action -  Subsequent to completion of our original review,  DOC assigned an
Assistant Commissioner for Technical Development and Project Management to the MIS
Division.   This position reports to the Deputy Commissioner of Administration.   The
Executive Director of MIS told us that he periodically meets with these executives to discuss
the  progress of major EDP projects at MIS.  However, there are no records, such as
memoranda, which would provide the details of these meetings.   In the original  response to
this recommendation, DOC said it was acquiring a project planning and management software
application.    We were provided a report of projects recently completed and currently
underway, but it did not indicate expected completion dates or staff assigned to a particular
project.   

The Information Services Division should:

33. Prepare job descriptions for all its positions and communicate them to the staff in
writing.

Status - Not Implemented
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Agency Action - An MIS official informed us that they use generic job descriptions prepared
for civil service use.  MIS does not have job descriptions that characterize the employee's
position in MIS, although DOC's Personnel Division recommends (but does not require) that
these be prepared.  In our view, an employee is likely to perform better when he or she is
advised in writing of  the scope and requirements of their particular job.

34. Prepare tasks and standards for an employee's job performance evaluation, and discuss
them with the employee prior to the start of the rating period.

Status - Partially Implemented

Agency Action - As indicated in the Agency Action to Recommendation 31 above, the MIS
unit does not have a good track record for preparing employee performance evaluations.
However, for the one employee who had a performance evaluation on file at Personnel (see
Recommendation 31 above), the evaluation contained tasks and standards.  The Executive
Director of MIS assured us that tasks and standards are discussed with the employee prior to
the start of his or her rating period.

35. Develop a formal training plan for its [the Information Services Division] staff.

Status - Not Implemented

Agency Action - MIS has no formal training plan. The Executive Director of MIS stated that
training is obtained on an as needed basis.  For example, he said DOC's computer programmers
attended Oracle application development training in July 1994, to prepare for implementation
of the Oracle data base management system for IIS.  We believe that the lack of a well planned
training schedule for its MIS technical staff may result in DOC needing to purchase technical
services from outside consultants in the future.  

36. Ensure  that all performance evaluations are completed in a timely manner and
forwarded to the Personnel Division.

Status -  Not Implemented
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Agency Action - According to DOC's Personnel Division staff, the MIS unit does not forward
employee performance evaluations to Personnel in a timely manner and, as mentioned above
(see  Recommendation 31), some evaluations have not been submitted.  In reply to our
preliminary report, DOC stated that tasks and standards and evaluations, will be completed on
time in the future.

The Office of Computer Plans and Controls should:

37. Monitor all aspects of  DOC's EDP operations as required by Mayoral Executive Order
100.

Status - No Longer Applicable

Agency Action - The previous Mayoral Executive Order No. 100 was repealed and the current
Mayoral Executive Order No. 35 was issued on January 27, 1992.  The new order established
the Office of Information Technology Management (OITM) as successor to the Office of
Computer Plans and Controls (OCPC).  Although OITM does not review an agency's specific
purchases of computer hardware, software and related consultant services as OCPC did,  it is
charged with promoting the use of information technology by City agencies to improve
productivity and enhance the provision of service.  OITM staff are not assigned specific
agencies to monitor.

38. Ensure that all equipment purchased for the personnel timekeeping system is efficiently
and effectively utilized.

Status - Not Implemented

Agency Action - At the time of our previous audit, DOC spent $546,000 to develop a
timekeeping system, which was deemed inadequate and not implemented in more than one or
two DOC facilities.  A former OCPC official said this waste of government funds was never
looked into, and he did not know if the equipment was ever utilized elsewhere in the City.

39. Determine whether DOC has retained title to all EDP equipment purchased with City
funds.

Status - Not Implemented
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Agency Action - DOC purchased two computer disk drives for $125,356 and gave title to
them  to CJA.  However, the contract between CJA and the City  required that title to
equipment purchased with City funds costing more than
$250 vest with the City.  In a separate transaction, CJA bought equipment for DOC.  OCPC,
charged with  reviewing and approving  purchases of  computer equipment by City agencies,
alleged at the time of our audit that it was not aware of these transactions.  In response to our
follow-up, the former Deputy Director of OCPC found an unsigned memo (a copy of which
was not provided to us) from the  Director of  OCPC to DOC, which he said indicated that
OCPC  may have inquired about this issue.  There was no indication that DOC responded, or
that OCPC ever determined that title was signed over to DOC.  At the time of our audit, DOC
responded only that a prior administration had allowed this situation to occur.  Current MIS
staff were not aware of any action to obtain title from CJA, and DOC continues its practice of
giving CJA computer equipment.

40. Require City agencies, as part of their planning process, to determine and document
if other computer systems are available that meet their needs before they are allowed
to design and develop their own.

Status - Not Implemented

Agency Action - City agencies have not been required to determine and document if other
available computer systems meet their needs.  However, the Director of OITM informed us that
he is currently working on a project which is identifying generic systems, e.g., a voice response
system, which several agencies may be considering for their use.  Rather than have each agency
develop its own, he is proposing purchasing one type of system which can then be adapted by
the agencies in need of it.

41. Expedite the establishment of Citywide data processing standards.

Status - Not Implemented

Agency Action -  OCPC was mandated by Mayoral Executive Order No. 100 to establish
Citywide data processing standards.  In response to our audit, OCPC said such standards would
be issued  in fiscal year 1993, but they were never developed.  The Director of OITM has
advised us that he is on a committee (chaired by the Commissioner of the Department of
Information Technology and Telecommunications) charged with developing data processing
standards for citywide implementation.
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Organizational Controls

The Information Services Division should:

42. Separate incompatible duties to ensure proper functioning and prevent inappropriate
use of data.

Status - Partially Implemented

Agency Action - DOC's current MIS organization chart indicates that it has made an attempt
to  separate incompatible duties, but due to lack of staff it cannot fully implement this
recommendation.  MIS officials are aware of this weakness, particularly the lack of segregation
between IIS applications development and maintenance.  Furthermore, we note that attempts
to segregate these duties may be useless because MIS has granted system manager privileges
to  staff (e.g., application programmers), an action that will negate the control normally
achieved by separating duties.

43. Develop a staff rotation plan and require its employees to take regularly scheduled
vacations.

Status - Partially Implemented

Agency Action - DOC contends that it does not have the MIS staff resources to implement an
effective staff rotation plan.  However, DOC employees must use their accrued vacation time
in the year it is earned unless specifically granted an exemption.  An MIS official assured us
that MIS staff take regular vacations.

CONTROLS OVER THE INMATE INFORMATION SYSTEM (Report No. A-2-92)

System Design, Development and Modification

The Department of Correction should:

1. Evaluate the adequacy of the staff assigned to operate and maintain IIS, which is
important to DOC.

Status - Not Implemented
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Agency Action - Although  IIS continues to be DOC's most critical computer application,
DOC admittedly has not provided adequate staff to operate and maintain it.  In 1991, DOC
stated that it was severely hampered by lack of staff and indicated that a manpower study was
underway.  In response to OMB's follow-up inquiry in 1993, DOC said the manpower study
was "in progress . . . and a staffing plan will be provided by April 30, 1993."  The current MIS
Director said the manpower study was never completed and MIS still suffers from staff
shortages, which he cannot alleviate due to a hiring freeze.  We noted that DOC's report to the
Office of Information Technology Management on its MIS strategy for 1994-1996 states that
MIS has been "understaffed with no significant relief in sight."

At the closing conference for this follow-up review, MIS management stated that although the
City has not provided adequate MIS staff, a recent staffing needs request to OMB resulted in
obtaining three MIS positions.  However, MIS believes that because of the low salaries
attached to these positions, it has not been able to attract good candidates.

2. Ensure that internal audit participates in system development and post implementation
review of  information systems.

Status - Not Implemented

Agency Action - DOC does not have the level of audit expertise needed to ensure that
computer  systems are developed in accordance with an established system development
standard, including a determination that appropriate internal controls are integrated into a
system, nor do its auditors perform post implementation review to determine that the systems
work as desired by management.  DOC claims it would like to do this but it does not have the
necessary audit expertise.

It is imperative that DOC has a reliable system to track inmates and detainees. DOC has been
trying  to develop an effective IIS since the 1970s, and significant resources have been
expended in this effort.  DOC management must ensure that IIS has adequate internal controls
and effectively performs its required programs.  We believe that experienced EDP audit staff
can help to accomplish this important task for IIS and the other EDP systems in place or in
development at DOC.
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3. Establish a central change control group.

Status - Partially Implemented

Agency Action - City Comptroller's Directive 18 states that a "central change control group
should  be established to plan, coordinate, and monitor any and all changes in the data
processing environment."  This group should maintain various documentation, including a
"schedule of changes with priorities specified."  In response to our original audit, DOC replied
that the Information Services Steering Committee will perform the functions of the central
change control group.  However, this group was disbanded in 1993.  MIS officials advised that,
currently, requests for major changes to IIS are reviewed by MIS managers.  The Assistant
Commissioner for Technical Development and Project Management, in conjunction with the
Deputy Commissioner for Administration, makes the final approval of change requests and sets
the priority for them.  However, this process is not formally documented; for example, MIS
does not maintain this schedule of prioritized changes.

4. Ensure that ISD programming staff comply with program change control record
retention requirements.

Status - Implemented

Agency Action - Change control records, such as the IIS Change Control Log and the IIS
Change Control Form, are retained by the Change Control Supervisor.

The Information Services Division should:

5. Finalize and implement a system development methodology that includes independent
reviews.

Status - Not Implemented

Agency  Action - At the time of our original review, MIS staff had drafted a system
development methodology, but it had not been approved and implemented.  DOC responded
to ACR's inquiry in 1993 that the methodology would be completed by May 31, 1993. 
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However, we were told that the methodology has still not been completed.  MIS has been
developing new IIS subsystems, such as "Inmate-to Court," and is beginning a new phase of
IIS with the implementation of Oracle software for the IIS database. These development
processes should be guided and controlled by a system development methodology.

6. Set record retention requirements for program change control documentation.

Status - Implemented

Agency Action -  MIS now has a written retention requirement for program change control
documentation.

7. Comply with requirements of City Comptroller Directive 18 by:

a) implementing program testing and review procedures;

b) establishing a Change Log to document all significant aspects of the change
process;

c) maintaining a list of IIS program files;

d) establishing emergency program change control procedures;

e) developing procedures for operating system software change controls; and

f) separating program modification duties.

Status - Partially Implemented

Agency Action - As follows:

a) Implemented  - MIS officials provided us with revised IIS change control procedures
which now include testing and review procedures.
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b) Partially Implemented - MIS officials provided the IIS Change Control Log (log) and
IIS Change Control Forms (forms) which cover application software changes from May
1991 to the present (July 1995).  However, neither the log nor the forms indicates the
user who requested the change.  Furthermore, this documentation does not indicate if
the completed change was acceptable to the user who made the request.  MIS advised
that changes to the log will be made.

c) Implemented - MIS now maintains a record of IIS programs, with descriptions of what
they do.

d) Implemented - MIS now has written emergency program change control procedures.

e) Not Implemented - Application software programs provide the specific IIS functions,
such as inmate tracking, whereas the system software executes the various application
software programs.  The City Comptroller's Directive 18 requires that agencies maintain
a higher level of control over system software programming activity.  MIS, however,
has no written procedures covering system software changes, and has granted authority
to both the system and application software programmers, and the senior computer
operator, to access and change IIS system software.  DOC replied that "resources
limitations have necessitated a delay in implementation of this recommendation."

f) Not Implemented -  MIS officials continue to contend that because it is  understaffed,
they must allow a crossover of duties, even though it may result in poor separation of
duties control.

8. Preclude programmers from making changes to production programs without
complying with the change control procedure.

Status - Partially Implemented

Agency Action -  Although IIS programmers are instructed to adhere to IIS written change
control procedures in all instances, the authorized computer system privileges for programmers
allow them to circumvent these procedures at any time.
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9. Ensure that the Change Control Supervisor completely documents, by sign-off or in
checklist fashion, all activities related to program changes to assure that they are
completed in a timely manner.

Status - Implemented

Agency Action - The IIS Change Control Supervisor's signature was evident on the IIS
Change Control Forms we checked for calendar years 1993, 1994 and 1995.

10. Require that all functional specifications for program changes include a discussion of
internal controls.

Status - Implemented

Agency Action - Design specifications now contain discussion of internal controls.

11. Require that Change Control Forms be numbered.

Status - Implemented

Agency Action - Program change control forms are now sequentially numbered.

12. Require the User Support Group to verify that the previous version of the program was
backed up prior to the placement of a new version into production.

Status - Implemented

Agency Action - MIS relies on an alternative procedure to meet the requirements of this
recommendation.  First,  the computer operating system will automatically maintain a prior
version of a file when the file is overwritten with the same filename.  Second, when the IIS
system is backed up during the week, the older versions of programs are then stored off-site and
can be retrieved if needed.  Additionally, the procedure requires the Change Control Supervisor
to check that the new version has been successfully put in place of the old version.
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13. Ensure  that program change control forms are signed only by the appropriate
individuals.

Status - Implemented

Agency Action - We reviewed the IIS Change Control Forms for January 1, 1993 through
July 21, 1995, and all were signed by the appropriate staff. 

14. Consider focusing resources on the further development of IIS, rather than expending
them on "stop gap" applications.

Status - Implemented

Agency  Action - MIS officials stated that they no longer develop personal computer
applications as "band-aids" for IIS shortcomings.  Instead, they have computerized highly
detailed and sensitive functions previously done manually, e.g., "Inmate to Court" and "Jail
Time Calculation" programs.

IIS Data Input

The Information Services Division should:

15. Complete the IIS user manual.

Status - Partially Implemented

Agency Action - MIS never completed a comprehensive IIS user manual.  However, MIS
officials  advised us that when staff receive IIS training they are given a user manual
specifically written for the training subject.  For example, we were shown copies of the user
training manuals for the IIS Jail Time Calculation program.

16. Revise the IIS program to preclude further key input when a data input warning
message is issued until the message is acknowledged and corrected.

Status - Not Implemented

Agency Action - There still remain significant data fields where IIS warning messages can be
ignored  by data input staff.  For two of the three validation edits our original report
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discussed — height under three feet and weight under 50 pounds — the operator can either
correct the data or ignore the warning message.  DOC should eliminate warning messages that
do not require the data entry operator to acknowledge them before continuing data entry, and
replace them with messages that require acknowledgement.  DOC replied that this will be
implemented in the "new IIS."

17. Ensure that all possible data validation occurs when data is entered.

Status - Partially Implemented

Agency Action -  An MIS official stated that they have been improving in this area but
acknowledged that  not all possible data validation occurs when data is entered.  For example,
our report stated that "according to IIS, of the 2,027 inmates at Rose M. Singer Center
(RMSC), an all female facility . . . 139 were males (6.9 percent)," and during our follow-up,
IIS continued to show 2.6 percent (46) of  RSMC female inmates as males.  It appears that
these errors were caused by careless data entry.  DOC should correct these errors and require
IIS to automatically record new inmates at RMSC as female.

18. Program IIS to reject values that are clearly incorrect, such as a date of birth that
makes an inmate less than the minimum age for DOC custody, i.e., 16 years old.

Status - Partially Implemented

Agency Action - Per MIS officials, the edits for some fields have been modified and others not.
For example, the IIS New Admit screen will not accept a birth date less than the minimum age
for DOC custody, i.e., 16 years old.  However,  the IIS program still will allow the time a
person was admitted to the facility  (on the New Admission screen) to be changed to a future
time.  DOC replied that this is being corrected.

19. Modify IIS to require the completion of the six screens necessary for a new admission.

Status - Not implemented
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Agency Action - MIS staff contends it would be too costly to retrofit this control into the
current system.  They will ensure this control is considered when the IIS programs are rewritten
for the "new IIS."  They also contend that only three of the screens are really needed.

20. Expedite the acquisition of new data processing equipment capable of  handling the
volume of required court transactions and rescind Teletype Order 3249-0.

Status - Partially Implemented

Agency Action - One of the important services that an inmate information system should
provide is the ability to determine an inmate's location at all times.  At the time of our review,
IIS was designed to track inmate movement.  However, DOC staff at the court facilities were
not recording on IIS when an inmate had arrived from a jail for a court appearance and when
the inmate left the court facility to return to the jail.  The volume of these daily transactions,
referred to as "booking-in and booking-out,"  taxed the system.  DOC Operations instructed
its court staff (via Teletype Order 3249-0)  not to "book-in and book-out" inmates on IIS until
new equipment was installed to handle the volume of data input and output (I/O).   DOC
advised that it installed the new equipment but "due to growth and acceptance of the system"
IIS continues to have I/O problems and it has not been able to rescind Teletype Order 3249-0.
 Subsequent to our audit DOC implemented a new IIS subsystem, called "Inmate-to-Court"
(ITC), with one of its benefits being the ability to track an inmate's departure from jail and
arrival at the court facility.  The downside is that ITC does not track an inmate's departure
from the court facility after a court appearance, while the IIS "booking-out" procedure provides
for this inmate tracking feature.  DOC replied that MIS is working to correct this deficiency.

21. Implement the "user production report" process and provide copies to  supervisors at
the facilities and courts.

Status - Not Implemented 

Agency Action - DOC does not make this report available to IIS data input supervisors at the
facilities so that they may monitor the work of the data input staff.  Currently, if a supervisor
wants to determine the volume and nature of specific transactions via IIS, he or she would have
to call MIS staff,
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who would then have to research the transactions.  IIS should readily provide productivity and
audit reports to facility data entry supervisors.  DOC stated that "resource limitations have
necessitated a delay in the implementation of this recommendation."

22. Revise the IIS program to ensure that the user is identified on the audit logs for
discharge transactions.

Status - Implemented

Agency Action - We verified that the Discharge transaction log has been revised to show the
user who effected the transaction.

23. Reprogram IIS to make the audit log screens user friendly and provide access to the
appropriate supervisor at each facility.

Status - Not Implemented

Agency Action - MIS officials stated that they cannot afford the programmer time to make the
changes needed to implement this recommendation.  We believe that without such reports IIS
falls short in providing data entry supervisors will the capability to monitor the quality and
quantity of data input activity. 

24. Periodically review the reports of inmates transferred and unclaimed for more than 24
hours, and contact those facilities where inmates remain in transit for more than a
reasonable length of time.

Status - Implemented

Agency Action - MIS provides DOC managers with a weekly report of inmates transferred
and unclaimed for more than 12 hours.  Poor performing facilities are requested to improve
their operations in this regard.

25. Promulgate written procedures for changing IIS table values which require
documentation of the reason a change is needed, ISD's [Information Services Division]
authorization, and notification to users.

Status - Implemented
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Agency Action - MIS' revised Change Control Procedures contain written procedures and a
specific form that cover changes to IIS table values.

26. Review the IIS tables for values which do not directly relate to an existing DOC facility
(such as "UNFA" and "UNCT" ), and remove such values from the tables.

Status - Implemented

Agency Action - IIS shows these table values as inactive. 

The Operations Division should:

27. Correct Operations Orders 10/90 and 11/90 regarding the source of the date of birth.

Status - Implemented

Agency Action - DOC's Operations Division replaced Operations Orders 10/90 and 11/90
with Operations Directive 4100.  Appendix B of that directive clarifies the sources from which
data including date of birth should be obtained.

28. Use only civilian employees, trained as data input operators, to perform data input.

Status - Not Implemented

Agency Action - At the time of our audit DOC responded that budgetary restrictions have
prevented it from establishing more civilian data entry positions, and some of the data entry
positions were covered by Correction Officers who were also assigned to emergency response
duties.  DOC's  personnel official stated that, currently, the  acceptance  by several DOC
civilian employees of the severance program to encourage voluntary retirement resulted in
elimination of  several civilian data entry positions.  We continue to believe that from both a
fiscal and a functional perspective, DOC should strive to have civilian staff dedicated to this
important task.
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29. Require receiving facilities to check IIS for completeness of inmate data and enter any
data that are missing.

Status - Not Implemented

Agency Action - Although the Receiving Room supervisor is required by DOC procedure to
check the accuracy and completeness of an inmate's new admission form (form ARC239M),
there is no requirement that the supervisor ensure that data on that form is accurately and
completely entered on IIS.  This was confirmed during our follow-up visit at a DOC detention
facility, where we were told that neither the supervisor nor other staff check IIS to determine
if the ARC239M data was accurately keyed into IIS.  In our view,  this step should be added
to Operations procedures for receiving a new inmate at a facility to ensure that IIS data is
accurate and complete.  At the Closing Conference, DOC responded that this will be addressed
in the next twelve months.

30. Develop written standards which clearly assign responsibility for all data entry and time
frames in which it should be achieved.

Status - Not Implemented

Agency Action - DOC responded  to OMB's ACR unit that the Operations Division and MIS
"will accomplish [this] jointly, with a projected completion date to be scheduled.  We hope to
have information to begin formulating standards from the result of Quality Assurance Project."
However, these standards were never developed; current DOC staff could not explain why.

31. Require data entry supervisors to monitor staff performance to ensure that all inmate
admissions, discharges and transfers are entered accurately and timely.  Reassign
Correction Officers on the data input staff who are unable to perform at standard.
Include performance as a task in periodic employee evaluations for civilian data entry
operators.

Status - Partially Implemented
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Agency Action - There are three parts to this recommendation. To find out the status of their
implementation, we reviewed memos provided to us by DOC management, met with Personnel
Division staff, and visited a DOC facility.  Our conclusions are as follows:

First Part:  Require data entry supervisors to monitor staff performance to ensure that
all inmate admissions, discharges and transfers are entered accurately and timely.

Status: Not Iimplemented.  DOC memos responding to our follow-up stated that there is
supervision of staff, but there is no procedural requirement that supervisors monitor staff
performance to ensure that all inmate admissions, discharges and transfers are entered on IIS
accurately  and timely.  Our recommendation suggests that data entry supervisors be
specifically required to do so.  Our review of IIS data entry procedures provided to us found
no such requirement.  Although procedures do indicate that the supervisor is to check the
accuracy of  "form 239" (which serves as the input source for some IIS data), there is no
requirement that he or she check IIS for accuracy of input, let alone timeliness.  During our
visit to a DOC detention facility, IIS data entry supervisors said that they are not required to
check the accuracy or timeliness of IIS data entry and do not do so regularly, if at all.

Second Part:  Reassign Correction Officers on the data input staff who are unable to
perform at standard.

Status: Not Implemented.  Only one of the two memos provided to us addressed this part of the
recommendation by saying that "officers assigned to perform data input are able to perform to
standard," but it does not say they are reassigned when found to be poor data entry operators.
Furthermore,  DOC has no data entry standards against which to measure data entry
performance. 

Third Part: Include performance as a task in periodic employee evaluations for civilian
data entry operators.  

Status: Implemented.  DOC managers responded by saying "Civilian staff are evaluated once
per year in accordance with existing procedures," and  "Civilian employees are evaluated on
their ability to perform as date [sic] entry operators."  DOC Personnel Division staff provided
data entry tasks and standards that include data entry performance as a task.
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32. Revise its policy regarding how IIS reports on inmates transferred to other
jurisdictions.  These inmates should be discharged and reactivated on IIS if they are
returned to DOC.

Status - Implemented

Agency Action - DOC staff stated that the policy is to discharge inmates transferred to other
jurisdictions.

33. Require that its facility staff print out each day the reports of "inmates transferred and
unclaimed for more than 24 hours" and then investigate and take the appropriate
action on all cases to ensure that inmates are not erroneously included on subsequent
reports.

Status - Implemented

Agency Action - DOC stated that facilities do this regularly. MIS staff  showed us that IIS
now has a "transferred-and-unclaimed-for-more-than-12-hours" report available on demand.
During our site visit, facility staff  showed us that this report was printed and reviewed daily.

34. Establish  work areas in facilities and courts where environmental conditions are
appropriate for data input.

Status - Not Implemented

Agency  Action - During our prior audit we visited the Federal Bureau of Prison's
Metropolitan Correctional Center in Manhattan, where we observed data input done in an
environmentally controlled area where there was no inmate traffic.  In contrast, we found DOC
court and detention facilities to have unacceptable conditions for both data entry operations and
IIS equipment.  These poor conditions included:

C computer terminals in areas where there is heavy inmate traffic, making them
susceptible to tampering and damage;

C exposed electrical wiring leading to IIS hardware, making them subject to
tampering or accidental damage and a potential hazard to staff;
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C equipment in locations where temperature conditions were uncontrolled, increasing
the potential for damage to the equipment, and where conditions are not conducive to
accurate data input;

C IIS hardware in areas that were dirty and IIS equipment also dirty thus making
equipment subject to failure. 

We previously reported that the Queens House of Detention and Queens courts suffered from
these conditions,  as did other DOC facilities.  On our follow-up visit  to the Queens House
of Detention and Queens courts in Kew Gardens, we found these conditions had not changed.
DOC supervisory staff
responded that  as a result of new court construction, the facility may get space that will
provide a better enviornment for IIS equipment and data entry operations.

The Department of Correction should:

35. Explore alternate methods of data input that would increase speed and accuracy.  Such
methods may include bar coding of basic inmate data and scanning the bar code each
time an inmate is moved.

Status - Not Implemented

Agency Action - MIS has not implemented alternate methods of data input to IIS.  Although
bar coding has been used for DOC's  Inmate Financial and Commissary Management System
and MIS is considering alternate methods, such as inmate voice recognition, DOC has not
implemented any of these methods on IIS.  We believe MIS should aggressively pursue
adequate alternate methods to increase data accuracy and  reduce staff workload at the
facilities.  DOC agreed. 

36. Provide for periodic independent review of IIS data for reasonableness and accuracy.

Status - Not Implemented

Agency Action - At the time of the original audit, DOC replied that this would be
accomplished as budgetary constraints permit.  In response to OMB's  inquiry in 1993, DOC
responded that independent audit capacity was being sought.  Currenly, DOC representatives
stated that independent audit capacity had not been obtained, but that a “new-needs request”
has been made.
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IIS Processing Controls

The Information Services Division should:

37. Document in written procedures the steps that the operator should take when
operating the system. Ensure that these procedures are available to the computer
room operators.

Status - Not Implemented

Agency Action -  Although City Comptroller Directive 18 requires written procedures
governing computer operations, DOC has not been able to develop them due to lack of staff
resources.  MIS has been working toward an operating environment which requires very little
computer operator intervention. MIS has developed a program it calls "Operator Plus" which
reduces operator involvement needed for IIS.  And as previously mentioned, MIS is
developing a "lights out" system which will require minimal operator activity.  Nevertheless,
we believe all operator activities should be guided by written procedures.

38. Institute procedures to verify that all transactions entered are processed. Such
procedures should include reconciling the number of transactions input to the number
processed.

Status - Partially Implemented

Agency Action - Although IIS can provide data that would allow data entry operators to
verify that the data they entered was processed, there is no procedural requirement that they
do so.  For example, the number of new inmates entered on IIS could be verified by
reconciling them to the IIS register of inmates.  We believe that such verification should be
required where IIS permits it.
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39. Revise  the IIS software to prevent users from concurrently accessing a record.
Pending correction of this software problem, ISD [Information Systems Division]
officials should impress upon users the importance of not overriding the record
lockout message.

Status - Implemented

Agency Action -  We verified that a program has been implemented which prevents users
from accessing the same record at the same time.

IIS Data Output

The Department of Correction should:

40. Require periodic audits of IIS to ensure that the data is accurate and reliable.

Status - Not Implemented

Agency Action - According to a DOC memo regarding this follow-up review, when DOC
was implementing IIS, the Internal Audit Unit "participated in the parallel processing phase
by ensuring the data initially entered in the system was accurate according to the inmate
folders.  The Internal Audit Unit has not conducted an audit of this nature since that time."
In our view, the integrity of a system's data is its greatest asset; it provides an important
measure of how well the system is performing.  DOC's internal audit unit should be the
mechanism that takes this measurement.

The Operations Division should:

41. Require facilities to reconcile all differences in inmate counts daily.  Adjust IIS and
fully document such changes.

Status - Partially Implemented

Agency Action - Although DOC has not specifically required that facility staff reconcile
differences in inmate counts daily, on a weekly basis it does monitor inmate count variances
centrally, and it has a procedure for "overriding" IIS inmate counts should a facility's
commanding officer "discover" a difference between the facility's manual census and the IIS
register of inmates.  However, we continue to recommend that DOC specifically require
receiving facilities staff to check  IIS' accuracy on a daily basis regarding this important
statistic.  DOC responded that MIS is currently developing a new "Facility Census Reporting
System."
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42. Hold wardens at each facility responsible for the accuracy of data for inmates
incarcerated at their facilities.

Status - Implemented

Agency  Action - DOC officials advised that Wardens are ultimately responsible for
everything that occurs at a facility.  Deputy Wardens (either for Security or Administration)
are held responsible for accuracy of IIS data at the facility. 

The Information Services Division should:

43. Review all reports for completeness and accuracy, and correct errors found prior to
providing the reports to the user.

Status - Implemented

Agency Action - An MIS official advised that IIS paper reports produced  at the data center
are checked for completeness and accuracy on a visual inspection basis; any reports that
appear to be in error are not released to the user.

44. Develop a system for evaluating and prioritizing requests for management reports to
ensure that the information needs of the users are appropriately addressed.

Status - Implemented

Agency Action - MIS advised that planning and analysis managers review service requests,
and the Assistant Commissioner for Technical Development and Project Management sets the
priority for staff activity.
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45. Revise the IIS programming logic, so that when an inmate is transferred to another
facility, IIS shows the bed that the inmate was occupying to be vacant.

Status - Implemented

Agency Action - By reviewing IIS reports and using the IIS testing facility, we verified that
this recommendation was implemented.

46. Modify the program that writes the file for NYPD [New York City Police Department]
to select the actual next court date.

Status - Not Implemented

Agency Action - This modification would provide the New York City Police Department
with better information to assist it in serving warrants.  An MIS official agreed that this should
have been implemented, and he stated that it will be worked on immediately.

47. Determine why more than one-third of the detainees did not have next court dates on
IIS.  Take corrective action to preclude a recurrence.

Status - Implemented

Agency Action -  DOC responded that the absence of court dates was due to a lack of data
entry at the facilities.  Currently, MIS generates a report  that shows how many inmate records
have an inappropriate next court date (e.g., when the next court date is earlier than the date
of the report).  This report is used by DOC managers to ensure that this important date is
being maintained on IIS.

48. Determine why the IIS programs cannot display the proper status code for inmates
and revise the programming accordingly.

Status - Partially Implemented

Agency Action - MIS has determined that IIS' current programming language is inadequate
to correct this problem, and revisions cannot be made until the new data base software is
implemented.
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49. Determine why the classification scores on IIS did not match those in the manual
records for the sampled inmates and take appropriate corrective action.

Status - Partially Implemented

Agency Action - DOC determined that the classification procedure was adequate, but that
there were data entry problems.  MIS is currently working on a "Rap Sheet Analysis" which
will automatically determine an inmate's classification based on criminal history.

MANAGEMENT OF CONTRACTS FOR THE INMATE INFORMATION SYSTEM (A-9-92)

The Mayor's Office of Operations should:

1. Establish stringent procedures to control the involvement of non-City agencies in the
development of computer systems for City agencies.  Monitoring of adherence to these
procedures should rest with the Office of Computer Plans and Controls.

Status - Not Implemented

Agency Action - The Mayor's Office of Operations' (Operations) response at the time was
that it would issue a memorandum to remind agencies of the Office of Computer Plans and
Controls' (OCPC) oversight responsibility where City funds are spent for electronic data
processing equipment.  A current Operations official referred us to the former Deputy Director
of OCPC, and he advised us that no memorandum was ever issued.

2. Investigate the circumstances that resulted in the Department of Correction avoiding
City contracting procedures and take appropriate action to ensure that future
contracts involving both  City and non-City agencies are awarded competitively.

Status - Not Implemented
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Agency Action - In response to our initial review, Operations replied that it agreed with
Recommendations 2 and 3, and indicated that it would have its contract audit unit review
these matters.  According to a current Operations official (a former official of the Office of
Contract Audit now part of the Office of Contracts but at that time part of Operations), he has
no recollection of ever being asked to investigate DOC in regard to the matters discussed in
this Recommendation and in Recommendation 3, below.  In our view, by not following up on
these matters, Operations missed an opportunity to examine certain loopholes and abuses in
the City's contracting process and implement procedures to eliminate them.  We continue to
recommend that the City review this case; perhaps the Mayor's Office of Contracts should be
asked to do so.

3. Investigate why implementation of a system originally estimated at $60,000 cost at least
$365,000, and take appropriate steps to see that similar situations do not occur in the
future.

Status - Not Implemented

Agency Action - (see "Agency Action" under Recommendation 2 above)

4. Work  with the Department of Correction to review what information it needs
regarding the inmates it controls, and what equipment and staff can best provide that
information.  Develop a strategic plan to fulfill these needs.

Status - Not Implemented

Agency Action  - At the time of our review, OCPC replied that it understood the problems
being encountered by IIS and it strongly recommended that DOC "produce a strategic plan
that actually reflects the needs of top management."  DOC agreed with OCPC and in 1992
issued a request for proposal (RFP) for an "Information Services Master Plan, which would
define the direction of the Division for the next three years."  According to a current MIS
official,  DOC received responses from large consulting firms.  However,  because it did not
adhere to City contract procedures, DOC had to void the RFP.  The master plan was never
developed.
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The Department of Correction should:

5. Determine the proper billing rate for the less experienced staff provided by Technical
Solutions Company, and recover the difference.

Status - Not Implemented

Agency Action - DOC continues to disagree with this recommendation.  It believes it
received experienced and productive consultant programmers as replacements for the original
consultants, although it could not provide us with evidence that their experience was examined
at the time.

6. Recoup the $19,088 overbilling from Technical Solutions Company.

Status -  Not Implemented

Agency Action - Technical Solutions Company (TSC) billed DOC based on a 7.5-hour day
rather than an 8-hour day it contracted for.  As result, DOC was over billed by TSC.  DOC
could not provide any records to show that this overpayment was investigated by its staff. 

7. Settle all unmet contract requirements, including the receipt of any documentation,
final cost report, etc., before making additional payments to Technical Solutions
Company.

Status - Not Implemented

Agency Action - Although DOC agreed with this recommendation, it did not have any
documentation to indicate that it took action to settle unmet contract requirements.


