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Re:  Report 2005-F-3 
 
Dear Dr. Novello: 
 

Pursuant to the State Comptroller’s authority as set forth in Article V, Section 1 of the State 
Constitution; and Article II, Section 8 of the State Finance Law, we have followed up on the actions 
taken by officials of the New York State Department of Health (Department) to implement the 
recommendations contained in our confidential draft report, Healthcom Network Security Controls 
(Report 2002-S-34).   
 
Background, Scope and Objectives 
 

The mission of the Department of Health (Department) is to promote and protect the health 
of New Yorkers through prevention, science and assurance of quality health care delivery. In 
fulfilling this mission and in implementing its various programs, the Department collects and 
maintains a wide variety of health-related information, such as information about births and deaths, 
and information about the disciplinary actions taken against medical professionals. The Department 
maintains this sensitive and confidential data on various computer systems, many of which are 
operated on or connected to an internal Department computer network called Healthcom. 
 

Healthcom has logical connections to other computer networks, including the NYeNET (a 
statewide network used by State and local government agencies), the statewide data center 
maintained by the Office for Technology, outside consultant networks, and individual networks run 
by two Department units. Healthcom is equipped with a series of firewalls that are intended to 
protect the network against unauthorized access and create secure areas for sensitive information. 
 

Our initial audit report, which was issued on August 16, 2004, examined selected aspects of 
the security controls in place over the Healthcom network.  The objective of our follow-up, which 
was conducted in accordance with generally accepted government auditing standards, was to assess 
the extent of implementation, as of June 24, 2005, of the recommendations included in our 
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confidential report.  Due to the sensitivity of the information and the potential risk associated with 
the release of such information, the details of the recommendations and their implementation status 
are not included in this report.  However, we discussed the detailed results of our follow-up work 
with Department officials during the conduct of the review. 

 
Summary Conclusions  
 

Overall, we found that Department officials have taken numerous actions to implement the 
recommendations contained in the confidential draft report, however some additional steps are still 
needed.   

 
Major contributors to this report were Brian Reilly, Nadine Morrell, Mark Ren and James 

Edge. 
 

We would appreciate your response to this report within 30 days, indicating any actions 
planned to address the unresolved issues discussed in this report.  We also thank the management 
and staff of the Department for the courtesies and cooperation extended to our auditors during this 
process. 
 

Very truly yours, 
 
 
 

William P. Challice 
Audit Director 

 
 
 
cc:  Robert Barnes, Division of the Budget 
 Tom Howe, Department of Health 

 
 


