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Re:  Report 2004-F-43 
 
Dear Mr. Doar and Mr. McCormack: 
 

Pursuant to the State Comptroller’s authority as set forth in Article V, Section 1 of the State 
Constitution and Article II, Section 8 of the State Finance Law, we have followed up on the actions 
taken by officials of the Office of Temporary and Disability Assistance (OTDA) and the New York 
State Office for Technology (OFT) to implement the recommendations contained in our audit report, 
Welfare Management System General and Application Controls (Report 2001-S-35). 
 
Background, Scope and Objectives 
 

OTDA, in accordance with Chapter 55, Section 21, of New York State Social Services Law 
(Law), is required to design, implement, and maintain a welfare management system.  This system 
must be capable of receiving, maintaining, and processing information relating to persons who have 
applied for, or have been determined eligible for, benefits under any program for which OTDA has 
supervisory responsibility.  OTDA must consider this information confidential.   
 

To help improve the administration and control of public assistance programs and related 
services provided by the State’s 58 local social services districts (districts), both OTDA and OFT 
have responsibilities to support and maintain the Welfare Management System (WMS).  Established 
in 1997, OFT is charged with the coordination of New York State’s vast technology resources.  It 
manages a consolidated New York State Data Center that supports WMS’ data processing 
requirements, as well as those of 24 other agencies.  However, the responsibility for managing local 
user access accounts and permissions is in the hands of local district administrators. OTDA is 
primarily responsible for the applications and administration of WMS; OFT is primarily responsible 
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for the system’s hardware-operating environment, including file management, disaster recovery, 
system backup, and computer center maintenance and support.   
 

WMS consists of two application subsystems:  “Upstate,” which is used to maintain the 
records of clients living in counties outside New York City, and “New York City,” which contains 
the data of clients who are residents of New York City.  
 

Our initial audit report, which was issued on March 14, 2003, determined whether OTDA 
and OFT had instituted general and application controls that provide reasonable assurance of the 
validity and reliability of data maintained in WMS and minimize the risk of unauthorized physical or 
logical access.  While we found that public assistance eligibility data, for the districts we reviewed, 
was reasonably accurate, we found departures in the general and application controls, as developed 
and implemented within OTDA, OFT, and the local districts, from recommended practices.  
Specifically, we found that neither OTDA nor OFT had adequately addressed physical and personnel 
security over WMS at the local district level.  Nor had either agency clearly communicated 
comprehensive procedures to local administrators about their roles and responsibilities or the steps 
they would take in emergency or other situations when WMS service availability may be affected.  
Also, OTDA and OFT did not monitor district compliance with security procedures, and a disaster 
recovery plan for WMS had not been developed.  In addition, we found opportunities for OTDA and 
OFT to strengthen their telecommunication and physical security controls.  The objective of our 
follow-up, which was conducted in accordance with generally accepted government auditing 
standards, was to assess the extent of implementation as of May 25, 2005 of the 32 recommendations 
included in our initial report.  
 

Because some of the weaknesses we identified could be considered sensitive, we did not 
include the details relating to those weaknesses in our initial report.  Instead, we conveyed those 
findings to OTDA and OFT officials during the audit.  We followed this same process for our 
follow-up audit. 

 
Summary Conclusions and Status of Audit Recommendations 
 

We found that OTDA and OFT officials have made little progress in correcting the problems 
we identified.  Additional improvements are needed.  Of the 32 audit recommendations, six 
recommendations have been implemented, eight recommendations have been partially implemented, 
17 recommendations have not been implemented, and one recommendation is not applicable. 
 
Follow-up Observations 
 

Recommendation 1 
 
Modify and convey a security policy that includes local social services districts and clearly defines 
administrator roles and responsibilities and encompasses all of the local social services districts. 
 
Status - Implemented 
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Agency Action - A Cyber Security Policy was issued on April 18, 2003 that defines administrator 
roles and responsibilities.  The policy was recently revised and reissued on April 4, 2005. 

 
Recommendation 2 

 
Extend the ISO [Information Security Officer] mission to include local social services districts. 
 
Status - Partially Implemented 
 
Agency Action - While OTDA officials have not extended the ISO mission to include local social 

services districts, they have provided security training to 20 districts that had in attendance, 
in excess of 900 participants.   They indicated they also distributed two educational CD’s to 
each district and have made certain security information available to them through OTDA’s 
Internet and Intranet sites.  They also indicated OTDA’s ISO has made presentations at the 
semi-annual New York Public Welfare Association (NYPWA) conferences to provide 
participants with security information and available training resources. 

 
Recommendation 3 

 
In conjunction with OFT, define and document the roles and responsibilities of OFT, HSN [Human 
Services Network] network management staff for WMS, and verify that their duties have been 
properly segregated. 
 
Status - Partially Implemented 
 
Agency Action - OTDA and OFT approved the HSN Services Level Agreement (SLA) to articulate 

the service responsibilities agreed to between them on February 21, 2001.  OFT officials also 
indicated that they have progressed through a phased development of new SLA components 
including a "core SLA" and addendums by service including network services.  OFT 
officials stated that the network services addendum is in a final internal OFT review phase 
and should be released to OTDA for comment shortly.  OFT officials expect that they will 
replace the existing SLA with a more comprehensive document within the next five months. 

 
We reviewed the SLA agreement that OTDA and OFT entered into and found it is very 
broad and is not comprehensive.  OFT officials shared an example of the "core SLA" and 
addendums that they are instituting.  We believe that these documents will better define roles 
and responsibilities.   

 
Recommendation 4 

 
In conjunction with OFT, establish a formal written document defining OFT’s network and WMS 
responsibilities. 
 
Status - Partially Implemented 
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Agency Action - OTDA and OFT have entered into an SLA to articulate OFT’s service 
responsibilities.  However, when we reviewed the SLA we found it was only effective for six 
months and did not contain extension provisions.  In addition, the agreement is broad and 
does not clearly identify OFT’s responsibilities.   

 
According to OFT officials, they are in the process of developing a new SLA that is more 
comprehensive than the prior agreement.  OFT officials stated that the revised agreement 
will clearly identify agency responsibilities.   

 
Recommendation 5 

 
Provide local social services districts with guidance on how to implement adequate security 
procedures for WMS. 
 
Status - Partially Implemented 
 
Agency Action - OTDA officials stated that districts have and continue to receive guidance in this 

area from the State and that given the fact that districts’ operational structure and resources 
vary widely, latitude exists for districts to apply Transaction Terminal Security System 
(TTSS) guidelines.  In relation to TTSS guidelines, officials note that they have reviewed 
and updated portions of the TTSS manual.  In addition, OTDA historically offers informative 
sessions at the semi-annual NYPWA conferences.  In the past, some sessions have discussed 
security-related issues. 

 
Recommendation 6 

 
Monitor local social services districts to verify that they are following proper security practices, 
including: 
 

• reviews of violation logs or trending violations, 

• verification that districts have installed only software that has been authorized, and  

• periodic assessments of the appropriateness of district employee access rights. 
 
Status - Partially Implemented 
 
Agency Action - OTDA officials believe that districts are responsible for their systems’ security.  

However, officials noted that shortly they will begin to use an Audit Logging and Security 
Event Management (ALSEM) solution.  According to OTDA officials, upon full 
implementation, this will provide information that will allow OFT and OTDA to: monitor 
system access and audit logs; and identify and respond to defined security events (including 
violations), anomalous traffic and other suspicious activities.   
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Recommendation 7 
 
Enforce the requirements of the service-level agreement by requiring OFT to: 
 

• develop a comprehensive Disaster Recovery Plan that considers the detailed aspects 
delineated in this report, including the conduct of a disaster-simulation exercise to confirm 
its viability; 

• verify that the Disaster Recovery Site has been equipped with proper environmental 
controls, including a fire suppression system and an uninterrupted power supply; 

• verify that the Disaster Recovery Site equipment can meet the agency’s emergency needs; 
and 

• evaluate the locations of the Disaster Recovery Site and the New York State Data Center in 
terms of vulnerability to the effects of a single event (e.g., loss of power and/or 
communication lines). 

 
Status - Partially Implemented 
 
Agency Action - OTDA and OFT have developed a comprehensive Disaster Recovery Plan, and a  

Disaster Recovery Site has been established and is equipped with proper environmental 
controls.  In addition, the Site has been equipped with Halon fire suppression, an 
Uninterrupted Power Supply and a backup generator.  OTDA and OFT officials stated that 
the mainframe and disk at the Site have the same capacity as the production equipment at the 
main data center and they plan to run production workloads at the Site.  OFT officials further 
stated that the Site is not in a flood or earthquake zone and is now miles away from the main 
data center. 

 
OTDA and OFT have not yet conducted a disaster simulation exercise to confirm its 
viability.  Therefore, the Department has no assurance that the Disaster Recovery Site can 
meet the agency’s emergency needs.   

 
Recommendation 8 

 
Work with OFT to adjust the security settings for the network operating system to the recommended 
levels unless adequate justification can be given for settings that provide a lower level of security. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials stated that the agency uses OFT security settings that are based 

upon security industry guidelines, which are more rigorous than Microsoft’s recommended 
settings.  In addition, they noted that the Modernization project has already begun to migrate 
to a new operating environment, and the recommendation to adjust security settings for the 
operating system would not enhance security.  Officials further feel that the resources needed 
to make security setting changes would not be cost beneficial. 
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While OTDA and OFT have begun its WMS modernization project, they have not 
established a project completion date.  Officials state that they recently began the initial 
planning phase for this project.  Until the modernization project is fully planned and 
implemented, they will continue to use the Human Services Enterprise Network (HSEN) 
operating system.  Consequently, the risks we identified will continue to be present for the 
near future. 

 
Recommendation 9 

 
Develop a remote access policy that will address the weaknesses identified by this audit, including 
adequate controls over remote dial-up access. 
 
Status - Implemented 
 
Agency Action - OFT officials implemented a HSEN Customer Use and Access Policy on July 15, 

2003.  Officials feel that if an individual tries to circumvent this policy, other compensating 
controls would prevent unauthorized individuals from gaining access.  Officials stated that 
their procedures comply with the New York State Information Security Policy and that all 
access, including remote access, is addressed in the HSEN Policy on Customer Use and 
Access. 

 
Recommendation 10 

 
In conjunction with OFT, improve physical security controls over information systems by addressing 
the weaknesses identified during this audit. 
 
Status - Implemented  
 
Agency Action - OTDA and OFT officials have taken the steps needed to improve physical security 

controls over its information systems. 
 

Recommendation 11 
 
In conjunction with OFT, develop and implement written procedures for clearing sensitive 
information and software from equipment and media taken out of service or otherwise transferred. 
 
Status - Implemented 
 
Agency Action - OTDA and OFT developed and implemented a written standard which explains the 

necessity for and the steps required to clear sensitive information and software from 
equipment and media taken out of service or otherwise transferred. 

 
Recommendation 12 

 
Improve user ID and password controls by addressing the weaknesses identified during this audit. 
Status - Not Implemented 
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Agency Action - OTDA and OFT officials conveyed that improving user ID and password controls 

would be difficult due to limitations in the current mainframe environment and they feel that 
the time, effort and cost of attempting to do so are not worthwhile or appropriate given the 
State’s direction in modernizing/redesigning WMS. 

 
We encourage OTDA to improve its user ID and password controls.  While the WMS 
modernization project likely will address the identified weaknesses, the modernization 
project has not been fully scoped and a project completion date has not been established. 

 
Recommendation 13 

 
Require local social services districts to establish clear procedures for communicating personnel 
changes (e.g., adds, deletes, title/responsibility changes, and name changes) to the security 
coordinators. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials agree that districts should establish clear procedures in this area.  

However, officials believe that they do not have the legal authority to take a more 
prescriptive role in the supervision of district operations.   

 
Recommendation 14 

 
Require local social services districts to distribute periodic memos to supervisors of all WMS users 
reminding them of their responsibility to provide timely notice to the security coordinators for 
employment changes. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials have taken no action to implement this recommendation because 

they believe that taking a more prescriptive role in the supervision of district operations 
would exceed their legislative authority. 

 
Recommendation 15 

 
Provide local social services districts with Authorized Functions Reports more frequently than 
annually (e.g., every six months).  Require security coordinators to review the reports to verify the 
appropriateness of the individuals and functions listed. 
 
Status - Not Implemented 
 
Agency Action - While OTDA officials believe that the security coordinators know that these 

reports can be requested at any time, and that the report can be used to verify the 
appropriateness of individuals and functions listed, they have no assurance that the 
coordinators, in fact, obtain and use the reports as intended.  As we reported in our initial  
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audit, we found 28 instances where user names differed from personnel records and we 
found 21 instances where user rights were not terminated when they should have been.  If the 
coordinators were required to use this report to verify the appropriateness of users’ rights, 
situations like these could have been detected and corrected.   

 
Recommendation 16 

 
Require local social services districts to develop standard functional profiles according to 
responsibilities that can help supervisors assign, review, and approve specific applications 
according to their districts’ operating procedures. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials believe that if they require districts to develop standard functional 

profiles, they would be taking a more prescriptive role in the supervision of district 
operations which would exceed their legislative authority.  In addition, OTDA has 
previously attempted to identify job profiles and have been unable to do so, due to the large 
number of civil service job titles, the fact that district operational structures and resources 
vary widely, and the reality that small and medium districts have individuals doing multiple 
jobs.   

 
Recommendation 17 

 
Require local social services districts to develop procedures that require management to approve all 
functions assigned to users. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials believe that requiring districts to develop procedures that require 

management to approve all functions assigned to users would be taking a more prescriptive 
role in the supervision of district operations which would exceed their legislative authority.   

 
Recommendation 18 

 
Restrict an employee’s access, when WMS is redesigned, to those functions associated with job 
responsibilities. 
 
Status - Not Applicable 
 
Agency Action - OTDA officials stated that they are in the process of redesigning WMS.  A 

completion date for the redesign has not been established. 
 

Recommendation 19 
 
Provide local social services districts with guidance on functional duties that should be segregated. 
 
Status - Not Implemented   
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Agency Action - OTDA has not implemented this recommendation.  Officials stated that they 

believe it would not be practical to describe how functional duties should be separated 
because of the wide variations of staffing patterns in the 58 districts.  While they planned to 
issue a reminder to the districts on the importance of internal control considerations of 
functional duties, to date this reminder has not been issued. 

 
Recommendation 20 

 
Provide local social services districts with an index that describes WMS transactions allowed under 
the various TTSS functions. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials reported that the TTSS manual as well as the screens are up-to-

date, and reflect the WMS transaction groups under the various TTSS functions.  OTDA 
stated that each TSS coordinator could and should share the transaction information with the 
WMS LDSS supervisors within the district.  OTDA has not provided the districts with an 
index that describes WMS transactions allowed under the various TTSS functions.  While 
TTSS allows TTSS coordinators to view WMS transactions allowed under the various TTSS 
functions, supervisors that authorize TTSS functions do not have access to the system and 
may not know what rights they are assigning.  

 
Recommendation 21 

 
Survey district coordinators to determine if modifying the Terminal Security Violations Report 
would enhance the report’s usefulness and meet coordinator needs. 
 
Status - Not Implemented  
 
Agency Action - OTDA officials stated that because OTDA has not received recommendations or 

requests from TTSS coordinators for modifications and given OTDA’s other priorities, they 
have not addressed this recommendation.  We note that during the initial audit, officials at 
the districts we visited had conveyed to us that the existing Report format limited its 
usefulness.  Therefore, we believe OTDA should implement this recommendation. 

 
Recommendation 22 

 
Require security coordinators at local social services districts to follow up promptly on all sensitive 
or extensive violations and to determine whether corrective action is necessary. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials believe that requiring security coordinators at the districts to 

follow up promptly on all sensitive or extensive violations and requiring security 
coordinators to determine whether corrective action is necessary, would be taking a more 
prescriptive role in the supervision of district operations which would exceed their legislative 
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authority.  OTDA officials note that the implementation of the ALSEM solution (see Agency  
 Action for Recommendation 6) being jointly worked on will provide the ability to more 

effectively detect, monitor and affect response to such events.   
 

Recommendation 23 
 
Verify that all designated recipients are actually receiving the Terminal Security Violations Report 
and that required follow-ups are being performed. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials have taken no action to verify that all designated recipients are 

actually receiving the Terminal Security Violations Report, or to verify that required follow-
ups are being performed.  We suggest that OTDA officials, at a minimum, confirm that 
districts are receiving the Terminal Security Violations Report, as it is the only tool that 
management has to identify poor security practices and unauthorized attempts to access 
WMS.    

 
Recommendation 24 

 
Develop and distribute guidance to TTSS coordinators at local social services districts on the use of 
the Terminal Security Violations Report and inquiry functions. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials believe that developing and distributing procedures to TTSS 

coordinators at the districts on the use of the Terminal Security Violations Report and 
inquiry functions, would exceed their legislative authority.   

 
Recommendation 25 

 
Extend the ISO training module to all 58 local social services districts. 
 
Status - Partially Implemented 
 
Agency Action - [See Agency Action for Recommendation 2.] We encourage OTDA to provide 

training to the remaining districts. 
 

Recommendation 26 
 
Require local social services districts to provide all local users with security awareness training and 
guidance and to provide coordinators with security guidance.  Training should include the GAO 
standards for computer security as described in this report. 
 
Status - Partially Implemented 
 
Agency Action - OTDA officials believe requiring districts to provide all users with security 
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awareness training, would be taking a more prescriptive role in district operations which 
would exceed their legislative authority.  Although OTDA has not made security awareness 
training a requirement of the districts, they have made available to the district coordinators 
information on security awareness.  Such information is accessible through the district LAN 
administrators and through OTDA’s Internet site.  In addition, each district IT director 
receives a copy of the NYS Cyber Security Awareness Training material. 

 
Recommendation 27 

 
Require local social services districts to adopt security policies and procedures and communicate 
them to users. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials believe requiring districts to adopt security policies and procedures 

and communicate them to users would be taking a more prescriptive role in the supervision 
of district operations which would exceed their legislative authority.  However, officials 
have conveyed security-related information to the districts. 

 
Recommendation 28 

 
Revise the TTSS manual to cover control objectives such as guidance on implementing controls, 
separation of duties, monitoring reports and their intended use, and security awareness procedures. 
 
Status - Not Implemented   
 
Agency Action - OTDA officials stated that they assessed the need to update the TTSS manual and 

found that no additional updates have been deemed necessary to date.  However, they were 
not able to provide documentation to support their review.  Although the manual provides 
useful instruction on system use, it does not provide guidance on security control 
implementation.    
 

Recommendation 29 
 
Verify that case reviews by district supervisors include the matching of selected data with those in 
source documents, identification of deficient areas, and development of corrective action plans for 
addressing the deficient areas. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials stated that while they will continue to monitor the accuracy of 

system data in various ways and have added an element to verify the correct Social Security 
number in the Temporary Assistance for Needy Families (TANF) reviews, they do not see a 
need to verify that case reviews are being performed by district supervisors. 
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Recommendation 30 
 
Verify that districts correct the errors we found during our case file review. 
 
Status - Not Implemented 
 
Agency Action - OTDA officials assert that they were not provided with a list of the cases where 

errors were identified.  Therefore, they have not confirmed that districts corrected the 
identified errors, and requested that we provide a list of identified errors.  We provided 
officials with a list of errors, and we encourage OTDA to follow up with the districts to 
confirm that corrective actions were taken. 

 
Recommendation 31 

 
Re-convey to each district the importance of a valid Social Security number, the value of the 
WINR5126 report, and the need for timely resolution of Social Security number validation failures. 
 
Status - Implemented 
 
Agency Action - OTDA issued an informational letter that conveys to the districts the importance of 

a valid social security number, the value of the WINR5126 report, and the need for timely 
resolution of Social Security number validation failures. 

 
Recommendation 32 

 
Analyze WINR5126 report statistics to identify districts that appear to have an unusually high 
number of Social Security numbers not validated by the SSA.  Follow up with districts to determine 
the cause. 
 
Status - Implemented 
 
Agency Action - OTDA performs about eight reviews in upstate districts and four reviews in New 

York City centers each year.  OTDA now analyzes the WINR5126 report when it conducts 
these reviews.  It also reviews the accuracy of the Social Security numbers on the system and 
how the district uses the WINR5126 report. 

 
 Major contributors to this report were Richard Sturm, Donald Geary, Randy Partridge and 
Theresa Lawrence. 
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 We would appreciate your response to this report within 30 days, indicating any actions 
planned or taken to address any unresolved issues discussed in this report.  We also thank the 
management and staff of OTDA and OFT for the courtesies and cooperation extended to our 
auditors during this process. 
 

Very truly yours, 
 
 
 

William P. Challice 
Audit Director 

 
 
cc: Robert Barnes, Division of the Budget 
 Christine Unson, OTDA Audit Liaison 
 


