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EXECUTIVE SUMMARY 
 

NEW YORK STATE DIVISION OF THE BUDGET 
STATE AGENCY INTERNAL AUDIT UNITS’ 
COMPLIANCE WITH INTERNAL CONTROL ACT 

 
SCOPE OF AUDIT 

 
he New York State Governmental Accountability, Audit, and Internal Control 
Act (Act), originally passed in 1987, required State agencies to establish 

systems of internal controls and mandated internal audits of funds, materials, and 
workforce performance.  In 1993, the Legislature extended the Act until January 
1, 1999.  When the Act was made a permanent law in 1999, it defined internal 
audit as “an appraisal activity established by the management of an organization 
for the review of operations as a means of assuring conformance with 
management policies and the effectiveness of the internal control, and conducted 
in conformance with generally accepted standards for internal auditing.”  The Act 
made the Division of the Budget (DOB) responsible for designating the State 
agencies that must have an internal audit function.  DOB complied by identifying 
34 such agencies (listed agencies).  The Act also set forth criteria for the 
qualifications of each audit unit director, the establishment of organizational 
independence, and the performance of audits and reviews of each agency’s 
internal controls.  It further specified that each internal audit unit is to operate in 
conformance with professional standards for internal audit, which are the 
generally accepted Standards for the Professional Practice of Internal Auditing 
(Standards) that are published by the Institute of Internal Auditors (IIA). 
 
Our audit addressed the 34 listed agencies’ internal audit units’ compliance with 
the Act and the Standards.  We considered the following questions for the period 
April 1, 2001 through May 31, 2003: 
 

• Did the 34 listed agencies have internal audit functions, headed by 
appropriately qualified directors, that conform with the Standards? 
 

• Did these internal audit units appropriately fulfill their roles of evaluating 
internal controls and operations, identifying control weaknesses, and 
making recommendations for corrective actions, in accordance with the Act 
and the Standards? 

 
 
 

T
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AUDIT OBSERVATIONS AND CONCLUSIONS 

 
he State Assembly Oversight, Analysis and Investigation Committee 
performed a study in 1997 of all State agencies and authorities covered by 

the Act’s provisions.  Titled Who’s Minding the Store?, the study concluded that 
“non-compliance with critical or essential provisions of the Act was pervasive” 
and that “because internal control practices were not implemented according to 
the Act, professional standards and Division of Budget guidelines, many 
agencies were not proving themselves accountable to the citizens of New York 
State, thus setting the stage for unethical behavior, inefficiency, fraud, and 
abuse.” 
 
Our audit disclosed that the conditions identified by the Assembly in their report 
are still prevalent today.  We found that more than 50 percent of the 34 listed 
agencies’ internal audit units have serious problems in complying with the Act 
and/or the Standards.  Two of the listed agencies, the Department of Health and 
the Division of Military and Naval Affairs, have neither internal audit units nor 
internal audit functions.  The Division of Probation and Correctional Alternatives 
(DPCA) also has no internal audit unit.  To compensate, the internal audit unit of 
the Division of Criminal Justice Services provides internal audit services to 
DPCA.  However, during our 26-month audit period, this unit performed only one 
internal audit for DPCA - an examination of the DPCA Quick Pay process.  This 
audit alone does not provide DPCA with enough feedback on the adequacy of its 
systems of internal control and does not indicate whether the systems are 
working as intended.  In addition, the Department of Civil Service had an internal 
audit unit in name only; its one-person shop performed no internal audit services 
during our audit period. (See pp.15-17) 
 
We audited each internal audit unit against five audit organization criteria from 
the Act and the Standards.  These criteria included the director’s qualifications, 
staff qualifications, continuing professional education, and organizational and 
individual independence.  We found that eight agencies either have not hired an 
internal audit director or have hired a director who does not have the 
qualifications required by the Act.  In addition, 12 agencies’ internal audit staffs 
received little or no continuing education during our audit period. (See pp.18-19) 
 
We identified 11 agencies whose internal audit units lacked organizational 
independence because they did not report to a level high enough in the 
organization and 16 agencies whose internal auditors did not have individual 
independence because they were assigned other duties within their agencies 
that were incompatible with their internal audit responsibilities.  At 12 of the 16 
agencies, the director of internal audit was also the agency’s Internal Control 
Officer (ICO).  This arrangement creates a conflict of interest because these 
individuals are responsible for providing an independent analysis of the same 
internal control operations over which they have implementation responsibility. 
(See pp.19-20) 

T
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We also audited against six criteria related to the internal audit processes at the 
listed agencies.  We determined whether each unit performed periodic risk 
assessments; developed risk-based audit plans; performed audits and reviews of 
the agency’s internal controls; established a system to monitor the disposition of 
audit results communicated to management; adopted a quality assurance 
process for monitoring the overall effectiveness of its operations; and maintained 
sufficient documentation to support its findings and conclusions.  We found that 
just four agencies were in compliance with all six of these requirements.  In 
contrast, we identified 16 agencies whose internal audit units were not in full 
compliance with at least four of the six requirements.  In many of these cases, 
the units were not performing risk assessments, were not preparing risk-based 
audit plans and/or were not conducting sufficient internal audits of agency 
functions and operations.  As a result, these units are not providing the proper 
oversight of their agencies’ internal control frameworks and processes, and the 
agencies’ managements have no assurance that their systems are operating as 
intended. (See pp. 23-28) 
 
We recommend that agencies comply with both the audit organization and the 
audit process requirements of the Act and the Standards. 
 

COMMENTS OF DOB AND AGENCY OFFICIALS 
 

 draft copy of this report was provided to DOB officials for their review and 
comment.  DOB also solicited comments from the 34 agencies covered by 

this report.  Their comments have been considered in preparing this report, and 
are included as Appendix D.  Officials generally agreed with most of our findings.  
They reported measures underway to correct deficiencies and proposed a 
cooperative effort to assist internal audit units with ongoing compliance.  
Appendix E contains State Comptroller’s Notes, which address instances where 
agencies disagreed with some of the findings.   
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INTRODUCTION 

 
Background 

he Institute of Internal Auditors (IIA), an internationally 
recognized member organization consisting of internal 

auditors from both the public and private sectors, defines 
internal auditing as: 
 
“an independent, objective assurance and consulting activity 
designed to add value and improve an organization’s 
operations.  It helps an organization accomplish its objectives by 
bringing a systematic, disciplined approach to evaluate and 
improve the effectiveness of risk management, control, and 
governance processes.” 
 
Internal auditors assist the organization in the effective 
discharge of responsibilities, promote the establishment of cost-
effective controls, assess risks, and recommend measures to 
mitigate those risks.  An integral part of the management team, 
internal auditors furnish top management with analyses, 
appraisals, counsel, and information on the activities they 
review; they also monitor organizational ethics. 
 
The State Legislature found that the scope, size and complexity 
of State government necessitated that the State’s systems of 
internal control provide a reasonable assurance to the public, 
the governor, the Legislature, the Judiciary and the heads of 
State agencies and authorities that State assets and resources 
are used consistent with their intended purposes and in an 
effective, economical and efficient manner.  The New York State 
Governmental Accountability, Audit, and Internal Control Act 
(Act), originally passed in 1987, required State agencies to 
establish systems of internal controls and mandated internal 
audits of funds, materials, and workforce performance.  In 1993, 
the Legislature extended the Act until January 1, 1999. 
 
The State Assembly Oversight, Analysis and Investigation 
Committee performed a study in 1997 of all State agencies and 
authorities covered by the Act’s provisions.  Titled Who’s 
Minding the Store?, the study concluded that “non-compliance 
with critical or essential provisions of the Act was pervasive” and  

T



 

 10

“because internal control practices were not implemented 
according to the Act, professional standards and Division of 
Budget guidelines, many agencies were not proving themselves 
accountable to the citizens of New York State, thus setting the 
stage for unethical behavior, inefficiency, fraud, and abuse.” 
 
The Legislature made the Act permanent in 1999, and 
strengthened some of its requirements.  The 1999 law defined 
internal audit as “an appraisal activity established by the 
management of an organization for the review of operations as 
a means of assuring conformance with management policies 
and the effectiveness of the internal control, and conducted in 
conformance with generally accepted standards for internal 
auditing.”  The Act made the Division of the Budget (DOB) 
responsible for designating the State agencies that must have 
an internal audit function.  In its Budget Bulletin B-350, DOB 
assigned 34 State agencies (listed agencies) with that obligation 
(see Appendix A). 
 
The Act specifies that each of the 34 listed agencies’ 
commissioners is to appoint a director of internal audit with 
appropriate internal auditing credentials, including internal 
auditing education and experience.  In addition, the Act requires 
the director to report directly to the head of the agency.  It also 
requires the internal audit function to identify internal control 
weaknesses that have not been corrected and make 
recommendations for correcting these weaknesses.  Finally, the 
Act requires each internal audit unit to operate in accordance 
with professional standards for internal auditing, the generally 
accepted Standards for the Professional Practice of Internal 
Auditing (Standards) that are published by the IIA. 
 
In addition to the specific requirements of the Act, we selected 
the following Standards to measure the performance of the 34 
listed agencies’ internal audit units:  
 
Staff Qualifications - Internal auditors should possess the 
knowledge, skills and other competencies needed to meet their 
individual responsibilities.  Collectively, the internal audit unit 
should possess or obtain the knowledge, skills and other 
competencies needed to perform its duties. 
 
Independence - Internal auditors should have an impartial, 
unbiased attitude and avoid conflicts of interest.  They should 
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refrain from assessing operations for which they were or are 
responsible. 
 
Training - Internal auditors should enhance their knowledge, 
skills and other competencies through continuing professional 
education. 
 
Risk Assessments - The internal audit unit’s plan of 
engagements should be based on a risk assessment, 
undertaken at least annually.  The input of senior management 
and the Board should be considered in this process. 
 
Audit Plans - The chief audit executive should establish risk-
based plans to determine the priorities of the internal audit 
activity, consistent with the organization's goals. 
 
Monitoring Results - The chief audit executive should establish 
and maintain a system to monitor the disposition of results 
communicated to management.   
  
Quality Assurance - The internal audit unit should adopt a 
process to monitor and assess the overall effectiveness of the 
unit’s operations.  Every audit should receive supervisory review 
and, periodically, an assurance process should occur either 
through a self-assessment or an assessment performed by a 
third party independent from the original audit. 
 
Work Papers - Internal auditors should identify, analyze, 
evaluate, and record sufficient information to achieve the 
engagement's objectives. 
 
We have addressed this report, and the recommendations 
contained herein, to the Division of the Budget, because it is in a 
unique position to coordinate and assist the individual agencies’ 
efforts to comply with the Act.  Although DOB is not directly 
responsible for internal audit activities at State agencies, its role 
in determining which agencies must establish internal audit 
units, coupled with its past efforts to coordinate implementation 
of other important provisions (such as those related to internal 
control systems), makes it a critical focal point in the process. 
 

Audit Scope, Objectives and Methodology 
 

e audited the internal audit operations of the 34 listed 
agencies for the period April 1, 2001 through May 31, W 
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2003.  The objectives of this performance audit were to 
determine whether the listed agencies had established internal 
audit functions, headed by appropriately qualified directors, in 
accordance with professional standards and to determine 
whether the listed agencies’ internal audit units are 
appropriately fulfilling their role of evaluating internal controls 
and operations, identifying control weaknesses and making 
recommendations for corrective action.  To accomplish these 
objectives, we reviewed the Act and the Standards; we spoke 
with officials from DOB, as well as each agency’s director of 
internal audit and his/her staff, where appropriate; and we 
reviewed pertinent documents at each agency and conducted 
tests as necessary. 
 
We conducted our audit in accordance with generally accepted 
government auditing standards.  Such standards require that we 
plan and perform our audit to adequately assess those 
operations of each agency that are within our audit scope.  
Further, these standards require that we understand each 
agency’s internal control structure and its compliance with those 
laws, rules and regulations that are relevant to the operations 
included in our audit scope.  An audit includes examining, on a 
test basis, evidence supporting transactions recorded in the 
accounting and operating records and applying such other 
auditing procedures as we consider necessary in the 
circumstances.  An audit also includes assessing the estimates, 
judgments and decisions made by management.  We believe 
our audit provides a reasonable basis for our findings, 
conclusions and recommendations. 
 
In addition to being the State Auditor, the Comptroller performs 
certain other constitutionally and statutorily mandated duties as 
the chief fiscal officer of New York State, several of which are 
performed by the Division of State Services.  These include 
operating the State’s accounting system; preparing the State’s 
financial statements; and approving State contracts, refunds, 
and other payments.  In addition, the Comptroller appoints 
members to certain boards, commissions and public authorities, 
some of whom have minority voting rights.  These duties may 
be considered management functions for purposes of evaluating 
organizational independence under generally accepted 
government auditing standards.  In our opinion, these 
management functions do not affect our ability to conduct 
independent audits of program performance. 
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Response of DOB and Agency Officials to Audit 
 

e provided a draft copy of this report to DOB officials for 
their review and comment.  DOB also solicited comments 

from each of the 34 agencies covered by this report.  Their 
comments have been considered in preparing this report and 
are included as Appendix D.  Agencies generally agree with 
most of our findings and indicate that they either have already 
taken action to correct deficiencies or have identified measures 
to bring their internal audit units into compliance with the Act.  
Appendix E contains State Comptroller’s Notes, which address 
instances where agencies disagreed with some of the findings.  
DOB has proposed establishing an Internal Audit Best Practices 
Group, consisting of staff from DOB, OSC and agencies, to 
develop practical approaches for internal audit units to meet 
ongoing requirements.   
 
Within 90 days after final release of this report, as required by 
Section 170 of the Executive Law, each listed agency shall 
report to the Governor, the State Comptroller and the leaders of 
the Legislature and fiscal committees, advising what steps were 
taken to implement the recommendations contained herein, and 
where recommendations were not implemented, the reasons 
therefor. 
 

W 
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AUDIT RESULTS 

 
espite the report issued by the Assembly in 1997 and the 
Legislature making the Act permanent in 1999, we found 

that many of the listed agencies are not in compliance with the 
organizational and/or the operational requirements of the Act.  
Three agencies - the Department of Health (DOH), the Division 
of Military and Naval Affairs (DMNA), and the Division of 
Probation and Correctional Alternatives (DPCA) - did not have 
internal audit units as required by the Act and DOB.  Neither 
DOH nor DMNA has a way to obtain internal audit services for 
its organization.  Thus, their managements have no 
independent appraisal function that can assure them that their 
agencies’ systems of internal controls are either adequate or 
operating as intended.  The Division of Criminal Justice 
Services (DCJS) provides internal audit services to DPCA.  
However, during our audit period, DCJS performed just one 
audit at DPCA, addressing their Quick Pay program.  This one 
audit does not provide an adequate appraisal of DPCA’s 
systems of internal controls. 
 
We audited the 31 agencies with internal audit units.  We 
reviewed their operations for five categories pertaining to their 
audit organizations (director and staff qualifications, individual 
and organizational independence, and training) and six 
categories pertaining to their audit processes (risk assessments, 
audit plans, audits and reviews, monitoring of results, quality 
assurance, and work papers) to determine each unit’s 
compliance with these requirements of the Act and the 
applicable Standards.  See Appendix B for a chart showing the 
results of our audits of these operations. 
 
In addition to the three agencies without an internal audit 
function, we identified one agency that had a function in name 
only.  The Department of Civil Service (DCS) had hired an 
internal audit director who possessed neither education nor 
experience in internal auditing.  DCS management then 
assigned the director a wide variety of other managerial 
functions within the organization that were not related to internal 
audit.  In addition, since it hired no additional internal audit staff, 
DCS had no real internal audit function.  During our audit period, 
this unit performed no risk assessments, prepared no risk-based 
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audit plans, and performed no audits or reviews.  Thus, DCS 
had no independent appraisal of its internal control activities and 
its management had no assurance that the internal control 
systems in place were either adequate or working as intended.  
After our audit concluded, DCS hired a new director of internal 
audit after promoting the existing director to a management 
function within the organization. 
 
Of the 34 listed agencies, 8 either have not hired an internal 
audit director or have hired a director who did not possess the 
qualifications required by the Act.  In addition, 21 of the 
agencies’ internal audit units have independence problems and 
the audit processes of 13 agencies have serious deficiencies 
(e.g., the audit units do not perform risk assessments, develop 
audit plans, or perform actual audits).  Overall, only four 
agencies fully complied with each of the 11 requirements of the 
Act and/or the Standards for which we tested.  More than half of 
the listed agencies (19) were not in compliance with more than 
one of the requirements and another ten agencies only partially 
complied with at least two provisions.  As a result, we conclude 
that the internal audit function at many agencies is not 
functioning as intended.   
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AUDIT ORGANIZATION 

 
he structure of the internal audit organization is addressed in 
both the Act and the Standards, which stipulate that 

organizations should have qualified directors and staff auditors 
who maintain and upgrade their skills and abilities through 
proper training.  Auditors should have both organizational and 
individual independence so they can provide management with 
an objective appraisal of the agency’s internal control structure 
and activities.  We identified the following nine agencies whose 
internal audit units were in compliance with the requirements in 
all five key aspects: the Department of Agriculture and Markets 
(A and M); the State Insurance Department (SID); the Division 
of Housing and Community Renewal (DHCR); the Office of 
Parks, Recreation and Historical Preservation (OPRHP); the 
Department of State (DOS); the Department of Labor (DOL); the 
Office of Temporary and Disability Assistance (OTDA); the 
Department of Transportation (DOT); and the State University of 
New York (SUNY).  The following chart depicts the results of our 
reviews of the internal audit unit organizations at the 34 listed 
agencies. 
 

T
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Director Qualifications 
 

he Act requires each of the 34 listed agencies to hire a 
qualified director who has both education and experience in 

auditing.  As stated previously, DOH, DMNA, and DPCA have 
no internal audit function and, therefore, they have no directors 
of internal audit.  The Division of State Police (DSP) and the 
Division of Parole (Parole) had not hired a director or appointed 
a person as the acting director to head their internal audit 
operations.  Three agencies, DCS, DCJS, and the Office of 
Mental Retardation and Developmental Disabilities (OMRDD) 
had hired directors of internal audit who had neither accounting 
and auditing education nor experience.  Three other agencies, 
the Division of Alcoholic Beverage Control (ABC), the 
Department of Correctional Services (DOCS), and the 

T
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Department of Environmental Conservation (DEC), had hired 
directors who met only one of the two Act requirements (internal 
audit education or experience).  Thus, 11 agencies were not in 
full compliance with this requirement of the Act. 
 

Staff Qualifications and Training 
 

he Standards require internal audit units to have staff who 
are qualified and who receive continuing professional 

education (CPE) to ensure they maintain and enhance their 
auditing skills and knowledge.  We identified four agencies - 
DOH, DMNA, DCS, and ABC that did not have qualified staffs 
for their internal audit units.  DOH and DMNA have no internal 
audit units, and DCS does not have a functioning internal audit 
unit.  As such, these agencies are not in compliance with this 
standard.  At ABC, the director, who did not have adequate 
accounting or auditing education when he was hired, was the 
sole staff member. 
 
Employing staff auditors who lack proper internal auditing 
credentials and/or CPE can compromise the effectiveness of the 
internal audit function.  We identified 12 agencies whose 
internal auditing staffs had received little or no CPE during the 
period April 1, 2001 through May 31, 2003.  In addition to DOH 
and DMNA, which had no internal audit units and, therefore, no 
CPE, we found that the Workers’ Compensation Board’s (WCB) 
lone internal auditor had received no CPE since May 2001.  We 
also found that ABC’s lone internal auditor had received less 
than 10 hours of CPE since 2001, and that the last time the 
internal auditor at Parole received CPE was January 2002.  We 
found significant problems with the audit process at WCB which 
had deficiencies in four of the six audit process categories we 
examined, and at Parole, which had deficiencies in five of the 
six categories. 
 

Independence 
 

nternal auditors add value by being effective independent 
assessors of the quality of the internal control framework and 

processes.  Independence is a function not only of being 
separate and distinct from operating responsibilities, but also of 
reporting directly to an organizational level above that being 
audited.  To this end, the Act requires the directors of internal 
audit to report directly to their agency heads.  At each agency, 

T
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we considered reporting to the commissioner, or a person who 
works directly under the commissioner and is effectively 
responsible for the daily activities of the agency, as meeting the 
intent of the Act.  We identified 11 agencies whose internal 
auditors lacked organizational independence because they did 
not report to a level high enough in the organization and/or they 
reported to someone who had direct responsibility over potential 
audit areas.  Seven of these agencies met both these 
conditions, while four met one or the other.  For example, at the 
State Insurance Fund (SIF) and the Division of the Lottery 
(Lottery), the directors of internal audit report to the people at 
their respective agencies who are responsible for most of the 
financial areas that the units will be auditing.  This reporting 
arrangement impairs the independence of these units, because 
their direct supervisors can influence their choices of areas to 
audit, as well as the audit results.  As a result, these units may 
not provide independent appraisals of the operations their 
immediate supervisors oversee. 
 
We also identified 16 agencies whose internal auditors did not 
have individual independence because of incompatible duties.  
For example, at ABC and Parole, the directors of internal audit 
were also assigned responsibility over various financial and/or 
managerial functions that created conflicts with their ability to 
appraise these operations independently.  Twelve internal audit 
directors acted as their agencies’ Internal Control Officers (ICO).  
As defined by the Act, the ICO provides the day-to-day 
oversight of an agency’s internal controls and aids his/her 
agency in developing and implementing strong systems of 
internal controls.  The internal auditor is required by the Act to 
provide an independent appraisal of the adequacy of his/her 
agency’s systems of internal controls and a determination of the 
level of implementation of these systems throughout the 
agency.  Thus, when they also serve as the ICOs, these internal 
audit directors are responsible for auditing systems that they 
should have helped establish and monitor on a daily basis.  By 
assigning these multiple, conflicting roles, management impairs 
the internal audit unit’s independence.  At 8 of these 12 
agencies, although the internal audit directors acted as the ICO, 
they did not develop or implement the agency’s system of 
internal controls; therefore, these arrangements presented 
conflicts in appearance, rather than in fact.   
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Recommendation 

 
1. Work with the 34 listed agencies to ensure that each one 

establishes proper internal audit units, as required by the 
Act and the Standards.  These units, at a minimum, must 
each: 

 
• have a director with internal auditing education and 

 experience; 
 

• report directly to the head of the agency or his/her 
 immediate designee; 
 

• maintain its individual independence by having no 
 other organizational duties that conflict with its internal 
 audit duties; 
 

• have staff who are qualified; and 
 

• provide internal audit unit staff with sufficient hours of 
 CPE. 
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AUDIT PROCESS 

 
he Act requires the listed agencies’ internal audit units to 
review agency operations as a means of ensuring 

conformance with management policies and the effectiveness of 
the systems of internal controls, and to conduct these reviews in 
conformance with the Standards.  The Standards, in turn, 
require internal audit units to: 
 

• perform periodic risk assessments of agency operations; 
 

• develop risk-based periodic audit plans based on these 
risk assessments; 

 
• perform audits and reviews of those areas identified as 

the highest risks to the organization; 
 

• establish and maintain systems to monitor the disposition 
of the audit results communicated to management; 

 
• adopt quality assurance processes to monitor and assess 

the overall effectiveness of its operations; and 
 

• identify, analyze, evaluate, and record sufficient 
information to achieve each engagement’s objectives. 

 
We found that the internal audit units of just 4 of the 34 listed 
agencies’ (SUNY, DSP, DOT and OPRHP) complied with all six 
of these requirements.  In contrast, we identified 16 agencies 
whose internal audit units were not in full compliance with at 
least four of these six requirements.  In many of these cases, 
the units were not performing risk assessments, were not 
preparing risk-based audit plans, and/or were not conducting 
sufficient internal audits of agency functions and operations.  As 
a result, these units are not providing the proper oversight of 
their agencies’ internal control frameworks and processes, and 
the managements of these agencies have no assurance that 
these systems are operating as intended.  The following chart 
depicts the results of our audit of the 34 listed agencies’ internal 
audit operations. 
 

T
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Risk Assessments 
 

he Standards require the internal audit units to perform 
organizational risk assessments.  We identified ten internal 

audit units that had not performed any risk assessments and 
eight units that were only in partial compliance with this 
standard.  Without these organizational risk assessments, the 
units cannot prepare risk-based audit plans.  Thus, these 
internal audit units cannot ensure that they are performing 
audits and reviews of the operations that pose the greatest risk 
to their agencies. 
 
The ten agencies that had not performed risk assessments were 
DOH, DMNA, DPCA, DCS, DCJS, OMRDD, DHCR, the 
Department of Economic Development (DED), the Office of 
Temporary and Disability Assistance (OTDA), and the State 
Education Department (SED).  For example, despite an explicit 
requirement in its Administrative Policies and Procedures 
Manual, OTDA’s internal audit unit has not performed an 
independent risk analysis in order to develop its annual audit 
plans.  At SED, audit officials indicated that they had not 
performed a risk analysis in several years.   
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The eight agencies that were in partial compliance with this 
standard were Parole, DEC, the Office of Children and Family 
Services (OCFS), A and M, DOL, the Office of General Services 
(OGS), the City University of New York (CUNY), and the Office 
of Mental Health (OMH).  All of these internal audit units, but 
DOL’s, were in partial compliance because they relied on 
control self-assessments prepared by agency managers as their 
risk assessments without verifying the information contained in 
the control self-assessments.  Thus, these internal audit units 
did not have assurance that the managers properly assessed 
the risks in their operating units.  At DOL, the internal audit unit 
has performed a risk assessment of just one of its many major 
operations.  It has not performed an agency-wide risk 
assessment. 
 
We identified a best practice used by three smaller agencies to 
meet this requirement.  SIF, DOS, and the Office of Alcoholism 
and Substance Abuse Services (OASAS) performed detailed 
testing and analysis of the departmental self-assessments 
prepared by managers in their agencies.  Through this work, 
these units were able to verify the information contained in the 
self-assessments and to develop agency-wide risk 
assessments.  As part of this process, they also identified 
internal control weaknesses and made recommendations to 
correct these weaknesses.  Through this process, these units 
met the requirements for both agency-wide risk assessments 
and audits/reviews of their agencies’ systems of internal 
controls. 
 

Audit Plans 
 

he Standards require internal audit units to develop periodic 
risk-based audit plans to guide their work.  We identified ten 

agencies that have not developed audit plans for their internal 
audit functions.  Of these ten agencies, five (DOH, DMNA, 
DPCA, DCJS, and DCS) simply had not developed any plans.  
The internal audit directors at OMRDD, OTDA, and the 
Department of Public Service (DPS) indicated that they did not 
develop audit plans because their respective Commissioners 
directed all of their work.  Although DED’s internal audit unit had 
an audit plan, this plan was extremely general in nature and did 
not identify any actual audit topics or the resources necessary to 
complete them.  SED’s Office of Audit Services prepares an 
audit plan; however, its plan included just 100 days of internal 
audits out of 3,200 days budgeted for the 2003 calendar year.   

T
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We also identified six agencies whose audit plans were either 
outdated, non-risk based, or did not include internal control 
issues.  For example, WCB’s audit plan was not derived from a 
risk assessment.  At OMH, only about 50 percent of the plan 
was risk-based; the remainder was set aside to handle requests 
from executive management.  The DHCR audit plan included 
only external audits, not internal audits of the agency’s 
operations.  At Parole, the audit plan had not been updated 
since 2001, while DEC’s audit plan did not specify the programs 
that internal audit was to examine each year.  Finally, Banking’s 
internal audit director could not provide us with his audit plan, 
although he indicated that his risk-based plan was lost when his 
office was relocated about a year earlier.  Without risk-based 
audit plans, these units have no assurance that they are 
auditing the areas of highest risk to their respective agencies. 
 

Internal Audits/Reviews 
 

he Act requires internal audit units to evaluate their 
agencies' internal controls and operations, to identify internal 

control weaknesses that have not been corrected and to make 
recommendations to correct these weaknesses.  We identified 4 
internal audit units that did not perform any audits or reviews of 
their agencies’ systems of internal controls and 17 units that 
have performed very limited audits, usually just annual Quick 
Pay audits.  Thus, more than half of the listed agencies’ internal 
audit units are not in full compliance with this requirement of the 
Act. 
 
Four agencies did not undergo internal audits of their operations 
and systems of internal controls during our audit period.  
Because DOH and DMNA have no internal audit operations, 
their systems of internal controls are not audited.  DCS had an 
internal audit unit, but it performed no internal audits and the 
audit unit at DHCR performed only external audits during our 
audit period.  As a result, the managements of these agencies 
have little or no assurance that their systems of internal controls 
are adequate or that these systems are operating as intended. 
 
Seventeen agencies’ internal audit units were not in full 
compliance with this requirement of the Act.  For example, four 
agencies (OMRDD, OCFS, OMH, and SED) did perform some 
audits during our audit period; however, because these audits 
were not risk-based, they provided no assurance that the areas 

T
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of highest risk were covered.  Six agencies’ internal audit units 
(A and M, WCB, Banking, DCJS, DPCA, and DEC) examined 
only their agencies’ Quick Pay processes and one or two other 
areas during the audit period.  Such an inconsistent effort does 
not provide these agencies with adequate coverage of their 
entire systems of internal controls. 
 

Monitoring of Results 
 

he Standards state that the chief audit executive should 
establish and maintain a system to monitor the disposition of 

results communicated to management.  We identified 13 
internal audit units that did not have systems for tracking the 
disposition of the recommendations made in their audit reports.  
We identified four others whose systems we considered 
inadequate because unit officials indicated that they tracked the 
recommendations informally but could not document the status 
of these recommendations.  Thus, these 17 units did not know 
whether their agencies had actually implemented the 
improvements the auditors had recommended.  As a result, 
these agencies may not have made necessary improvements, 
thus placing their assets at a higher risk for waste, fraud, and 
abuse and their operations and programs at a higher risk for not 
functioning in an efficient and economical manner. 
 

Quality Assurance 
 

he Standards state that the internal audit units should adopt 
a process to monitor and assess the overall effectiveness of 

their operations.  Every audit should receive supervisory review 
and, periodically, an assurance process should occur either 
through a self-assessment or an assessment performed by a 
third-party independent from the original audit.  We identified 15 
agencies that had not received either supervisory or 
independent review of their audit processes, and 11 units that 
either were missing one of the two components or did not 
document the reviews.  Of these 26 agencies, 18 had internal 
audit units staffed by either a director, or a director and one staff 
member.  As a result, many of these units’ directors indicated 
they had no one available to perform the supervisory review 
and/or the secondary level review of their work.  Without these 
assessments, the units have limited or no assurance that they 
are performing their audits in accordance with the Standards 
and/or their own performance measures.  As a result, these 

T
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units may not be efficiently or effectively providing their 
managements with independent assurances of the adequacy of 
their agencies’ systems of internal controls.  In an effort to meet 
this requirement, spokespersons for several units indicated that 
they were seeking to form a group of State agency internal audit 
units that could work collectively, performing reviews of each 
other’s operations. 
 
The Standards require internal audit units to undergo an 
external assessment at least every five years by a qualified, 
independent reviewer or review team from outside the 
organization.  However, agency internal audit units do not need 
to meet this requirement until 2007; therefore, we did not audit 
against this standard as part of our review.  Nevertheless, we 
found that two internal audit units, A and M and SUNY, had 
already undergone external assessments of their operations.   
 

Work Papers 
 

he Standards require internal audit units to collect and 
document sufficient evidence to support the observations 

and conclusions they make during an audit.  Most of the units 
we reviewed were in compliance with this standard.  However, 
we identified six units that either had no work papers or whose 
work papers did not provide sufficient evidence to support the 
observations and conclusions contained in their audit reports.  
DOH and DMNA have no internal audit units and, thus, no work 
papers to support any internal audit activity.  In addition, 
because the DCS internal audit unit performed no audits during 
our audit period, it had no work papers.  Banking, DEC, and 
OCFS did not fully comply with this standard because they 
could not produce work papers to support all of their internal 
audits. 

T
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Recommendation 

 
2. Work with the 34 listed agencies to ensure that each one 

establishes internal audit processes that comply with 
both the Act and the Standards.  At a minimum, each 
internal audit unit should: 

 
• perform periodic risk assessments of agency 

 operations; 
 
• establish audit plans based on the results of these 

 risk assessments; 
 
• perform comprehensive internal control audits and 

 reviews of its agency’s high-risk operations and make 
 recommendations for improvements where 
 necessary; 

 
• establish systems to monitor the disposition of audit 

 results it communicates to management; 
 
• perform quality assurance reviews, including 

 supervisory review and independent appraisal of 
 compliance with the Standards;  

 
• schedule and obtain an independent, external review 

 of its operations by 2007; and 
 
• document its evidence properly to support the 

 observations and conclusions it makes in its reports. 
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Listed Agencies and Report Acronyms 
 
Department of Agriculture and Markets    A and M 
Division of Alcoholic Beverage Control    ABC 
Department of Civil Service      DCS 
Department of Motor Vehicles      DMV 
Department of Health       DOH 
Division of Probation and Correctional Alternatives   DPCA 
Department of Economic Development     DED 
State Insurance Department      SID 
Office of Alcoholism and Substance Abuse Services   OASAS 
Department of Public Service      DPS 
Workers’ Compensation Board      WCB 
State Banking Department      Banking 
Division of Criminal Justice Services     DCJS 
Division of Housing and Community Renewal    DHCR 
Department of Correctional Services     DOCS 
Office of General Services      OGS 
Office of Mental Retardation and Developmental Disabilities  OMRDD 
Office of Parks, Recreation and Historical Preservation  OPRHP 
Department of State       DOS 
Department of Labor       DOL 
Division of the Lottery       Lottery 
Division of Parole       Parole 
Office of Temporary and Disability Assistance    OTDA 
Department of Environmental Conservation    DEC 
State Insurance Fund       SIF  
City University of New York      CUNY 
Department of Taxation and Finance     Tax 
Department of Transportation      DOT 
Office of Children and Family Services    OCFS 
State University of New York      SUNY 
Office of Mental Health       OMH 
State Education Department      SED 
Division of State Police       DSP 
Division of Military and Naval Affairs     DMNA 
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AUDIT ORGANIZATION  AUDIT PROCESS 

AGENCY #1 #2 #3 #4 #5 #6 #7 #8 #9 #10 #11 

DMV ● ● ● ● ● ● ● ● ● ● ● 
DMNA ● ● ● ● ● ● ● ● ● ● ● 
DOH ● ● ● ● ● ● ● ● ● ● ● 

DPCA ● ● ● ● ● ● ● ● ● ● ● 
ABC  ● ● ● ● ● ● ● ● ● ● ● 

A AND M ● ● ● ● ● ● ● ● ● ● ● 
DCS ● ● ● ● ● ● ● ● ● ● ● 
DED ● ● ● ● ● ● ● ● ● ● ● 
SID ● ● ● ● ● ● ● ● ● ● ● 

OASAS ● ● ● ● ● ● ● ● ● ● ● 
DPS ● ● ● ● ● ● ● ● ● ● ● 
WCB ● ● ● ● ● ● ● ● ● ● ● 

BANKING ● ● ● ● ● ● ● ● ● ● ● 
DCJS ● ● ● ● ● ● ● ● ● ● ● 
DHCR ● ● ● ● ● ● ● ● ● ● ● 
DOCS ● ● ● ● ● ● ● ● ● ● ● 
OGS ● ● ● ● ● ● ● ● ● ● ● 

OMRDD ● ● ● ● ● ● ● ● ● ● ● 
OPRHP ● ● ● ● ● ● ● ● ● ● ● 

DOS ● ● ● ● ● ● ● ● ● ● ● 
DOL ● ● ● ● ● ● ● ● ● ● ● 

LOTTERY ● ● ● ● ● ● ● ● ● ● ● 
PAROLE ● ● ● ● ● ● ● ● ● ● ● 

OTDA ● ● ● ● ● ● ● ● ● ● ● 
DEC ● ● ● ● ● ● ● ● ● ● ● 
SIF ● ● ● ● ● ● ● ● ● ● ● 

CUNY ● ● ● ● ● ● ● ● ● ● ● 
TAX ● ● ● ● ● ● ● ● ● ● ● 
DOT ● ● ● ● ● ● ● ● ● ● ● 

OCFS ● ● ● ● ● ● ● ● ● ● ● 
SUNY ● ● ● ● ● ● ● ● ● ● ● 
OMH ● ● ● ● ● ● ● ● ● ● ● 
SED ● ● ● ● ● ● ● ● ● ● ● 
DSP ● ● ● ● ● ● ● ● ● ● ● 

Appendix B 

KEY:    Green Dot - Agency in Compliance 
          Yellow Dot - Agency in Partial Compliance 

    Red Dot    - Agency not in Compliance 

#1 Director Qualifications   #5 Organizational Independence   #9 Monitoring Results 
#2 Staff Qualifications         #6 Risk Assessments                    #10 Quality Assurance
#3 Continuing Education     #7 Audit Plans                               #11  Work Papers
#4 Individual Independence  #8 Audits/Reviews of Internal Controls 

Summary of Results of Audit By Agency
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Appendix E 

 
1. The Standards require internal audit units to perform annual risk assessments of their 

agencies’ operations.  Officials at A and M, CUNY, OCFS and OGS stated in their 
responses to our draft audit report that they perform risk assessments or base their audits 
on known risks.  In each case, the risk assessments cited are control self-assessments 
performed by unit managers.  The unit managers may or may not have properly assessed 
the risks for their operations.  However, these agencies’ internal audit units do not verify 
the validity of these self-assessments. 

 
2. The Act requires the internal audit function to evaluate an agency’s internal controls and 

operations, to identify internal control weaknesses that have not been corrected and to 
make recommendations to correct these weaknesses.  A and M officials stated that their 
Division of Internal Audit identifies weaknesses and makes recommendations to correct 
them.  They further stated that many of these weaknesses are identified and corrected 
outside the formal audit process.  The Division of Internal Audit completes audits of the 
State Fair and the Quick Pay process each year.  However, this leaves many of A and M’s 
operations without formal audit coverage and does not provide a comprehensive review 
of the entire system of internal controls. 

 
3. The Act requires agencies to hire an internal audit director who has both auditing 

experience and education.  Auditing education is a regular component of most business 
degree programs at the bachelor’s and master’s degree levels.  Therefore, we looked for 
evidence of either a business degree or other formal coursework in auditing prior to each 
director’s employment.  At ABC, the internal audit director has extensive auditing 
experience.  However, he provided us with no evidence of formal auditing or business 
education. 

 
4. The Standards state that internal auditors should enhance their knowledge, skills and 

other competencies through continuing professional development.  At ABC, the internal 
audit director is the sole member of the unit.  He received no continuing professional 
education in 2002 or 2003, and only 9.5 hours in 2001.  This does not comply with the 
requirements of the Standard. 

 
5. The Standards require internal audit units to undertake a process to monitor and assess 

the overall effectiveness of the unit.  This process should include both supervisory review 
of individual audits and periodic assessments performed by independent third parties.  
ABC has no formal, documented review process for each audit and no periodic 
assessment performed by a third party independent of the original audit. 

 
6. The Standards state that internal auditors should have an impartial, unbiased attitude and 

avoid conflicts of interest.  By definition in the Act, the Internal Control Officer (ICO) is 
charged with implementing and reviewing the agency’s internal control responsibilities.  
The internal audit unit is responsible for evaluating the agency’s internal controls.  Thus, 
when the same person is both ICO and internal audit director, an inherent conflict of 
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interest arises, as the internal audit director must evaluate internal controls he/she helped 
to implement.  The Standards do not differentiate between impairments in fact and 
impairments in appearance. 

 
7. We have changed the report to reflect the information provided to us by OCFS officials 

regarding their staff qualifications. 
 
8. The Act requires the internal audit function to evaluate an agency’s internal controls and 

operations, to identify internal control weaknesses that have not been corrected and to 
make recommendations to correct these weaknesses.  Except on a very limited basis, such 
as Quick Pay audits, CUNY’s internal audit function does not provide an independent 
appraisal of the system of internal controls.  Unverified self-assessments performed at the 
operational levels are not a substitute for this internal audit activity. 

 
9. The Standards require internal audit units to undertake a process to monitor and assess 

the overall effectiveness of the unit.  This process should include both supervisory review 
of individual audits and periodic assessments performed by independent third parties.  
Although CUNY officials disagree with our finding, their response provides no evidence 
that audit work undergoes either supervisory review or a periodic assessment by a third 
party independent of the original audit. 

 
10. The Act requires agencies to hire an internal audit director who has both auditing 

experience and education.  Auditing education is a regular component of most business 
degree programs at the bachelor’s and master’s degree levels.  Therefore, we looked for 
evidence of either a business degree or other formal coursework in auditing prior to each 
director’s employment.  DOCS officials believe that the person who serves as the internal 
audit director has the necessary education and experience to perform the task they have 
assigned, overseeing the accreditation process for their prisons.  However, since the 
director does not have formal auditing education, DOCS is only in partial compliance 
with this requirement of the Act. 

 
11. The Act requires that the internal audit director report directly to the head of the agency.  

Both DOCS and SED acknowledge that their directors report to lower level officials. 
 
12. The Standards require internal audit units to perform annual risk assessments of their 

agencies’ operations.  Officials at DCJS and SED agreed that they had not performed risk 
assessments, but disagreed that they do not consider risks in developing their audit plans.  
However, they provided no evidence that their audit plans were based on risk. 

 
13. The Standards state that the internal audit unit should establish and maintain a system to 

monitor the disposition of the audit results communicated to management.  DCJS 
officials stated that they follow up on audit recommendations when they perform the next 
audit in an area, but that they have no formal monitoring process for determining the 
implementation of audit recommendations.  Because none of the audits completed during 
our audit scope period had been repeated, DCJS had not yet followed up to determine 
whether management had implemented the recommendations. 
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14. The Standards require the internal audit director to develop risk-based audit plans to 
determine their units’ priorities, consistent with their organizational goals.  SED officials 
stated that they prepare a two-year tactical audit plan.  However, the tactical audit plan 
included only about 100 days of internal audit activities out of 3,200 days planned.  This 
is not a sufficient level of activity to properly assess the organization’s system of internal 
controls. 

 
15. The Act requires the internal audit function to evaluate an agency’s internal controls and 

operations, to identify internal control weaknesses that have not been corrected and to 
make recommendations to correct these weaknesses.  SED’s internal audit unit devoted 
little effort to evaluating the agency’s internal controls.  SED had no internal audits 
completed during the last year of our audit period, and the internal audit unit issued one 
memo concerning weaknesses uncovered by an external audit. 

 
16. The Act requires agencies to hire an internal audit director who has both auditing 

experience and education.  Auditing education is a regular component of most business 
degree programs at the bachelor’s and master’s degree levels.  Therefore, we looked for 
evidence of either a business degree or other formal coursework in auditing prior to each 
director’s employment.  The internal audit director of DEC did not provide us with 
evidence of formal auditing education that had occurred prior to his employment. 

 
17. The Standards require the internal audit director to develop risk-based audit plans to 

determine their units’ priorities, consistent with their organizational goals.  The DEC 
audit plan was a short list of potential audit topics with no other information or link to 
either a risk assessment or organization goals.  We do not believe this satisfies the 
Standards’ requirement for risk-based audit plans. 

 
18. The Act requires the internal audit function to evaluate an agency’s internal controls and 

operations, to identify internal control weaknesses that have not been corrected and to 
make recommendations to correct these weaknesses.  During our audit scope period, 
DEC’s internal audit unit completed two Quick Pay audits and one program audit.  
Although each audit addressed internal controls related to the specific operational areas 
under review, this level of activity is not sufficient to evaluate the overall adequacy of 
DEC’s internal controls. 

 
19. The Act requires the internal audit function to evaluate an agency’s internal controls and 

operations, to identify internal control weaknesses that have not been corrected and to 
make recommendations to correct these weaknesses.  During our audit period, OGS’ 
internal audit unit completed six limited-scope audits.  Although these audits addressed 
the internal controls specific to the operations audited, they did not constitute an 
assessment of agency-wide internal controls. 

 
20. The Standards require internal audit units to undertake a process to monitor and assess 

the overall effectiveness of the unit.  This process should include both supervisory review 
of individual audits and periodic assessments performed by independent third parties.  At 
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SID and DOS, the internal audit directors provided no evidence that their audit work was 
reviewed by any person in their respective organizations other than themselves. 

 
21. The item cited in the SIF response was not included in either the draft audit report or this 

final audit report. 
 
22. The Act requires the internal audit function to evaluate an agency’s internal controls and 

operations, to identify internal control weaknesses that have not been corrected and to 
make recommendations to correct these weaknesses.  DOL’s internal audit unit 
completed 4 audits in 2001, 2 audits in 2002, and none since 2002.  Officials indicated 
that most of their resources were used to conduct the emergency aid program for 
individuals recovering from the World Trade Center disaster.  The other audits cited in 
the agency’s response all occurred prior to our audit scope period. 

 
23. The Standards require the internal audit director to develop risk-based audit plans to 

determine their units’ priorities, consistent with their organizational goals.  OMH 
officials agree that only 50 percent of their audit plan is risk-based and state that the 
remainder is developed based on risks identified by executive and facility management.  
We were not presented evidence that this risk assessment process is occurring. 

 
24. The Act requires the internal audit function to evaluate an agency’s internal controls and 

operations, to identify internal control weaknesses that have not been corrected and to 
make recommendations to correct these weaknesses.  OMH’s audits were not selected 
based on risk assessments.  Instead, they were initiated by requests from management.  
Thus, OMH has no assurance that the areas of highest risk were audited. 

 
25. The Standards state that the internal audit unit should establish and maintain a system to 

monitor the disposition of the audit results communicated to management.  Although it 
performed follow-ups of certain internal and external audits, OMH does not have a 
formal system to track the results of its internal audits.  Instead, it only performs follow-
ups when audit management determines the findings are serious and warrant further 
review.  Therefore, officials could not provide documentation on the outcome of audit 
recommendations. 

 
26. The Act requires the internal audit function to evaluate an agency’s internal controls and 

operations, to identify internal control weaknesses that have not been corrected and to 
make recommendations to correct these weaknesses.  OMRDD completed six audits 
during our audit period.  Because it does not select audits through a risk assessment 
process, OMRDD has no assurance that these audits addressed the areas of highest risk. 

 
27. The Standards state that internal auditors should enhance their knowledge, skills and 

other competencies through continuing professional development.  State Police officials 
agree that the staff has not received continuing professional education.  However, staff 
has received extensive training as investigators and they believe this is transferable.  
Because this was not audit-related education, it does not meet the requirements of the 
Standard. 
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28. The Standards require internal audit units to undertake a process to monitor and assess 
the overall effectiveness of the unit.  This process should include both supervisory review 
of individual audits and periodic assessments performed by independent third parties.  
Tax provided us with a copy of the most recent internal control self-assessment for the 
internal audit unit.  However, this assessment did not address the unit’s compliance with 
the Standards. 

 




