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Dear Chancellor Goldstein: 
 

Pursuant to the State Comptroller’s authority as set forth in Article V, Section 1 of the 
State Constitution and Article II, Section 8 of the State Finance Law, we have audited the 
manner in which CUNY Computer and Information Services protects its computer systems and 
the colleges’ data, and ensures the continuous processing of critical data after a disaster or other 
mishap.  Our audit covered the period January 1, 2002 to July 28, 2003. 
 
A. Background 
 

The City University of New York (CUNY) is the largest urban university, and the third-
largest public university system in the nation.  It consists of ten senior colleges, six community 
colleges, a technical college, a graduate center, a law school, and a school of biomedical 
education.  Governed by a 17-member Board of Trustees, CUNY employs about 5,600 full-time 
faculty members, and has approximately 208,000 students enrolled in degree programs. 
 

In 1972, CUNY consolidated its data processing operations.  Major computer application 
data processing is now done centrally by Computing and Information Services (CIS).  CIS 
maintains the major administrative, financial, human resources, and library applications.   
However, each of the colleges also maintains its own data processing installation. 
 

CIS has entered into a standard service level agreement (SLA) with each college.  The 
SLAs stipulate that CIS will provide the colleges with computer time and access; central support 
of college-managed software; data storage, back-up and recovery services; CIS staff to 
coordinate CIS-college interaction; problem resolution services, including tracking, escalation 
procedures, and reporting on usage of resources; and documentation and training.  The colleges 
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are responsible for writing, updating, and ensuring the accuracy of the data they maintain at CIS; 
and for maintaining and modifying any individual applications that they purchase or design.  
They also have primary responsibility for authorizing the access rights to their data.  
 
B. Audit Scope, Objectives, and Methodology 
 

Our audit examined the general information technology (IT) controls at the CIS Center 
and five judgmentally selected CUNY colleges for the period of January 1, 2002, to July 28, 
2003. The sampling methodology was designed to obtain a mixture of small and large colleges 
(based on enrollment), a representation of boroughs, and a variety of college types.  The 
objectives of our performance audit were to determine whether CIS and the colleges had an 
adequate IT organizational and planning structure; whether CUNY management had established 
physical, logical, and monitoring controls that would ensure the confidentiality, integrity, and 
availability of computer systems and data; and whether wireless access points at CIS and the 
colleges had been approved, configured, and encrypted properly so they could provide 
reasonable assurance that data and systems are protected from unauthorized access. 
 

To accomplish these objectives, we interviewed CIS and college officials and reviewed 
available system and network documentation, policies, and procedures.  We also reviewed other 
relevant documents and records, toured the data centers at each location, observed control 
practices, and tested the effectiveness of selected controls, primarily using the United States 
General Accounting Office Federal Information Systems Controls Audit Manual as criteria.  To 
assess the security controls, we used tools designed to detect wireless access points; but we did 
not attempt to infiltrate any system. Since our audit was designed to examine general IT controls, 
we did not focus on the controls pertaining to individual applications. 
 

We conducted our audit in accordance with generally accepted government auditing 
standards. Such standards require that we plan and perform our audit to adequately assess those 
CUNY operations included in our audit scope. Further, these standards require that we 
understand the CUNY’s CIS internal control structure and its compliance with those laws, rules, 
and regulations that are relevant to the operations included in our audit scope. An audit includes 
examining, on a test basis, evidence supporting transactions recorded in the accounting and 
operating records and applying such other auditing procedures, as we consider necessary in the 
circumstances. An audit also includes assessing the estimates, judgment and decisions made by 
agency management. We believe our audit provides a reasonable basis for our findings, 
conclusion and recommendations. 
 

We use a risk-based approach when selecting activities to be audited. This approach 
focuses our audit efforts on those operations that have been identified through a preliminary 
survey as having the greatest probability for needing improvement. Consequently, by design, we 
use finite audit resources to identify where and how improvements can be made. We devote little 
audit efforts to reviewing operations that may be relatively efficient or effective. As a result, our 
audit reports are prepared on an “exception basis.”  This report, therefore, highlights those areas 
needing improvement and does not address in detail activities that may be functioning properly. 
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C. Results of Audit 
 

Our audit identified findings and made recommendations for corrective actions pertaining 
to securing computer systems and disaster preparedness at the Data Center and the colleges.   
These findings and recommendations were presented in detail to CUNY throughout the audit.  
To further assure security of CUNY’s data processing operations, these detailed findings and 
recommendations are not included in this report.  CUNY officials indicate that they share our 
concerns about improving IT security safeguards and are taking steps to address the concerns 
within existing funding limitations and fiscal constraints.  Their comments have been considered 
in the preparation of this report and are included as Appendix A. 
 

Recommendation 
 
Implement the recommendations detailed to CUNY during the audit for strengthening computer 
systems security and disaster readiness. 
 

Within 90 days of the final release of this report, as required by Section 170 of the 
Executive Law, the Chancellor of CUNY shall report to the Governor, the State Comptroller, and 
the leaders of the Legislature and fiscal committees, advising what steps were taken to 
implement the recommendation contained herein and where the recommendation was not 
implemented, the reasons therefor. 
 

Major contributors to this report were Brian Reilly, Abe Fish, Keith Dickter, Alexander 
Marshall, Bebe Belkin, Mike Reilly, Russell Budnick, and Matricia Madory.  
 

We wish to thank the management and staff of the City University of New York for the 
courtesies and cooperation extended to our auditors during the audit. 
        

Very truly yours, 
 
 
 
       Steven E. Sossei 
       Audit Director 
 
cc: Deirdre A. Taylor, DOB 
 LouisChiacchere 
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* 
Note 

1 

Note 1:  The attachments have not been included because of the sensitive IT-  
               related material contained within the referred documents. 


