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EXECUTIVE SUMMARY 
 

DEPARTMENT OF HEALTH – HEALTH RESEARCH, 
INCORPORATED 
DISBURSEMENTS OF DISCRETIONARY FUNDS 

 
SCOPE OF AUDIT 

 
ealth Research, Incorporated (HRI) is a not-for-profit corporation established 
by administrative action of the Commissioner of the Department of Health 

(Department) to administer federal, State, and private funding in order to support, 
supplement, and extend the research functions and programs of the Department.  
HRI has two main operating divisions, one located in the Capital District (Albany 
Division) and one located in Buffalo (Buffalo Division).  The Albany Division 
serves major Department programs, including those at the Wadsworth Center.  
The Buffalo Division serves the research programs of the Roswell Park Cancer 
Institute (Roswell Park).  The operating Divisions provide financial assistance, 
through discretionary funds, to these programs and their employees to enhance 
their research efforts.  Each operating Division has its own purchasing, payroll, 
and accounting staff to administer and authorize discretionary disbursements.  
The Corporate Division, located in the Capital District, is responsible for the 
overall administration of the Albany and Buffalo Divisions.  HRI generates 
discretionary revenues from three sources: interest income from investments, 
dividend income from investments, and technology transfer and contract fees.  
For the two fiscal years ended March 31, 2002, disbursements of discretionary 
funds totaled $14.5 million. 
 
Our audit addressed the following question relating to the administration of 
discretionary funds disbursements by HRI for the two fiscal years ended March 
31, 2002: 
 

• Does HRI have adequate controls over disbursements of discretionary 
funds? 

 

AUDIT OBSERVATIONS AND CONCLUSIONS 
 

e found that HRI does not have written policies and procedures to control 
the disbursement of some categories of discretionary funds.  Where HRI 

had policies and procedures, we found that HRI sometimes did not enforce them. 
As a result, HRI lacked adequate assurance that disbursements of discretionary 
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funds were reasonable in terms of their dollar amount, were properly supported, 
and were consistent with HRI’s mission.  Our findings indicate the need for the 
Corporate Division to increase its management oversight of disbursement 
practices for discretionary funds at the two operating Divisions, including 
developing and enforcing policies and procedures. 
 
HRI officials stated they have recently increased their efforts to recruit and hire 
top research scientists at Roswell Park.  In fiscal years 2001 and 2002, HRI 
reportedly spent about $2.1 million of discretionary funds on a variety of 
recruiting related costs including renovating and repairing lab space and 
equipment to accommodate new recruits, reimbursing employees and potential 
recruits for travel expenses, and reimbursing new recruits for relocation 
expenses.  However, HRI managers did not have policies and procedures to help 
them spend certain types of discretionary recruiting funds as efficiently as 
possible.  For example, HRI did not have adequate controls to determine that 
contractor billings for renovations and repairs were accurate and that contractors 
completed the work in accordance with requirements.  In addition, HRI 
management has not established specific meal allowances that employees must 
comply with when they serve in a recruitment, institutional promotion, or 
hospitality role.  As a result, we found wide ranges in the amounts paid for meals.  
Although policies and procedures were established for the reimbursement of 
relocation expenses, HRI did not always enforce them.  (See pp.  6-10) 
 
HRI policy requires that vouchers submitted for payment be supported with 
adequate documentation that attests to the accuracy and legitimacy of the 
claimed expenses.  We found that HRI approved numerous disbursements 
relating to meal reimbursements, consulting fees, and other purchases that were 
not properly supported.  (See pp.  10-12) 
 
According to HRI management, discretionary funds should be spent in pursuit of 
HRI’s mission.  At the Buffalo Division, we found several disbursements that did 
not appear to be directly related to HRI’s mission.  For example, we found that 
HRI paid $50,000 for Roswell Park legal costs related to labor disputes involving 
Roswell Park employees.  According to HRI officials, these employees were in 
non-scientific positions and the legal disputes were not related to scientific 
research.  (See pp.  12-13) 
 
Our report contains eight recommendations to improve controls over 
disbursements of discretionary funds. 
 

COMMENTS OF OFFICIALS 
 

RI officials generally agreed with our recommendations and indicated actions 
planned or taken to implement them.  A complete copy of HRI’s response is 

included as Appendix B.  Appendix C contains State Comptroller’s Notes, which 
address matters of disagreement included in HRI’s response. 
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INTRODUCTION 
 

Background 
ealth Research, Incorporated (HRI) is a not-for-profit 
corporation established by administrative action of the 

Commissioner of the Department of Health (Department) to 
administer federal, State, and private funding in order to 
support, supplement, and extend the research functions and 
programs of the Department.  HRI has two main operating 
divisions, one located in the Capital District (Albany Division) 
and one located in Buffalo (Buffalo Division).  The Albany 
Division serves major Department programs, including those at 
the Wadsworth Center.  The Buffalo Division serves the 
research programs of the Roswell Park Cancer Research 
Institute (Roswell Park).  The operating Divisions provide 
financial assistance, through discretionary funds, to these 
programs and their employees to enhance their research efforts.  
The Corporate Division, located in the Capital District, is 
responsible for the overall administration of the Albany and 
Buffalo Divisions. 
 
HRI’s accounting records are maintained on one central 
database called the Integrated Financial Accounting System 
(IFAS).  The Corporate Division is primarily responsible for 
HRI’s overall computer system, such as performing hourly, daily 
and cyclical system backups and managing user access 
accounts for the various applications on the system, including 
IFAS.    The Buffalo Division directly inputs data to the IFAS 
system, with the exception of payroll data, which is uploaded to 
IFAS.  The Buffalo Division is also responsible for maintaining 
its local Windows 2000 network, including daily backups and 
user access accounts. 
 
Each operating Division has its own purchasing, payroll, and 
accounting staff to administer and authorize disbursements of 
discretionary funds.  In general, HRI uses discretionary funding 
to recruit new staff, supplement scientists’ salaries, provide 
educational seminars, and fund patent expenses.  HRI 
generates discretionary revenues from three sources: interest 
income from investments, dividend income from investments, 
and technology transfer and contract fees. 
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For the fiscal year ended March 31, 2000, discretionary income 
totaled $3.9 million, and expenditures were $5.1 million.  For the 
fiscal year ended March 31, 2001, discretionary income rose to 
$10.1 million due to increased patent income, and expenditures 
rose to $7.2 million as the Buffalo Division increased spending 
to recruit scientists.  For the fiscal year ended March 31, 2002, 
discretionary income was $6.3 million, and expenditures 
increased to $7.3 million.  HRI officials attribute the decrease in 
revenues from fiscal 2001 to fiscal 2002 to the expiration of 
some of its most lucrative patents and a drop in interest 
earnings from investments.  They attribute the increase in 
disbursements from fiscal 2001 to fiscal 2002 to the Buffalo 
Division’s recruiting costs. 
 

Audit Scope, Objectives and Methodology 
 

e audited HRI’s administration of discretionary funds 
disbursements for the two fiscal years ended March 31, 

2002.  The primary objective of this financial related audit was to 
determine whether HRI has adequate control over 
disbursements of discretionary funds.  In addition, we tested 
controls over IFAS to determine whether we could rely on the 
integrity of the data maintained in the IFAS database and 
determined whether HRI has adequate policies and procedures 
that protect the integrity and availability of the data and the 
network environment. 
 
To accomplish our objectives, we interviewed Corporate, 
Albany, and Buffalo Division officials about controls over 
discretionary funds and examined HRI’s policies and 
procedures pertaining to discretionary fund disbursements. We 
also analyzed a sample of 332 discretionary fund disbursement 
transactions worth $658,365 at the Albany Division and 255 
discretionary fund disbursement transactions worth $3,156,129 
at the Buffalo Division, from fiscal years 2001 and 2002.  In 
addition to reviewing the sampled documentation, we used 
auditing software to analyze HRI’s entire fiscal year 2001 and 
2002 discretionary disbursements database for unusual items.   
 
To test controls over IFAS, we reviewed two external audit 
reports on HRI’s technology infrastructure and an internal 
controls review prepared by HRI Information Systems (IS) staff 
members.  In addition, at our request, HRI’s Director of IS 
completed an Internal Controls Questionnaire (ICQ) we 
provided.  We interviewed HRI officials about their responses to 
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the reports and the ICQ to determine whether HRI has adequate 
controls in place for computer security and business continuity. 
 
We conducted our audit in accordance with generally accepted 
government auditing standards.  Such standards require that we 
plan and perform our audit to adequately assess those HRI 
operations included in our audit scope.  Further, these 
standards require that we understand HRI’s internal control 
structure and compliance with those laws, rules and regulations 
that are relevant to the operations included in our audit scope.  
An audit includes examining, on a test basis, evidence 
supporting transactions recorded in the accounting and 
operating records and applying such other auditing procedures 
as we consider necessary in the circumstances.  An audit also 
includes assessing the estimates, judgments and decisions 
made by management.  We believe that our audit provides a 
reasonable basis for our findings, conclusions and 
recommendations. 
 
We use a risk-based approach to select activities for audit.  
Therefore, we focus our audit efforts on those activities we have 
identified through a preliminary survey as having the greatest 
probability for needing improvement.  Consequently, by design, 
we use finite audit resources to identify where and how 
improvements can be made.  We devote little audit effort to 
reviewing operations that may be relatively efficient or effective.  
As a result, we prepare our audit reports on an “exception 
basis.” This report, therefore, highlights those areas needing 
improvement and does not address activities that may be 
functioning properly. 
 

Internal Control and Compliance Summary 
 

nternal controls are the integrated activities, plans, attitudes, 
policies, and efforts of the people of the organization working 

together to provide reasonable assurance that an organization 
will fulfill its mission.  They encompass a comprehensive system 
that helps an organization manage risk and enables its 
programs and administrative activities to operate efficiently and 
effectively.  An effective internal control system typically sets 
standards in five critical areas:  control environment, information 
and communication, control activities, risk assessment, and 
monitoring.  We have identified internal control weaknesses in 
the administration of discretionary funds and provide details 
throughout our report. 
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Response of HRI and Department Officials to Audit 
 

raft copies of this report were provided to HRI and 
Department officials for their review and comment.  Their 

comments were considered in preparing this report and are 
included as Appendix B.  Appendix C contains State 
Comptroller’s Notes, which address matters of disagreement 
included in HRI’s response. 
 
In addition to the matters discussed in this report, we have also 
reported separately to Department officials about a number of 
other audit issues.  While these are matters of lesser 
significance, officials should implement our recommendations 
related to these issues to improve HRI’s controls over 
disbursements of discretionary funds. 
 
Within 90 days after final release of this report, as required by 
Section 170 of the Executive Law, the Commissioner of the 
Department of Health shall report to the Governor, the State 
Comptroller, and the leaders of the Legislature and fiscal 
committees, advising what steps were taken to implement the 
recommendations contained herein, and where recommendations 
were not implemented, the reasons therefor. 
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ADMINISTRATION OF DISCRETIONARY FUNDS 
DISBURSEMENTS 

 
ccording to HRI officials, discretionary funds should be 
spent in pursuit of HRI’s mission to assist the Department in 

protecting and promoting the health of New York State 
residents.  HRI processed nearly 7,000 discretionary fund 
transactions totaling $7.2 million in fiscal year 2001, and nearly 
9,000 discretionary fund transactions totaling $7.3 million in 
fiscal year 2002.   Given the substantial volume and value of 
these discretionary fund transactions, HRI should have written 
policies and procedures to provide reasonable assurance that 
discretionary funds are spent properly.  Such policies and 
procedures should establish reasonable spending limits for 
certain types of expenditures, such as meals and lodging, 
should require that vouchers submitted for payment be 
supported with adequate documentation, and should provide for 
adequate review of vouchers to determine compliance with 
policies and procedures.  In addition, electronic data relating to 
discretionary disbursements should be adequately secured to 
protect its integrity.  HRI management at the Corporate Division 
should monitor the Albany and Buffalo Divisions to determine 
compliance with policies and procedures. 
 
We found that HRI does not have written policies and 
procedures for some categories of discretionary disbursements.  
Where HRI had policies and procedures, we found that HRI 
sometimes did not enforce them. As a result, HRI lacked 
adequate assurance that discretionary disbursements were 
reasonable in terms of their dollar amount, were properly 
supported, and were consistent with HRI’s mission.  We also 
found opportunities for HRI to strengthen controls related to 
data security.  Our findings indicate the need for the Corporate 
Division to increase its management oversight of discretionary 
disbursement practices at the two operating Divisions, including 
developing and enforcing policies and procedures. 
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Recruitment-Related Expenditures 
 

RI officials stated they have recently increased their efforts 
to recruit and hire top research scientists at Roswell Park to 

help maintain its reputation as a competitive cancer research 
facility.  In fiscal years 2001 and 2002, HRI reportedly spent 
$2,132,304 of discretionary funds on a variety of recruiting 
related costs, including renovating and repairing lab space and 
equipment to accommodate new recruits, reimbursing 
employees and potential recruits for travel expenses, and 
reimbursing new recruits for relocation expenses. Given the 
recent increase in recruiting efforts, HRI managers should have 
policies and procedures in place to help them spend their 
discretionary recruiting funds as efficiently as possible. 
However, we found that HRI management had not established 
such policies and procedures for renovation and repairs, as well 
as for meals and lodging.  Although policies and procedures 
were established for the reimbursement of relocation expenses, 
HRI did not always enforce them.   
 
Renovation and Repairs 
 
The Buffalo Division has helped fund the renovating and 
repairing of lab space and equipment at Roswell Park to 
accommodate new recruits as part of its new scientist 
recruitment campaign.   During fiscal year 2001, the Division 
reported 36 renovation and repair transactions totaling 
$1,187,631.  During fiscal year 2002, the Division reported 37 
renovation and repair transactions totaling $517,043.  Given the 
large number and dollar value of renovation and repair 
transactions, HRI should have policies and procedures that 
provide for an adequate separation of duties related to 
monitoring renovation and repair projects and to authorizing 
payment for such work.  HRI staff should also closely monitor 
renovation and repair projects and fully document their 
monitoring activities to provide assurance that contractors 
submit accurate bills and complete projects in compliance with 
their contracts.  We found that such policies and procedures 
were not in place. 
 
Duties related to the oversight of renovation and repair projects 
were not adequately separated.  The Project Planning Manager 
was often the only person responsible for monitoring job 
progress, reviewing contractor’s bills, and approving payment.  
In addition, documentation was not available to show that the 
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Project Planning Manager adequately monitored the progress of 
projects.  Specifically, this employee did not maintain 
documentation, such as meeting notes and detailed materials 
listings, to document the progress of each project.  We also 
found that this employee relied on the detailed billings submitted 
by contractors as adequate proof for payment. However, such 
billings do not provide an independent record that contractor 
billings for time and materials were accurate and that work was 
completed according to contract standards.  In addition, since 
the Project Planning Manager also approved payment for work 
performed, there is added risk that HRI may be paying for 
substandard materials and labor or services it did not receive.  It 
is additionally important for HRI to establish adequate policies 
and procedures over renovation and repairs because HRI plans 
to conduct similar large-scale renovation projects in the coming 
years. 
 
Meals and Lodging 
 
Uniform, formal policies and procedures regarding meal and 
lodging reimbursements for recruitment purposes are important 
to enable HRI to adequately monitor and control such 
expenditures.  Such policies and procedures should encourage 
employees and guests to pay rates that fall within reasonable 
spending limits, while also providing flexibility to exceed such 
limits with documented justification. 
 
Of the 587 transactions we reviewed, 151, worth $20,760, were 
for the reimbursement of meals and refreshments.  HRI and 
Roswell Park employees incurred most of these expenses 
entertaining potential recruits and guest speakers.  However, 
HRI management has not established specific meal allowances 
that employees must comply with when they serve in a 
recruitment, institutional promotion, or hospitality role.  Rather, 
the Buffalo and Albany Divisions approved each meal voucher 
on a case-by-case basis.  As a result, we found wide ranges in 
the amounts paid for meals.  In one instance, we found that HRI 
reimbursed a Roswell Park employee for a $647 dinner relating 
to recruitment.  Six people attended the dinner, averaging 
approximately $108 per person.  By comparison, the State and 
federal meal allowance for dinner in Buffalo was $34 per 
person. 
 
In addition, HRI does not have policies and procedures 
regarding allowable lodging rates for non-employees, such as 
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visiting recruits.  We found that in most instances, recruits 
visiting Roswell Park lodged at an independently operated hotel 
located within the Roswell Park campus.  Lodging costs for 
these recruits appeared reasonable.  However, our sample of 
recruitment expenses at the Buffalo Division also included 
invoices from a headhunter company for the reimbursement of 
travel expenses to candidates for a clinical position.  These 
candidates stayed at various local hotels, and the Buffalo 
Division reimbursed them for rental cars, expensive restaurant 
and bar bills, unreceipted babysitting expenses, laundry, and 
snacks. 
 
At the Albany Division, 35 of the 36 lodging transactions we 
reviewed were reimbursements to candidates who came to 
Albany for interviews. The 35 lodging transactions were for a 
total of 62 nights and ranged from $40 to $158 per night.   
 
HRI management stated they have not established formal 
lodging and meal allowances because they do not want to 
discourage potential candidates with frugal reimbursement 
policies.   However, in order to spend discretionary funds as 
efficiently as possible, HRI should establish formal policies to 
keep such expenditures within reasonable limits. 
 
In addition, because some HRI staff have included alcohol-
related expenses on their vouchers for recruitment activities, 
HRI should have a uniform policy for the reimbursement of 
alcohol expenses for the Albany and Buffalo Divisions.  
However, we found that HRI lacks a uniform policy.  Albany 
Division officials stated they refer to federal OMB Circular No. A-
122, which clearly states that alcoholic beverages are not 
reimbursable.  Buffalo Division management stated they 
reimburse for alcohol under certain circumstances, such as 
when an employee is recruiting new candidates.  We found that 
the Albany Division officials rejected all but one request for 
alcohol reimbursement in our sample.  However, they often paid 
meal vouchers that did not include a detailed receipt and, 
therefore, would not have been able to determine whether 
alcohol was included in the total amount claimed.  Similarly, we 
found an instance where Buffalo Division officials paid a 
voucher that included receipts from three bars and one hotel 
totaling about $650, but only one of the receipts was itemized.  
Without requiring individuals to submit itemized receipts, HRI 
could be reimbursing for alcohol or other inappropriate charges 
without knowing it. 
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Relocation 
 
HRI’s relocation policy for new employees specifically limits 
relocation reimbursement to $3,000 for moving and travel 
expenses incurred within the employee’s first year of 
employment.  In addition, it does not allow for reimbursement of 
house hunting trips or temporary housing.  At the Buffalo 
Division, we identified three disbursements for relocation 
expenses worth $20,613, $13,050, and $8,605, respectively.  
These are well in excess of the $3,000 limit.  We also identified 
one disbursement worth $638 for house hunting expenses, and 
two reimbursements for temporary housing (rent and security 
deposits) totaling $3,790.  Buffalo Division officials stated they 
do not follow HRI’s relocation policy because they want to 
remain competitive with private companies in recruiting 
candidates.  HRI management told us that they are in the 
process of revising their relocation policy to allow for increased 
reimbursement and more flexibility. 
 

Employee Domestic Travel Costs 
 

omestic travel expenses include transportation, lodging and 
meals for HRI employees who are required to travel for 

business.  HRI management stated that reimbursements to 
employees traveling for business are limited to New York 
State’s allowable rates at the time of the travel, and to the 
allowable federal rates for out-of-state travel.  We found that 
HRI management does not always enforce this policy.  As a 
result, we found significant variances in the reimbursement of 
employee travel expenses.   
 
We evaluated the expenses of four Roswell Park employees 
and a person who was in recruitment status who attended the 
same business conference in New Orleans.  While one 
employee limited his lodging expenses to the allowable 
government rate, the other employees exceeded the rate and 
were reimbursed.  In addition, one employee was reimbursed 
for more nights than the conference lasted, and three 
employees were reimbursed for additional hotel, food and taxi 
expenses incurred by them and their guests.   
 
HRI also reimbursed two of the employees for meals on a per 
diem basis; the two other employees and the person in 
recruitment status were reimbursed based on receipts.  The 
person in recruitment status was reimbursed a total of $626, 
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based on receipts that included a room service charge, a lunch 
meeting, and two dinner meetings, all of which were incurred on 
the same day, as well as extra charges including movie rentals 
and a miscellaneous room charge. We also found that HRI 
reimbursed one employee for a duplicate room service charge.  
One employee did not submit a detailed hotel bill, and therefore 
could have been reimbursed for additional expenses above the 
per diem rate or for other inappropriate charges. 
 
At the Albany Division, we reviewed a lodging transaction 
involving two employees who attended a meeting in New York 
City.  Lodging for the employees cost $279 and $321 per night, 
respectively, significantly more than the $198 State rate for New 
York City at that time.  If the employees had used the State rate, 
they would have saved a total of $204.   
 
Although HRI does not require claimants to include itemized 
receipts for their lodging expenses, some vouchers contained 
receipts for additional charges such as phone calls, parking, 
gratuity and room service.  Although Albany Division officials 
rejected all but one request for additional expenses in our 
sample, there is a risk that, by not requiring itemized receipts, 
HRI may pay unnecessarily high prices for lodging and related 
hotel expenses. 
 

Controls Over the Disbursement Process 
 

RI policy requires that vouchers submitted for payment be 
supported with documentation that attests to the accuracy 

and legitimacy of the claimed expenses.  Supporting 
documentation should provide enough evidence to justify the 
amount and purpose of the purchase.  Typical supporting 
documentation includes items such as purchase orders, 
requisitions, meeting agendas, seminar notices, restaurant 
receipts and original vendor invoices with the appropriate 
authorizations.  In addition, staff members should not approve 
disbursements without thoroughly reviewing supporting 
documentation.  We found that HRI approved disbursements 
that were not properly supported.  We also noted other 
opportunities for HRI to improve controls over the disbursement 
process. 
 
We found that HRI frequently paid vouchers for meal 
reimbursement that did not include sufficient documentation to 
justify the expense.   For example, we found that HRI paid for a 
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meal voucher that did not include a receipt, and one that 
included a receipt for an amount different than what was 
claimed.  In addition, based on our review of 133 vouchers, we 
found that HRI paid for 63 meal vouchers worth $8,421 that did 
not include an itinerary or similar documentation showing how 
long the guests stayed in Albany.  We also identified a claim for 
reimbursement of speaker costs that did not include a copy of 
the seminar notice to evidence that the person was scheduled 
to speak. Such documentation is important to enable HRI staff 
responsible for reviewing vouchers to determine whether the 
guest was eligible for reimbursement or how many meals the 
guest should reasonably claim for that period of time.  
 
The Buffalo Division paid a $2,000 voucher for consulting fees, 
which did not include a consultant invoice or meeting agenda, 
and three invoices totaling $589 for help wanted ads that did not 
have sufficient supporting documentation attached. 
 
We also noted the lack of documentation related to vouchers 
paid by the Buffalo Division for Roswell Park functions.  For 
example, we found that the Buffalo Division paid $275 to a local 
restaurant for a Roswell Park executive luncheon with only a 
copy of a take-out menu as supporting documentation.  Buffalo 
Division officials also paid a $3,803 voucher for the Roswell 
Park Alumni Luncheon Reception held during the American 
Association for Cancer Research annual meetings that did not 
include any registration lists or official attendance records. 
 
We also found several instances where HRI staff did not review 
vouchers and supporting documentation closely enough to 
identify errors before they paid them.  For example, we found 
that Buffalo Division staff members made a $6,346 duplicate 
payment because they based the disbursement on the vendor’s 
monthly account statement rather than an original invoice.  In 
addition, HRI and Roswell Park are tax-exempt corporations 
and as such are not required to pay sales tax on purchases.  
However, we found that Buffalo Division staff paid $1,512 in 
sales tax on one service agreement, due to the lack of proper 
review of this disbursement.  We noted other instances where 
HRI reimbursed vouchers containing sales tax and vouchers 
that included documentation that was either erroneous or did 
not support the amount claimed.  This resulted in two duplicate 
payments worth $141 and $570, respectively, and two 
overpayments to vendors totaling $242.   
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In reviewing the sampled documentation, we also identified 
multiple vouchers at the Buffalo Division that were signed by 
only one individual.  These vouchers were for payments to this 
employee’s family members worth $180 and for services that 
exceeded the original contracted amount worth $750.  The lack 
of a secondary authorization on these vouchers creates the risk 
of potential improprieties. 
 
HRI needs to establish policies and procedures that instruct 
staff to require sufficient documentation and carefully review it 
before they pay vouchers.  Without adequate documentation, 
HRI management has no assurance that the voucher amounts 
are accurate or justifiable.  In addition, they have no assurance 
that they actually received the services for which they paid.   
 
In addition, some vendors offer purchase discounts to 
encourage customers to pay their bills quickly.  HRI 
management has not established policies and procedures that 
require HRI staff to take advantage of purchase discounts.  
During our review of sampled transactions, we identified 31 
instances (involving an advertising firm, a moving company, and 
a scientific journal advertisement) where HRI officials did not 
take advantage of purchase discounts.  If staff had taken 
advantage of these discounts, they could have saved $1,712.   
 

Expenditures Not Related to HRI’s Mission 
 

ccording to HRI management, discretionary funds should be 
spent in pursuit of HRI’s mission to assist the Department in 

its efforts towards protecting and promoting the health of New 
York State residents through prevention, science and the 
assurance of quality health care delivery. 
 
In our sample of disbursements for the Buffalo Division, we 
identified several disbursements that did not appear to be 
directly related to HRI’s mission.  For example, we found that 
HRI paid $50,000 for Roswell Park legal costs related to labor 
disputes involving Roswell Park employees.  According to 
Roswell Park’s legal counsel, these employees were in non-
scientific positions and the legal disputes were not related to 
scientific research. We also found that HRI paid $17,600 for the 
preparation of Roswell Park’s Financial Business Plan, which 
was not directly related to scientific research.   In addition, HRI 
paid for several Roswell Park employee functions such as an 
executive employee luncheon.  In another example, HRI 
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reimbursed a construction contractor for two parking tickets 
worth $35 each.   
 
Due to rising recruiting costs and decreases in investment 
earnings, the Buffalo Division withdrew over $2.2 million in 
reserved funds to cover its expenses during fiscal years 2001 
and 2002.  By using discretionary funds for Roswell Park’s 
operating expenses and employee programs, HRI management 
is creating the risk that funds will not be available to fulfill HRI’s 
mission.  HRI should clearly define and communicate the criteria 
for dispersing discretionary funds to ensure they are spent as 
intended. 
 

Network and Application Security 
 
Logical and Physical Access Controls 

 
s the administrator of discretionary funds, HRI records 
revenue and disbursement information on IFAS.  It is 

essential that HRI effectively control logical access to HRI’s 
system (via software, procedures, etc.) and establish adequate 
physical security over hardware (via locked doors, 
environmental controls, etc.).  Overall, we conclude that we can 
rely on the integrity of HRI’s system; however, HRI has not 
implemented all of the necessary physical and logical controls 
available to maximize data security.   
 
User account settings can be configured to establish password 
protections and log-in controls which limit a user’s access to 
system resources.  HRI has not enabled these controls on every 
server and workstation to limit the risk of an unauthorized user 
accessing the system through an unattended terminal.  As a 
result, restricted information could be accessed by anyone in 
the vicinity of the terminal.  Legal notices are another security 
precaution used to demonstrate security controls.  A legal notice 
is a message that should appear whenever a user logs onto the 
system.  The legal notice provides employees with general 
security awareness and increases the legal liability of individuals 
who may attempt to access a system without authorization.  
Currently, a legal notice is not displayed at logon.  Restricting 
access to the server room is also critical to a secure computing 
environment.  Currently, HRI uses a standard lock and key to 
limit access to this room and does not maintain a written access 
log.  Electronic key cards and push-button cipher locks could 
enhance convenience and also provide a log of user access.   

A
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Violation and exception reports enable management to 
determine, at a glance, whether unauthorized users are 
compromising their systems.  HRI currently maintains, backs up, 
secures and archives audit and security log files and reports; 
however, it does not have formal policies and procedures that 
require HRI management to review the reports on a regular 
basis.  This creates the risk that HRI officials may not detect 
unauthorized access attempts or changes to data.   
 
HRI should have procedures that require sensitive data and 
software to be removed from computers when they are retired 
from use to avoid exposing confidential grant information to 
unauthorized individuals.  HRI does not have documented 
procedures nor does it document whether retired or transferred 
items are examined for sensitive information.  HRI should use a 
standard form or a log to document that all discarded or 
transferred items are examined for sensitive information and 
that this information is cleared before the items are released.   
 
Business Contingency/Disaster Recovery Plan 
 
An effective business continuity/disaster recovery plan (plan) 
should address the entire range of potential disruptions.  These 
may include relatively minor interruptions, such as temporary 
power failures, as well as major disasters, such as fires or 
natural disasters that would require reestablishing operations at 
a remote location. The plan should be thoroughly documented 
and periodically tested through simulation exercises to identify 
and correct weaknesses. 
 
HRI has not completed documenting and testing its business 
contingency and disaster recovery plans.  Without fully 
documented and tested disaster recovery plans, HRI cannot be 
assured that business operations will continue or that data 
integrity will be maintained if the system goes down or is 
disrupted. HRI officials should periodically test their plans in 
disaster simulation exercises to identify important weaknesses 
and take corrective action.  Test results should be reported to 
top management so that the need for modification and 
additional testing can be determined and so that top 
management is aware of the risks of continuing operations with 
an inadequate disaster recovery plan.   
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HRI should act promptly to strengthen logical and physical 
controls and complete its business contingency/disaster 
recovery plan.  In their response to our preliminary findings, HRI 
officials agreed to implement our network and application 
security recommendations.   
 

Recommendations 
 

1. Increase Corporate Division oversight of discretionary 
disbursement practices at the Albany and Buffalo 
Divisions to determine compliance with policies and 
procedures. 
 

2. Strengthen controls over renovation and repair projects 
by: 
 
● Requiring an adequate separation of duties between 

 officials who supervise the projects and those who 
 approve them for payment. 

 
● Establishing policies and procedures that require the 

 Project Planning Manager to fully document 
 monitoring efforts such as conducting site visits, 
 observing job progress, making sure the contractor 
 complies with the contract, and determining whether 
 the contractor should be paid.   

 
3. Develop and uniformly apply recruitment policies and 

procedures relating to the reimbursement of meals, 
lodging, alcohol, and relocation costs.  As part of these 
policies and procedures, define the circumstances under 
which it may be appropriate to deviate from standard 
practices, including the supporting documentation and 
approvals necessary. 
 

4. Enforce existing policies and procedures relating to the 
reimbursement of employee domestic travel costs.  
Define the circumstances under which it may be 
appropriate to deviate from standard practices, including 
the supporting documentation and approvals necessary. 
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Recommendations (Cont’d) 
 

5. Improve controls over the disbursement process by: 
 
● Establishing policies and procedures that instruct staff 

 to require sufficient documentation, including itemized 
 receipts, and to carefully review such documentation 
 before they pay vouchers. 

 
● Implementing controls to avoid the payment of sales 

 tax on tax-exempt purchases. 
 
● Establishing policies and procedures that require HRI 

 staff members to take advantage of purchase 
 discounts. 

 
6. Clearly define the types of expenditures that are 

consistent with the mission of HRI and communicate 
such guidance to employees responsible for reviewing 
and approving disbursements. 
 

7. Improve network and application security controls by: 
 
● Strengthening logical controls over the network by 

 activating security settings and features available in 
 the operating system environment. 

 
● Strengthening physical security by using electronic 

 key cards and logging access to the server room, and 
 documenting that all discarded or transferred 
 computer equipment is examined for and cleared of 
 sensitive information before the items are released. 

 
8. Complete a formal disaster recovery plan including fully 

documenting and annually testing the plan’s 
effectiveness through disaster recovery and simulation 
exercises. 
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State Comptroller’s Notes 

Appendix C 

 
1. We do not agree that the appropriateness of expenses, whether for recruitment or 

for other purposes, should be viewed against the outcome.  Therefore, we 
encourage HRI officials to create formal guidelines and approval processes for 
paying recruitment related expenses, such as for meals and lodging. 

 
2. HRI officials disagree with information that is not contained in our report.  Our 

findings with respect to varying reimbursement rates for employees staying in the 
same hotel, reimbursement for more nights than a conference lasted and 
reimbursement for additional hotel, food and taxi expenses incurred by employees 
and guests support our recommendation that HRI enforce existing policies for 
reimbursement of employee travel costs and define the circumstances under which 
it is appropriate to deviate from standard practices. 

 
3. We modified our report to correctly state that the person was not an employee, but 

in recruitment status.  However, the point of our finding is that the person received 
excessive reimbursement, such as for the cost of two dinners on the same day. 

 
4. Based on our review of 133 vouchers, we found that HRI paid 63 meal vouchers 

that did not include adequate supporting documentation.  Consequently, we 
conclude that HRI frequently paid meal vouchers that did not include adequate 
supporting documentation.  We have modified our report accordingly.  Additionally, 
while supporting documentation may have been attached to a separate payment 
request, such documentation was not available for our review or for the Accounts 
Payable staff who processed these vouchers. 

 
5. The voucher submitted by the Roswell Park Cancer Institute scientist did not include 

any supporting documentation, such as a consultant invoice or meeting agenda.  
We maintain that vouchers should be adequately supported. 

 
6. We modified our report to correctly state the purpose of this luncheon.  However, 

we maintain that vouchers should be adequately supported. 
 
7. We do not agree that any HRI expenses are consistent with HRI’s mission.  

According to HRI’s certificate of incorporation and HRI’s response, HRI’s mission is 
to provide more extensive conduct of studies and research into the causes, nature 
and treatment of diseases, disorders and defects of particular importance to the 
public health.  Consequently, HRI’s expenditures should be related to research and 
the public health.  We maintain that the disbursements we cited do not appear to be 
directly related to HRI’s mission.  Further, as a component of HRI, the Buffalo 
Division should make expenditures consistent with HRI’s official mission, not its own 
mission in relation to the Roswell Park Cancer Institute.  Additionally, our report 
cites three, not two disbursements that did not appear to be directly related to HRI’s 
mission.  We also noted reimbursement to a construction contractor for parking 
tickets. 

 
8. We modified our report accordingly. 




