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Dear Mr. Wing: 
 

Pursuant to the State Comptroller’s authority as set forth in Article V, Section 1 of the State 
Constitution and Article II, Section 8 of the State Finance Law, we have reviewed the actions taken 
by officials of the Office of Temporary and Disability Assistance (OTDA) as of January 23, 2003 to 
implement the recommendations contained in our audit report, Selected Access Controls Related to 
the Electronic Benefit Transfer System (Report 2000-S-66).  Our report, which was issued on July 
12, 2001, assessed whether OTDA had established policies and procedures relating to EBT security 
and access controls, and whether OTDA monitors the level of compliance with those policies and 
procedures.  Since New York City was the only area in the State where the EBT system was 
operational during our prior audit, we limited our audit and this follow-up review to New York City. 
 
Background 
 

The New York City Human Resources Administration (HRA) administers EBT benefit 
programs in New York City.  New York City clients apply for benefits at local HRA income 
support/job centers.  In 1996, the Federal government advised all states participating in the Food 
Stamp and other Federal benefit programs that it expected that all Federal payments to be paid by 
electronic means by the year 2002.  New York State participates in the Northeast Coalition of States, 
a group of seven states (New York, Rhode Island, Vermont, New Hampshire, Connecticut, Maine 
and Massachusetts) that have selected Citicorp Services, Inc. (Citicorp) to operate their EBT 
systems.  Citicorp and its subcontractors converted all New York City boroughs to the EBT system 
beginning in early 1999.  OTDA and Citicorp completed the conversion of the remaining counties of 
New York State to the EBT system in February 2001. 

 
OTDA manages and monitors the State’s contract with Citicorp for the development and 

implementation of the EBT system.  The EBT contract with Citicorp established performance 
criteria for the program and identified contract deliverables (such as detailed design plans and 
training plans), which Citicorp or its subcontractors were to supply to OTDA as part of the 
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implementation process.  OTDA had established an EBT Project Team to oversee the 
implementation of the EBT system throughout the State and to manage the EBT contract with 
Citicorp.  The Project Team received and reviewed contract deliverables and was responsible for 
evaluating contractor performance.  
  
Summary Conclusions 
 

In our prior audit, we found that despite the confidentially requirements and magnitude of 
transactions of EBT, OTDA had not routinely monitored and updated user access rights.  Therefore, 
former employees who no longer needed access had the ability to obtain inappropriate access to the 
EBT system. 
 

In our follow-up review, we found that OTDA officials have made progress in implementing 
our audit recommendations. 
 
Summary of Status of Prior Audit Recommendations 
 

Of the four prior audit recommendations, OTDA officials have implemented one 
recommendation, and partially implemented two recommendations.  One recommendation is no 
longer applicable. 
 
Follow-up Observations 
 

Recommendation 1 
 
Maintain an up-to-date and accurate list of employees with access to all aspects of the EBT system.  
 
Status - Implemented 
 
Agency Action - During the period of our prior audit, OTDA maintained listings of all users of the 

EBT system who had the ability to make changes within the system (Administrative users), 
as well as employees who assign personal identification numbers (PIN) to client benefit 
cards (PIN users).  These listings were based on master lists maintained by Citicorp.  HRA 
also maintained similar listings for its employees.  These listings have since been reconciled 
between the two agencies.  As discussed regarding Recommendation 4, OTDA updates the 
lists monthly.  Further, HRA no longer maintains separate lists.  We reviewed the August 22, 
2002 listings of purged Administrative users and purged PIN users, and found that those 
employees who were inactive were being purged.  However, there were instances in which 
users were being purged either too soon or seemingly too late.  According to an OTDA 
official, the former cases were errors on OTDA’s part, while the latter cases were errors by 
Citicorp.  However, although Citicorp’s master list listed the employees as active, their 
accounts had in fact, been purged from the system. 
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Recommendation 2 
 
Periodically reconcile the employee list with those maintained by Citicorp and HRA.  
 
Status - No Longer Applicable  
 
Agency Action - As cited regarding Recommendation 1, these lists have been reconciled, and HRA 

no longer maintains separate lists. 
 

Recommendation 3 
 
Revoke the privileges of employees/contractors that should no longer be authorized to access the 
system. 
. 
Status - Partially Implemented 
 
Agency Action - Inactive users now have their privileges revoked.  However, this process is not 

timely.  Listings of active Administrative users and PIN users are submitted by Citicorp to 
the EBT Security Administrator at OTDA.  Users in both categories automatically lose their 
access privileges after 30 days of inactivity.  Upon notification from HRA that an employee 
has been terminated, OTDA purges the individual’s account from the system.  However, if 
the Security Administration is not notified immediately by HRA, terminated employees 
could continue to have access to the EBT system after their termination, up to the 30-day 
period. 

 
Recommendation 4 

 
Require the Security Administrator to periodically verify that all authorized users remain 
authorized.  
 
Status - Partially Implemented 

 
Agency Action - On a monthly basis, the Security Administrator manually extracts the names of 

those users from the Citicorp report of active users, who have not used the EBT system for at 
least 90 days, and submits a list to Citicorp so that these individuals’ accounts can be purged 
from the system.  As cited regarding Recommendation 3, these individuals' privileges to 
access the system have already been revoked.  We note that while OTDA verifies that access 
rights are revoked when appropriate, there are no procedures in place to verify that access 
rights of employees who have transferred to other job functions that either do not require 
access to the system or require a different level of access, have been either removed or 
modified, as appropriate.  We suggest OTDA establish such a procedures. 

 
 Major contributors to this report were Keith Dickter, Abe Fish, Brian Reilly and Rick Sturm. 
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 We would appreciate your response to this report within 30 days, indicating any actions 
planned or taken to address any unresolved matters discussed in this report.  We also thank OTDA 
management and staff for the courtesies and cooperation extended to our auditors during this review. 
 
      Very truly yours, 
 
 
 
 
      William P. Challice 
      Audit Director 
 
cc:  Deirdre A. Taylor 


