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Dear Mr. Daniels: 
 

Pursuant to the State Comptroller’s authority as set forth in Article V, Section 1 of the State 
Constitution and Article II, Section 8 of the State Finance Law, we audited selected aspects of the 
security controls over the Department of State’s (Department) computer system network.  Our audit 
covered the period January 1, 2000 to January 25, 2002. 
 

Department officials refused to fully cooperate with our audit.  Hence, we were unable to 
undertake all of our planned audit tests of the security of the Department’s computer system 
network. This limitation on the scope of our audit is more fully explained below, under the Audit 
Scope, Objective and Methodology section. 
 
A.        Background 
 
 The Department performs a number of important duties involving the protection of public 
safety by managing fire prevention programs, building and energy codes programs, corporation and 
uniform commercial code programs, and ombudsman services.  The Department also licenses a 
number of professions and occupations, including notaries, the real estate and appearance 
enhancement industries, and various security services.  In addition, the Department administers 
community development programs and local government service activities, and provides 
administrative support for several offices, including the State Ethics Commission, the State Athletic 
Commission and the Committee on Open Government. 
 

The Department’s computerized information systems support the execution of these 
important duties.  The Department’s customers can obtain certain licensing applications, 
publications and information on-line, and can also access databases to check the registry of 
Department licensees and business entities. To enable its customers to transact more business 
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quickly and easily, at the time of our audit, the Department was in the process of developing on-line 
filing, license renewal and information reporting capabilities. 
 

To develop these capabilities, the Department is moving from a mainframe-based 
environment, where all applications reside on a mainframe maintained by the New York State Office 
for Technology, to a server-based environment, in which some mission-critical applications (such as 
Fire Incident Reporting, Uniform Commercial Code filings and renewals of Real Estate Licenses) 
will reside on site and will be administered by the Department.   
 

At the time of our audit fieldwork, the Department’s computer system network comprised 
more than 50 servers and had approximately 800 users.  The Department’s Bureau of Systems 
Management (Bureau) is responsible for system development, technical support, network and user 
support, and network security. 

 
B. Audit Scope, Objective and Methodology 
 

We audited selected aspects of the security controls in place over the Department’s server-
based network and web-based systems.  With the exception of the policies the Department 
developed for its users to access mainframe applications, we did not audit the security of 
applications residing on the mainframe maintained by the New York State Office for Technology.  
Our audit covered the period January 1, 2000 to January 25, 2002.  The objective of this audit was to 
determine if the Department has instituted appropriate controls over its computer network to 
minimize the risk of unauthorized physical or logical access.  
 

To accomplish our objective, we reviewed Department policies and procedures in effect at 
the time of our audit, including the Department’s draft security policy, to evaluate the extent to 
which the Department had established adequate controls over its network and the applications that 
reside on the network.  In addition, we interviewed Department officials responsible for 
administering network security and operations, and reviewed various security configurations on 
selected Department servers.  We also reviewed relevant laws, rules and regulations and examined 
records and reports pertinent to our audit scope.  Further, we developed an internal control 
questionnaire relevant to system security controls and requested that Department officials complete 
it for this audit.  We verified certain aspects of their questionnaire responses.   
 

Despite numerous requests, Department officials denied us access to records and resources 
necessary for us to complete our planned audit.  Specifically, Department officials refused to provide 
us with information that identifies network computers and refused to cooperate with our plan to use 
commercial scanning software and other tools to assess computer network vulnerabilities.  As a 
result, we were unable to complete our assessment of the adequacy of the Department’s network 
security controls.  We consider the Department’s refusal to provide us access to records and 
resources to be a limitation on the scope of our audit.  Therefore, readers of this report should 
consider the effect of this scope limitation on the findings and conclusions presented in this report.  
Additionally, we are currently considering legal strategies to effectively overcome the Department’s 
restrictions on the scope of our audit. 
 

Except for the effect of the scope limitation discussed in the previous paragraph, we 
conducted our audit in accordance with generally accepted government auditing standards.  Such 



– 3 – 
 

standards require that we plan and perform our audit to adequately assess those Department 
operations that are included within the audit scope.  Further, these standards require that we 
understand the Department’s internal control structure and compliance with those laws, rules and 
regulations that are relevant to the operations that are included in our audit scope.  An audit includes 
examining, on a test basis, evidence supporting transactions recorded in the accounting and 
operating records and applying such other auditing procedures as we consider necessary in the 
circumstances.  An audit also includes assessing the estimates, judgments and decisions made by 
management.  We believe that our audit provides a reasonable basis for our findings, conclusions 
and recommendations. 
 

We use a risk-based approach to select activities for audit.  Therefore, we focus our audit 
efforts on those activities we have identified through a preliminary survey as having the greatest 
probability for needing improvement.  Consequently, by design, we use finite audit resources to 
identify where and how improvements can be made.  We devote little audit effort to reviewing 
operations that may be relatively efficient or effective.  As a result, we prepare our audit reports on 
an “exception basis.”  Therefore, this report highlights those areas needing improvement and does 
not address activities that may be functioning properly. 
 
C.  Results of Audit 
 

We conclude that at the time of our audit the Department’s information systems security was 
seriously inadequate.  To protect the integrity of computerized information systems and the 
confidentiality of electronic data, agency managers must institute appropriate security measures.  
However, we found several weaknesses in the Department’s network security controls.  We believe 
the Department’s primary focus has been on implementing new applications without giving 
sufficient consideration to or providing adequate resources for security controls.  The control 
weaknesses we identified are explained in the body of this report. 
 

Because Department officials would not provide us with information that identifies network 
computers or cooperate with our plan to use commercial scanning software or other automated 
vulnerability assessment tools, we were unable to complete our assessment of the adequacy of the 
Department’s network security controls.  However, the security control weaknesses we did identify 
led us to conclude that the Department needs to significantly strengthen security controls over its 
internal systems and new applications.  

 
1. Security Management 

 
a. Security Policies 

 
An overall security policy is the foundation upon which a network’s security is built.  

Security policies and procedures must be established, documented and followed in order to achieve 
the best possible safeguards for networks, computer systems and electronic data.  A security policy 
should address issues such as reviewing audit logs, security job descriptions and duties, naming of 
servers, updating server patch levels to enhance security controls and passwords.  While the Bureau 
of Systems Management is assigned the responsibility of establishing the Department’s network 
security, we found that the Department does not have a security policy in place.  With no written 
management directives regarding security procedures and the reason they are necessary, system 
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management job roles are not clearly defined, lax security practices may be tolerated and security 
exceptions may not be detected.  Our audit identified weaknesses in the Department’s security 
controls that are attributable to the lack of a written security policy.  We reported the details of these 
weaknesses to Department officials during the course of this audit.  We have not included the details 
in this report. 
 

b. Network Risk Assessment 
 
A network risk assessment analyzes the threats to all system assets, and examines both the 

entity’s viable protection mechanisms and its most likely vulnerabilities.  In conducting a network 
risk assessment, the Department should identify all possible system vulnerabilities, the probability 
that these vulnerabilities will be exploited, and the possible impact of such exploitation, ranking the 
vulnerabilities, the risk of exploitation and the impact of exploitation from the most important to the 
least important.   

 
At the time of our audit, the Department had not completed a network risk assessment, 

although it has received a proposal for a security review.  According to Department officials, the 
proposed security review will be focused on the Department’s web presence and will include a 
vulnerability assessment of areas defined by the Department.  We encourage the Department to 
ensure that a comprehensive risk assessment of its entire network is performed, including the 
Department’s internal systems as well as its web applications. 

 
c. Information Security Officer 

 
The New York State Office for Technology’s (OFT) Policy 99-2 requires that each agency 

delegate responsibility and authority for all information security matters to an Information Security 
Officer (ISO), naming one individual as having primary responsibility and another individual as the 
backup ISO.  As the entity’s top information security officer, the ISO has many responsibilities, 
including the following: being the agency’s authority on information security; promoting 
information security awareness throughout the agency; developing, implementing and revising the 
entity’s information security policy; and serving as the single point of contact for all issues involving 
information security (e.g., questions, alerts, viruses and breaches).  The ISO should not report to an 
Information Technology Director, but should instead report to senior management about security 
activity and risks.  This reporting status balances the importance of security issues with 
technological and programmatic issues. 

 
We found the Department has not complied with OFT’s Policy 99-2 and does not have an 

ISO.  Rather, the Department has assigned two individuals (the head of the Bureau’s Network and 
User Support Group, and the head of the Bureau’s Database Group) to serve as part-time security 
administrators.  These individuals have responsibilities that could impact and conflict with security 
issues.  Thus, the Department has not properly separated the function of network security from the 
functions of general maintenance and network administration.  Further, these individuals lack the 
specialization, independence and authority of a single ISO. 
 

The two part-time security administrators report to the Director of Systems Management, 
who then reports to senior management.  Therefore, there is no single point of contact with primary 
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responsibility to ensure that security-related matters are handled in a consistent manner, and the part-
time security administrators are not reporting directly to senior management, as required.  
 

We also found that the Department does not provide assistance or training to employees to 
understand security procedures or to raise security awareness.  This is normally a duty of the ISO.  
The Department, in its response to our preliminary audit findings, noted that the Bureau where the 
two part-time security administrators are employed has balanced security matters with other 
responsibilities to support the Department’s mission.  Department officials noted they will seek 
approval for a new ISO position to be classified by the Department of Civil Service and approved by 
the Division of the Budget, but stated their belief the funding for this position will be difficult to 
acquire.  In our judgment, the security of the Department’s computer resources is sufficiently 
important for Department officials to consider redeploying existing resources to enable a full-time 
ISO to fulfill the requirements of OFT’s Policy 99-2. 
 

d. Disaster Recovery and Business Continuity Plans 
 

It is essential that entities develop contingency plans for dealing with catastrophic events that 
could impair their ability to conduct business.  Therefore, entities should complete a comprehensive 
risk analysis and develop strategies to ensure that systems and business processes can continue 
should a disaster occur.  Consequently, all agencies should have a Disaster Recovery Plan that 
provides for the recovery of necessary systems and data to support the critical processes needed to 
conduct business.  Agencies should also have a Business Continuity Plan.  The Business Continuity 
Plan is built on the Disaster Recovery Plan, and outlines the processes the agency will follow to 
function at an alternate location, if necessary, during a disaster.  The agency should fully document 
and test both plans to ensure they work as expected, and to verify that users understand their 
respective roles in the recovery process. 
 

We found that the Department has not developed formal disaster and recovery plans. The 
Director of Systems Management agreed that the Department needed Disaster Recovery and 
Business Continuity Plans. 
 
2. Network Security Controls 
 

OFT’s Policy 97-1 states an agency is responsible for providing appropriate safeguards to 
limit physical access to any computer or computer related device.  At a minimum, such physical 
controls should provide for equipment locations that limit physical access and ensure protection 
against loss from hazards such as flood, fire and other natural or man-made disasters. 
 

We toured the Department’s various computer rooms and found several weaknesses in 
physical controls.  We provided Department officials with the details of these weaknesses during the 
course of this audit. 

 
We also reviewed the various security settings that comprise the logical controls over the 

network operating system.  The system administrator is responsible for configuring the various 
security settings available within the operating system.  The administrator should first determine 
which network security settings are recommended by the vendor and then configure the settings for 
appropriate security based on the particular needs of the network.  If properly configured, the 
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operating system has the capability of being the foundation for securing the network and the server it 
resides on.  However, if this operating system is not configured correctly, it can be exploited more 
readily. 
 

We reviewed the baseline security configurations on ten servers and identified several 
weaknesses in the logical controls on all the servers.  Since these controls are designed to prevent or 
detect unauthorized access to a computer network, we reported the details of these weaknesses to 
Department officials so they could take corrective action.  We have not included these details in this 
report.  In their response to our preliminary audit findings, Department officials stated that they 
addressed most of the weaknesses we identified. 
 

As previously stated, the Department prevented us from using commercial software tools and 
techniques to identify and test for other vulnerabilities.  If we had performed all of this additional 
audit work, we suspect we would have identified other existing vulnerabilities in logical controls.  
Our identification of such weaknesses, and the Department’s prompt attention to their correction, 
would have addressed any such vulnerabilities before they could be exploited by an unauthorized 
user. 
 

In summary, we believe Department management needs to take immediate action to protect 
the integrity and confidentiality of Department data on both its internal network and on any new 
applications designed for easy interface with business users.  Following are recommendations 
Department officials should implement to correct the weaknesses we identified in network security 
controls.  

 
Recommendations 

 
1. Complete a comprehensive security policy in a timely manner. 

 
2. Perform a risk assessment of the entire network, including an assessment of assets, 

vulnerabilities of those assets, the probability of exploitation, the impact of exploitation and 
a viable means of protection. 

 
3. Designate a full-time ISO with the appropriate authority and independence to perform the 

duties outlined in the New York State Office for Technology’s policy, such as providing 
additional training or other resources for security awareness and understanding the security 
policies and procedures.   

 
4. Develop Disaster Recovery and Business Continuity Plans for use in the event of a natural 

or man-made disaster that might disrupt business processes.  Formally document, execute 
and periodically test the Plans.    

 
5.  Improve physical security controls over information systems by addressing the weaknesses 

identified by this audit. 
 

6. Take corrective actions to address the weaknesses in logical controls on the servers as 
identified by this audit. 
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We provided Department officials with a draft copy of this report for their review and 
comment.  Their comments have been considered in the preparation of this report and are included 
as Appendix A.  Department officials did not respond directly to the recommendations included in 
the report.  However, the officials stated they are preparing a classification request for submission to 
the Department of Civil Service for a full time security officer, they intend to develop a more formal 
disaster recovery and business continuity plan, and they will continue to take steps to improve 
physical and logical controls.  Additionally, Department officials disagree with the publication of 
this report and provided reasons why they refused to provide information that identifies network 
computers and refused to cooperate with our plan to use commercial scanning software and other 
tools to assess computer network vulnerabilities.  In this regard, Appendix B contains State 
Comptroller’s Notes, which address matters contained in the Department’s response. 

 
Within 90 days after the final release of this report, as required by Section 170 of the 

Executive Law, the Secretary of State shall report to the Governor, the State Comptroller and the 
leaders of the Legislature and fiscal committees, advising what steps are taken to implement the 
recommendations contained herein, and where recommendations were not implemented, the reasons 
therefor. 
 

Major contributors to this report were Brian Reilly, Walter Irving, Nadine Morrell, Michael 
Reilly, Adrean Vinson and Nancy Varley. 
 

We wish to thank the management and staff of the Department of State for the courtesies and 
cooperation extended to our auditors during this audit. 
 

Very truly yours, 
 
 
 

Kevin M. McClune 
Audit Director 

 
 
cc: Deirdre A. Taylor 
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A-4 

* See State Comptroller's Notes, Appendix B 

 

* 
Note 
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State Comptroller’s Notes 

Appendix B 

1. The language of subdivision 2 of section 87 of the Public Officers Law, which lists certain 
exemptions to mandatory disclosure of agency records, is not a confidentiality statute that 
would prohibit the release of the information contained in this audit report.  Further, the 
Comptroller is required by the State Finance Law to make audit reports available to the 
public.  Additionally, we reported the details of the control weaknesses we identified to 
Department officials during the course of the audit and did not include the details in this 
report.  Consequently, this report does not contain sensitive information that would 
jeopardize the security of the Department’s information technology assets. 

 
2. During the course of this audit, both verbally and in writing, we provided Department 

officials with detailed information concerning our plans to use commercial software to assess 
the computer network.  The information we provided included a description of the software 
to be used, an overview of the software’s capabilities, and identification of the number and 
types of system vulnerabilities that would be assessed.  We also referred Department 
technical staff to the software manufacturer for additional information on the capabilities of 
the software.  Further, we informed Department officials that we would take steps to 
minimize any possible disruption to the network, including not running certain tests, 
employing an expert consultant as done by other state and federal auditors, and working 
cooperatively with Department technical staff. 

 
 Additionally, as stated by Department officials in their response, they were preparing to 

bring in a consultant in fiscal 2001-02 to perform a complete review of the Department’s 
security systems and make recommendations for improvements.  Such consultant could not 
provide any greater assurance than we could that any diagnostic testing performed would not 
introduce potential risks to the Department’s systems. 

 
3. During the course of this audit, both verbally and in writing, we explained to Department 

officials how we would protect the data collected as a result of assessing the network.  
Further, the consultant we planned to employ is under contract with the Office of General 
Services and has extensive experience dealing with sensitive and confidential information 
maintained by New York State agencies.  In its contracts with New York State agencies, the 
consultant agrees not to disclose the specific results of any project and to safeguard the 
confidences of all parties involved in the work. 

 
 Additionally, during the course of our audit, we provided Department officials with a model 

confidentiality agreement between the Department of State and the State Comptroller’s 
Office.  However, Department officials did not complete the agreement. 

 
4. The Department’s statements attributed to us regarding the potential for damage to networks 

or servers from penetration testing and the level of assurance we could provide with respect 
to such testing misrepresent our position.  As stated in Note 2, we informed Department 
officials that we would take steps to minimize any possible disruption to the network, 
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including not running certain tests, employing an expert consultant as done by other state 
and federal auditors, and working cooperatively with Department technical staff. 

 
5. As stated in Notes 3 and 4, we took steps to address the Department’s concerns with respect 

to the sharing of information with outside parties and the long term security of data.  Also, 
we exercised due professional care in the preparation of this report and did not include any 
specific information that would jeopardize the security of the Department’s computer 
system. 

 
6. We believe that our statement with respect to the Department’s focus on implementing new 

applications to the detriment of security controls is supported by the results of this audit, 
which Department officials do not contest. 

 
7. In the closing paragraph of their response, Department officials recognize information 

security as a critical area of focus for the State of New York and for the Department of State. 
 Consequently, we find the Department’s rationale for not having a full time security officer 
puzzling.  In our judgment, Department officials should assess the range of options open to 
them to obtain a full time security officer, including reallocation of existing staff resources to 
this critical area of focus. 
 

8. As stated in this report, at the time of the audit, the Department was moving from a 
mainframe-based environment, where all applications reside on a mainframe computer 
maintained by the Office for Technology, to a server-based environment, in which some 
mission-critical applications, such as Fire Incident Reporting, Uniform Commercial Code 
filings, and renewals of Real Estate Licenses, will reside on site and be administered by the 
Department.  It is in this context that weaknesses in the Department’s information systems 
security should be considered.  Unless Department officials take immediate steps to develop 
a security policy, perform a network risk assessment, appoint a full time information security 
officer, and improve network security controls, applications and sensitive/confidential 
information residing on the network will not be adequately protected from unauthorized 
access or disclosure. 
 

 


