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Dear Mr. Wing: 
 

Pursuant to the State Comptroller=s authority as set forth in Article V, Section 1 of the State 
Constitution and Article II, Section 8 of the State Finance Law, we have audited selected access 
controls related to the Electronic Benefit Transfer System (EBT) that the Office of Temporary and 
Disability Assistance (OTDA) uses to make payments for Food Stamps and public assistance cash 
benefits.  Our audit covered the period from March 23, 2000 to July 5, 2000. 
 
A. Background 

OTDA is responsible for the oversight of various temporary assistance payment programs 
(e.g., Temporary Assistance to Needy Families or TANF), as well as for the administration of the 
United States Department of Agriculture’s Food Stamp program and other benefit programs.  In 
1996, the Federal Government advised all states participating in the Food Stamp and other Federal 
benefit programs of the expectation that all Federal payments would be paid by electronic means by 
the year 2002.  Nationally, the largest EBT program is food stamps, with more than 10 million 
participants and annual transactions of more than $22 billion.  

 
Most states have developed, or are developing EBT programs.  New York State participates 

in the Northeast Coalition of States, a group of seven states (New York, Rhode Island, Vermont, 
New Hampshire, Connecticut, Maine and Massachusetts) that have selected Citicorp Services, Inc. 
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(Citicorp) to operate their EBT systems.  Each of the member states contracted individually with 
Citicorp.  After a legal challenge of the award, Citicorp and its subcontractors converted all New 
York City boroughs to the EBT system beginning in early 1999.  OTDA and Citicorp completed the 
conversion of the remaining counties of New York State to the EBT system by February 2001.  
OTDA manages and monitors the State’s contract with Citicorp for the development and 
implementation of the EBT system.  The EBT contract with Citicorp establishes performance criteria 
for the program and identifies contract deliverables (such as detailed design plans and training 
plans), which Citicorp or its subcontractors (Deluxe Data Systems and Lockheed-Martin) must 
supply to OTDA as part of the implementation process. 

 
OTDA has established an EBT Project Team to oversee the implementation of the EBT 

system throughout the State and to manage the EBT contract with Citicorp.  The Project Team 
receives and reviews contract deliverables and is responsible for evaluating contractors’ 
performance.  The New York City Human Resources Administration (HRA) administers EBT 
benefit programs in New York City.  New York City clients apply for benefits at local HRA income 
support/job centers, where they receive basic instruction on the use of the EBT system.  In the month 
of December 1999, food stamp benefits totaling $83.0 million were deposited in 493,845 EBT food 
stamp accounts for New York City clients.  For the same period, public assistance benefits totaling 
$77.6 million were deposited in 252,896 client cash accounts in New York City.  

 
B. Audit Scope, Objective, and Methodology 

We audited selected access controls related to the EBT system for the period March 23, 2000 
to July 5, 2000.  Since New York City was the only area in the State where the EBT system was 
operational during our audit period, we limited our audit to New York City.  The objective of our 
performance audit was to determine whether OTDA has established policies and procedures relating 
to EBT security and access controls, and whether OTDA monitors the level of compliance with these 
policies and procedures.  To accomplish this objective, we compared records of employees with 
access to EBT, as maintained by OTDA, with data obtained from HRA and the New York State 
Payroll System.   

 
We conducted our audit according to generally accepted government auditing standards.  

Such standards require that we plan and do our audit to adequately assess those procedures and 
operations included within the audit scope.  Further, these standards require that we understand 
OTDA’s internal control structure and compliance with those laws, rules, and regulations that are 
relevant to the operations included in our audit scope.  An audit includes examining, on a test basis, 
evidence supporting transactions recorded in the accounting and operating records and applying such 
other auditing procedures as we consider necessary in the circumstances.  An audit also includes 
assessing the estimates, judgments, and decisions made by management.  We believe our audit 
provides a reasonable basis for our findings, conclusions and recommendations. 
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We use a risk-based approach when selecting activities to be audited.  This approach focuses 
our audit efforts on those operations identified through our preliminary survey as having the greatest 
probability for needing improvement.  Consequently, by design, we use our finite audit resources to 
identify where and how improvements can be made.  Thus, we devote little audit effort to reviewing 
operations that may be relatively efficient or effective.  As a result, our audit reports are prepared on 
an Aexception basis.@  This report, therefore, highlights those areas needing improvement and does 
not address activities that may be functioning properly.  

 
In addition to the matters discussed in this report, a companion report (99-S-51) covering 

implementation issues and contract management related to the Electronic Benefit Transfer System 
will be issued shortly. 
 
C. Results of Audit  

According to the Information Systems Audit and Control Foundation’s Control Objectives 
for Information and Related Technology (COBIT), management should establish controls to ensure 
that access to systems, data and programs is limited to authorized users. These access controls should 
effectively safeguard information against unauthorized use, disclosure, modification, damage or loss. 
Moreover, management should regularly review user security profiles and re-certify the current 
validity of each listed user. 

  
 Access controls are especially essential when dealing with a system with the confidentially 
requirements and magnitude of transactions of EBT.   However, we found that OTDA has not 
routinely monitored and updated user access rights, and therefore, former employees who no longer 
need access may obtain inappropriate access to the EBT system.  
 

1. Administrative Access 

 OTDA Management informed us that employees who have the ability to modify data in 
the EBT system could accomplish the following: 

 
•  Conversion of food stamps to cash, when a client moves to a state wherein terminals 

to access the benefits (through the EBT system) are unavailable; 
 
•  Activate a dormant account; or 

•  Initiate a repayment, or recoupment of benefits. 

  It is essential that when employees leave the agency or transfer to other positions which 
do not require EBT system access, EBT access rights be immediately curtailed to prevent them from 
continuing to view or change EBT client information.  Therefore, to test whether OTDA identified 
and removed access privileges of employees who left the agency, we obtained a June 6, 2000 list  
(the most recent available at the time of our field work) of all users of the EBT Administrative 
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System who had the ability to make changes within the system.  Of the 328 users listed, 312 were 
noted as HRA employees.  We compared the remaining 16 names on the list with the OTDA 
employees on the New York State Payroll System to determine whether these individuals were, in 
fact, current OTDA employees.  We found that nine names on the OTDA list did not appear on the 
payroll as OTDA employees.  
  

 Similarly, it is essential that OTDA, as the EBT oversight entity, be aware of the local 
social services district employees that have the ability to access or change the system.  Thus, to test 
whether OTDA monitors New York City’s HRA employees’ access to EBT administrative functions, 
we obtained a July 5, 2000 list (the most recent available at the time of our field work) of users with 
administrative access from HRA and compared the list with the June 6 listing received from OTDA. 
We found: 
 

•  HRA’s list had a total of 339 users with access to the EBT administrative terminals.  
OTDA's list included 278 of these users.  The remaining 61 names were not found on 
OTDA's listing. 

 
•  OTDA's list included 18 names that were not on HRA's list (15 active, 2 deleted and 

1 with no activity status). 
 

•  OTDA’s list had 15 users listed twice and 1 user listed three times (with three 
different status designations: deleted, active and “not indicated”). 

 
•  Of the 278 users on both lists, OTDA listed only 223 as active users.  OTDA did not 

include the status on the listing for 48 other users.  OTDA's listing showed a status of 
"Deleted" for 7 of the users on HRA's listing. 

 
•  In ten instances, the HRA and OTDA lists had differences in the users' names.  For 

example, one listing showed an employee’s first name first, while the other presented 
the same employee with their last name appearing first. 

 
•  OTDA's "EBT Admin User Listing" included 26 logon IDs with no names identified. 

   
2. Personal Identification Number Machine Access 
 
 New York State is responsible for producing the Common Benefit Identification Cards 

(Cards) used by clients to access food stamp and public assistance benefits on the EBT system, as 
well as to access other benefits.   A State contractor produces and issues these cards.  After a Card is 
requested by the local social services district, the client either gets the Card by mail or picks it up at 
one of the contractor’s two “over-the-counter” sites.  New York City’s HRA has staff at these two 
sites to facilitate the client’s selection of a Personal Identification Number (PIN).  Since the PIN 
allows access to benefits, only employees who are authorized and have a clear and current need 
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within the scope of their job activities, should have access to the machines that are used to encode 
the PINs. 

 
 Therefore, we compared HRA's July 5, 2000 list of employees with access to the PIN 

encoding machines with OTDA's March 23, 2000 list of such employees.  We found that: 
 

•  HRA's list contained 305 users with access to these machines.  However, 
OTDA's listing did not include 16 of these names. 

 
•  OTDA's list contained 89 names that were not on the HRA listing. 

•  There were 32 instances where the employee names conflicted between the 
two lists.  For example, a hyphenated last name appeared in a certain order on 
the HRA listing and in the reverse order on the OTDA list. 

 
•  Eight users appeared twice on the OTDA list. 

 
 We attribute many of these problems to a lack of monitoring on the part of OTDA.  

The individual signing off as Security Administrator at OTDA on all password transactions has no 
list of approved requesters.  Nevertheless, he signs the form and sends it to Citicorp for processing, 
relying on Citicorp without appropriate controls.  The Security Administrator does not periodically 
verify all authorized users.  For example, he relies on the employee’s unit to inform him when an 
employee should be deleted due to resignation or termination.    
 

 There is a risk that unauthorized individuals may be able to access, or even enter or 
change data, within aspects of the EBT system.  Thus, there is increased potential for fraudulent 
transactions to take place.  However, one compensating control is that card issuance is a separate 
process with a different contractor.  
 

 OTDA management responded that the vast majority of EBT system users have 
inquiry rights only.  They attributed the discrepancies between the OTDA and HRA lists to timing 
differences, and stated that they have implemented improved procedures to ensure timely revocation 
of privileges for terminated employees.   
 

Recommendations 
 
1. Maintain an up-to-date and accurate list of employee’s with access to all aspects of the EBT 

system.  
 
2. Periodically reconcile the employee list with those maintained by Citicorp and HRA. 
 
3. Revoke the privileges of all employees/contractors that should no longer be authorized to 

access the system. 



 
 

-6-

4. Require the Security Administrator to periodically verify that all authorized users remain 
authorized. 

 
A draft of this report was provided to OTDA officials for their review and comment.  Their 

comments have been considered in preparing this final report and are included as Appendix A.  
Overall, while OTDA believes that there are some controls in place, which, to some extent, mitigate 
certain issues raised in the report, it has agreed to implement all of our recommendations. 
 
 Within 90 days after final release of this report, as required by Section 170 of the Executive 
Law, the Commissioner of OTDA shall report to the Governor, the State Comptroller, and the 
leaders of the Legislature and fiscal committees, advising what steps were taken to implement the 
recommendations contained herein, and where recommendations were not implemented, the reasons 
therefor.     
 
 Major contributors to this report were Brian Reilly, Richard Sturm, Robert Mehrhoff, Debra 
Wolrich, Keith Dickter, and Marc Geller. 
 
 We wish to thank the management and staff of OTDA and HRA for the courtesies and 
cooperation extended to our auditors during this audit.         
        
 Very truly yours, 
   
   
 
 
 William P. Challice  
 Audit Director  
 
cc: Deirdre A. Taylor 
 Jason A. Turner 
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