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AUDIT OBJECTIVES 
 
The objectives of our performance audit were 
to determine whether the Department of 
Environmental Conservation (Department) is: 
collecting and maintaining personal 
information on citizens only to the extent 
necessary to perform its mission; taking 
appropriate steps to minimize the risk of 
unauthorized access to or disclosure of 
personal information; and prepared to follow 
statutory requirements should personal 
information be breached. 
 

AUDIT RESULTS - SUMMARY 
 
We found that the Department is only 
collecting personal information from the 
public to the extent necessary to perform its 
mission.  However, we also found that the 
Department can take additional steps to better 
ensure the security of personal information 
and may not be fully prepared to follow 
statutory requirements should personal 
information in its possession be breached. 
 
We reviewed the Department’s policies and 
procedures regarding information security for 
conformity to the provisions of the State’s 
cyber security policy, as well as other State 
laws with which the Department must 
comply.  We identified nine requirements 
with which the Department is not yet in full 
compliance.  Department officials have stated 
they are waiting for final standards and 
guidance from the New York State Office of 
Cyber Security and Critical Infrastructure 
Coordination (CSCIC) before implementing 
some of these items and are working on 
implementation of others. 
 
We also reviewed the three Department 
information systems that contain the greatest 
number of records to determine whether 
existing policies and procedures regarding 
information security were being followed.  

We found that the Department has not always 
taken all appropriate steps to ensure the 
security of personal information.  For 
example, two of the three systems we 
reviewed are operated by third-party 
contractors.  We found the vendor contracts 
include some broad security provisions and 
the vendors have their own privacy policies.  
However, the contract language does not 
specifically address how documents that may 
contain personal information should be 
handled nor does the Department have criteria 
to verify that security provisions are being 
followed.  In addition, the Department does 
not have any policies regarding what 
documentation should be retained in support 
of entries in its internally-operated permitting 
system or how those documents should be 
secured and eventually disposed of. 
 
We reviewed the Department’s policies and 
procedures to determine whether they are 
sufficient to comply with the Information 
Security Breach and Notification Act.  We 
found that the Department may not be 
prepared to follow statutory requirements 
should personal information in its possession 
be breached.  The Department has issued 
neither policies nor memorandums that 
clearly define what a breach is, nor has it 
developed comprehensive procedures for how 
a breach should be handled by Department 
staff and management.  As a result, there is no 
assurance that an employee would be able to 
properly identify or know how to report a 
breach should it occur.   
 
Our report contains eight recommendations 
that the Department should implement to 
improve its security over personal 
information.  Department officials generally 
agreed with our recommendations and are 
taking steps to implement changes.    
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This report, dated November 26, 2007, is 
available on our website at: 
http://www.osc.state.ny.us. 
Add or update your mailing list address by 
contacting us at: (518) 474-3271 or 
Office of the State Comptroller 
Division of State Government Accountability 
110 State Street, 11th Floor 
Albany, NY 12236 
 

BACKGROUND 
 

The Department is responsible for conserving, 
improving, and protecting the State’s natural 
resources and environment.  The Department 
supports its operations through fees and 
licensing revenues, State General Fund 
appropriations, and Federal funds.  During 
Fiscal Year 2007-08, the Department has a 
total workforce of nearly 3,500 employees, 
and an annual operating budget exceeding $1 
billion.  Employees work from regional 
offices across the State and a central office in 
Albany. 
 
In recent years, there have been heightened 
concerns about identity theft and other 
criminal misuse of personal information.  
There have even been some high profile 
reports about personal information going 
astray.  However, there has not been any 
systematic review of efforts by State agencies 
to determine whether New York State 
residents are at risk of their personal 
information being misused.  We have, 
therefore, initiated a series of audits of 
selected State agencies, including the 
Department, to review and evaluate their 
information security practices when handling 
personal information collected from the 
public. 
 
For the purposes of this audit, we used the 
definition of personal information from 
Article 6-A of the Public Officers Law (also 
known as the Personal Privacy Protection 

Law), which was enacted in September 1, 
1984.  According to the Personal Privacy 
Protection Law, personal information refers to 
any information collected by a State agency 
that can be used to identify a natural person. 
 

AUDIT FINDINGS AND 
RECOMMENDATIONS 

 
Collection of Personal Information 

 
According to Section 94(1) of the Personal 
Privacy Protection Law, a State agency 
should collect only personal information that 
is needed to accomplish its mission or an 
authorized program.  When collecting 
personal information, the agency must 
provide an explanation of why the 
information is needed, including the purpose 
for which it will be used and the statutory 
authority under which it is collected.   
 
The Department’s mission is to conserve, 
improve, and protect New York State’s 
natural resources and environment; and 
control water, land, and air pollution to 
enhance the health, safety, and welfare of the 
people of the state, as well as their overall 
economic and social well-being. To achieve 
this mission, the Department collects certain 
personal information from the public, 
including name, address, telephone number, 
social security number, date of birth, driver 
license number, and credit card number.  
Various Department programs use different 
data elements. 
 
Based on our review of personal information 
collected and programs run by the 
Department, we conclude that the Department 
is collecting only those items of personal 
information for which it has both a business 
need and a statutory authority. 
 
During our review, we also noted that the 
Department has made specific efforts to 
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identify ways that it can limit the extent of 
personal information it collects from the 
public, and decide which information is 
shared with other entities.  For example: 
 
• Though Federal law requires that social 

security numbers be collected for sporting 
licenses to identify individuals that may 
be delinquent in paying child support, the 
Department was able to obtain a waiver 
for this requirement by suggesting an 
alternative method to identify such 
individuals. 

 

• Department officials sent a memo to its 
Divisional and Regional Directors in 
October 2006 discussing the importance 
of protecting sensitive electronic 
information collected from the public.  
Each recipient was instructed to review all 
files and determine what information was 
being collected and maintained, to replace 
personal information with surrogate 
identifiers when possible (such as using 
an alternative unique numbering system 
instead of social security numbers), and to 
destroy any personal information that was 
not essential for programmatic purposes.  
Recipients were also instructed to 
complete a survey, which was used to 
create a comprehensive list of all 
Department files and the information 
contained within. 

 

• The Department made inquiries about the 
collection of personal information as part 
of a recent annual internal control review.  
As a result, the review noted a weakness 
in one Division regarding the handling of 
personal information.  The review also 
identified corrective action for the 
weakness, which was communicated to 
that Division’s management for 
implementation. 

 

Security over Personal Information 
 
Section 94 (1) of the Personal Privacy 
Protection Law requires State agencies to 
establish appropriate administrative, 
technical, and physical safeguards to protect 
personal information in their possession, 
though it does not define what is considered 
“appropriate.”  The New York State Office of 
Cyber Security and Critical Infrastructure 
Coordination’s Cyber Security Policy P03-
002 (CSCIC Policy) provides specific 
information security policy requirements 
State agencies should implement.  
Compliance with this policy is mandatory for 
all State agencies. 
 
We evaluated the Department’s information 
security policies and procedures against 
selected provisions of the CSCIC Policy, as 
well as other State laws such as the New York 
State Personal Privacy Protection Law and the 
New York State Technology Law.  We found 
nine requirements of the CSCIC Policy with 
which the Department is not in full 
compliance, including security awareness 
training, physical and environmental security 
policy, asset classification and control policy, 
communication and network management 
policy, and access control policy. 
 
Department officials have stated they are 
waiting for final standards and guidance from 
CSCIC before implementing some of these 
requirements and are working on 
implementation of the others.  While these 
nine requirements are not of the highest 
criticality, according to CSCIC, other 
agencies are in compliance with them, with 
the exception of the asset classification and 
control policy.  Like the Department, many 
other agencies are also waiting for final 
standards and guidance from CSCIC before 
taking action in this area. 
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According to Department officials, the 
agency’s three largest systems of records are: 
 

• DEC Automated Licensing System 
(DECALS) – Since 2002, the 
Department has used DECALS to 
issue sporting licenses.  The system is 
handled by a vendor, which maintains 
the database and processes phone, 
mail, and on-line applications.  
Department employees have access to 
DECALS, as do licensed issuing 
agents throughout the State. 

 

• Outdoor Recreation Management 
System (ORMS) – The Department 
uses ORMS to track reservations at 
Department-run campgrounds 
throughout the State.  The system is 
maintained by a vendor, which 
processes phone and internet 
applications.  Department employees 
have access to ORMS and handle in-
person reservations. 

 

• Department Application Review and 
Tracking (DART) – The Department 
uses DART to track the status of 
permit requests made by individuals 
and businesses.  The system is 
maintained by the Department, and 
only Department employees have 
access to DART. 

 
We conducted interviews and made 
observations to determine the level of security 
awareness among Department employees who 
regularly use the agency’s three largest 
information systems: DECALS, ORMS, and 
DART.  We focused on areas of highest risk 
for potential security weaknesses related to 
personal information.  We also reviewed the 
security provisions in contracts related to the 
two systems operated by vendors, DECALS 
and ORMS.  Overall, we found that the 
Department can improve the security over the 

personal information maintained in these 
three systems. 
 

Contracted Systems: DECALS and ORMS 
 
The Department uses DECALS to issue 
sporting licenses.  DECALS is a stand-alone 
system maintained by a vendor under contract 
to the Department.  It is also accessed by the 
licensed issuing agents throughout the State, 
as well as Department employees.  The 
Department uses ORMS to track campground 
reservations.  ORMS is also a stand-alone 
system maintained by a vendor under contract 
to the Department.  It too is accessed by 
Department employees.  Few DECALS 
transactions and none of the ORMS 
transactions require that hard-copy forms be 
completed by the customer.  Generally, for 
both systems, information is entered directly 
into the system and no supporting 
documentation is retained. 
 
Any application forms associated with 
DECALS are stored by the vendor for about 
two weeks and then shredded.  ORMS creates 
paper forms at the time the customer checks 
in at the campground; two for the camper and 
two for the Department.  The Department’s 
copies are stored securely and shredded when 
no longer needed.  Because the customers 
served by these systems are generally the 
same from year to year, the Department 
retains the electronic information in both 
DECALS and ORMS indefinitely. 
 
Access to both systems, which are not part of 
the Department’s regular computer system, 
requires a user ID and password, and is only 
granted to vendors and Department 
employees who have a business need.  Access 
to DECALS is also given to issuing agents 
authorized by the Department.  Each system 
has built-in monitoring of access, though 
these reports are reviewed by the Department 
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only when there is a specific concern about 
unauthorized access. 
 
According to Department officials, the 
information contained within DECALS and 
ORMS belongs to the Department, not to the 
vendor.  As a result, the Department has taken 
some steps to ensure its security.  Before 
DECALS went online, the Department 
conducted a vulnerability scan of the system.  
In addition, both vendor contracts have broad 
provisions requiring the information to be 
kept both confidential and secure.  The 
current ORMS contract expires at the end of 
2007.  The RFP issued by the Department for 
the new contract has much more specific 
information security requirements, including 
specific reference to the CSCIC Policy.  
However, neither of the two contracts, nor the 
RFP, addresses how documents that may 
contain personal information should be 
handled by the vendor.  In addition, the 
Department does not have formal criteria to 
evaluate the vendors’ compliance with 
security provisions. 
 

In-House System: DART 
 
The Department issues permits to citizens for 
various activities affecting the environment, 
such as development projects in 
environmentally-sensitive areas, solid waste 
disposal, and mining.  Permit applications are 
completed on paper forms with supporting 
documentation and are generally submitted to 
the regional office where the permit is to be 
granted.  The regional offices are responsible 
for storing the forms and supporting 
documentation.  The regional offices are also 
responsible for determining how long to 
retain the applications and how to dispose of 
the applications when they are no longer 
needed. 
 
Certain information from these applications, 
including name, address, phone number of the 

applicant, type of permit, and date of 
application, is entered into DART, to enable 
the Department to track the status of each 
request.  DART is not a separate system, but 
is part of the Department’s regular computer 
system.  Access to DART requires a user ID 
and password, which is only granted to 
Department employees who have a business 
need.  According to Department officials, 
many Department employees have read-only 
access, and only a few have higher-level 
access.  DART does not have any built-in 
access monitoring functions, but does record 
when any change is made to a record.  There 
is no routine monitoring of this aspect of the 
system.  Instead, change reports are only 
reviewed by the Department when there is a 
specific concern about unauthorized access. 
 
There is no Department-wide policy for how 
long permit applications should be retained, 
nor are there standard procedures for 
appropriate disposal of permit applications.  
The Department does have document 
retention schedules, but these indicate only 
the minimum period for which permit 
applications must be retained, not when they 
should be destroyed.  We found that the 
storage and disposal practices vary greatly 
from region to region.  Some store the permit 
applications indefinitely, while others only 
retain them for the minimum retention period.  
One region moves the files from storage 
location to storage location, depending on age 
and available space.  Officials at one region 
stated that old application files are routinely 
shredded, while officials at another stated 
they are simply mixed with other trash for 
recycling.  Although not every application file 
contains personal information, it does not 
appear that the files are reviewed before being 
disposed of. 
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Recommendations 
 

1. Continue working toward full compliance 
with all CSCIC Cyber Security Policy 
P03-002 requirements. 

 
2. Include in future vendor contracts specific 

technical and administrative provisions 
that address how documents that may 
contain personal information should be 
handled by the vendor in accordance with 
the CSCIC Cyber Security Policy, the 
Personal Privacy Protection Law, and the 
Information Security Breach and 
Notification Act.  

 
3. Develop formal criteria to evaluate the 

vendors’ compliance with security 
policies.   

 
4. Perform routine reviews of access logs for 

information systems that have tracking 
features in order to identify anomalies. 

 
5. Develop strategies to improve monitoring 

over systems that contain personal 
information and do not have automatic 
tracking features. 

 
6. Establish procedures to ensure that permit 

applications containing personal 
information are secured during handling 
and storage, and that standard, secure 
disposal procedures are followed. 

 
Response to Breaches 

 
In December 2005, Section 208 of the New 
York State Technology Law went into effect.  
Also known as the Information Security 
Breach and Notification Act (Act), it requires 
State agencies to notify an individual when 
private information either has been, or is 
reasonably believed to have been, acquired by 
someone who is not authorized to receive it.  
If the private information was encrypted, 
notification is required only if the encryption 

key was also acquired.  Agencies must also 
notify the Attorney General’s office, the 
Consumer Protection Board, and CSCIC.  If 
more than 5,000 State residents are affected, 
the agency must also notify the consumer 
reporting agencies. 
 
The Act defines private information as 
personal information in conjunction with 
either a social security number, driver license, 
or non-driver’s ID number.  Personal 
information in conjunction with a bank 
account, credit card, or debit card number is 
considered private information only if there is 
also a security code, access code, or password 
that would allow access to the individual’s 
financial account. 
 
According to the Department’s Information 
Security Officer (ISO), the Department has 
not had any reportable or non-reportable 
breaches of personal information in its 
possession since the Act went into effect.  
However, the Department has no procedures 
in place either defining what constitutes a 
breach under the Act or describing what 
actions should be taken when a breach occurs.  
In May 2007, the Department issued a Cyber-
Security Tips Newsletter to all Department 
employees.  Among other things, this 
newsletter described the requirements under 
the Act and outlined procedures to be 
followed.  However, this information has not 
yet been codified into a formal policy for 
Department employees to follow. 
 
In April 2005, the Department contracted with 
a vendor to do a network security review in 
multiple areas of technical security.  Overall, 
the review rated the Department as having a 
relatively low risk of attack from external 
sources, but a higher risk from internal 
sources.  Department officials indicate they 
are working to implement the contractor’s 
recommendations intended to address this 
risk.  In the meantime, the Department 
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continues to rely on its employees to identify 
and report a breach with limited monitoring 
by Department management.  As a result, 
breaches of personal information may not be 
reported to the ISO. 
 

Recommendations 
 
7. Incorporate the procedures for identifying 

and reporting suspected breaches 
involving personal information in a 
Commissioner’s Policy. 

 
8. Implement the contractor’s 

recommendations promptly to address 
potential internal security breaches. 
 

AUDIT SCOPE AND METHODOLOGY 
 
We conducted our performance audit in 
accordance with generally accepted 
government auditing standards.  We audited 
the collection and maintenance of personal 
information obtained from the public by the 
Department.  Our audit covers the period 
December 7, 2005 through May 3, 2007. 
 
To accomplish our audit objectives, we 
reviewed applicable State and Federal laws 
and regulations regarding the collection of 
and security over personal information by the 
Department, including statutory requirements 
when such information is breached.  We 
interviewed Department officials and staff to 
determine the policies and procedures in 
place, as well as to understand how 
information flows through the Department.  
We reviewed the Department’s policies and 
procedures to determine whether they met 
minimum statutory requirements related to 
information security.  We observed selected 
units to determine whether these policies and 
procedures were being followed and to assess 
the overall security awareness among 
Department employees.  We also obtained 
information on the Department’s data 

classification and risk assessment efforts.  We 
requested information on past breaches 
involving personal information to evaluate the 
Department’s handling of such incidents. 
 
In addition to being the State Auditor, the 
Comptroller performs certain other 
constitutionally and statutorily mandated 
duties as the chief fiscal officer of New York 
State.  These include operating the State’s 
accounting system; preparing the State’s 
financial statements; and approving State 
contracts, refunds, and other payments.  In 
addition, the Comptroller appoints members 
to certain boards, commissions and public 
authorities, some of who have minority voting 
rights.  These duties may be considered 
management functions for purposes of 
evaluating organizational independence under 
generally accepted government auditing 
standards.  In our opinion, these functions do 
not affect our ability to conduct independent 
audits of program performance. 
 

AUTHORITY 
 
The audit was performed pursuant to the State 
Comptroller’s authority as set forth in Article 
V, Section 1 of the State Constitution and 
Article II, Section 8 of the State Finance Law. 
 

REPORTING REQUIREMENTS 
 
Draft copies of this report were provided to 
Department officials for their review and 
comment.  Their comments were considered 
in preparing this report and are included as 
Appendix A.  Appendix B contains State 
Comptroller comments that address matters 
included in the Department’s response. 
 
Within 90 days of the final release of this 
report, as required by Section 170 of the 
Executive Law, the Commissioner of the 
Department of Environmental Conservation 
shall report to the Governor, the State 
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Comptroller, and the leaders of the 
Legislature and fiscal committees, advising 
what steps were taken to implement the 
recommendations contained herein, and if not 
implemented, the reasons therefor.   

CONTRIBUTORS TO THE REPORT 
 
Major contributors to this report include 
Frank Houston, John Buyce, Christine Rush, 
Jennifer Paperman, Laurie Burns, Andrea 
Dagastine, Sarah Purcell, and Andre Spar. 
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Report 2007-S-76  Page 13 of 16 



 
 

 

* 
Comment 

3 

* See State Comptroller’s Comments, page 16 

 
 
Report 2007-S-76  Page 14 of 16 



 
 

 
 

* 
Comment 

2 

* See State Comptroller’s Comments, page 16 

 
 
Report 2007-S-76  Page 15 of 16 



 
 

APPENDIX B - STATE COMPTROLLER’S COMMENTS  
 

 
 

Report 2007-S-76  Page 16 of 16 

1. We do acknowledge the Department’s 
May 2007 Cyber Security Tips Newsletter 
to all Department employees describing 
the actions to be taken in the event of a 
breach. However, this information should 
be codified into a formal policy for all 
current and future employees to follow. 

 
2. Although the Department states the 

network security review was conducted 
outside of the scope of our audit and prior 
to the effective date of Section 208 of the 
New York State Technology Law, the 
risks identified in the security review are 
relevant to current requirements and had 
not been fully addressed at the time of our 
audit. Therefore, the risks identified 
during the April 2005 security review 

would continue to be risks during the 
scope of our audit and, we believe, are 
appropriate to include in this report. 

 
3. The Department is correct in stating that 

the CSCIC gap analysis assigns review of 
outsourcing to Criticality Level 3. 
However, the Department has 
incorporated CSCIC security requirements 
into the recent RFP without developing 
criteria to evaluate compliance with these 
contractual requirements.  Without criteria 
to evaluate the vendor’s compliance with 
specifications in the contract, the 
Department will be unable to assure that 
the personal information, for which the 
Department is responsible, is being kept 
secure by the vendor. 

 
 
 
 

 




