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Gentlemen:

The following is our report addressing New York State’s preparation for
the Year 2000.

This audit was done according to the State Comptroller's authority as set
forth in Article V, Section 1 of the State Constitution and Article II,
Section 8 of the State Finance Law.  Major contributors to this report are
listed in Appendix A.



Scope of Audit

Executive Summary

New York State Office for Technology and Selected
State Agencies
New York’s Preparation for the Year 2000: A
Second Look

The essence of the Year 2000 (Y2K) problem is that many computer
systems record dates in a format that does not include the century.
Without correction, such systems are likely to produce errors or fail in the
near future.  In April 1996, the Office for Technology (OFT), formerly
the Governor’s Task Force on Information Resource Management, began
coordinating and monitoring the Y2K compliance projects of State
agencies and public authorities (agencies).  In July 1997, Governor Pataki
identified Y2K compliance as the State’s number one technology priority.
On October 14, 1997 we issued our first audit report (Report 96-S-84)
concerning the State’s Y2K problem.  That prior audit concluded that
there was a real risk that agencies’ services would be disrupted unless
more effort and resources were devoted to addressing the Y2K problem.

Since the prior audit, OFT reports that progress has been made towards
ensuring the State’s computer systems are Y2K compliant.  The following
Y2K high priority concerns remain to be addressed going forward.  These
include the need to control the testing of corrected systems, to receive and
process Y2K compliant data from outside data exchange partners, to
remediate computer code that is embedded in various equipment items,
and to provide for service continuity or contingency plans in the event of
Y2K system failures.  Also, ensuring that electricity, water and telecom-
munications remain available is a major concern because these services
depend upon utility companies having Y2K compliant systems.  In
addition, the liability from Y2K failures is a concern for all government
agencies.  Finally, a more comprehensive method must be available to
assess the State’s readiness for the year 2000.

Our audit examined the actions taken through October 30, 1998 by OFT
and selected State agencies to address emerging high priority Y2K
concerns.  Our audit objective was to answer the following question:

! Does it appear that the State’s Y2K compliance efforts, as
coordinated by the OFT, will be effective in ensuring that public
services and State operations are not materially interrupted at the
turn of the century?



Audit Observations
and Conclusions

Comments of OFT
and Agency
Officials

We believe that although considerable Y2K compliance efforts have been
made by OFT and agencies since our prior audit, unless additional efforts
and resources are committed to address high priority concerns, a
significant risk continues that important public services provided by the
State will be interrupted at or before the turn of the century.  We further
believe OFT should expand its monitoring efforts for the critical phases
of testing, data exchanges, contingency plans and other Y2K areas to
ensure State services continue without interruption.

As of September 30, 1998, OFT reports that 9 of 45 critical State
computer systems and 126 of 327 high priority systems are Y2K
compliant.  However, OFT stipulates that a system may be compliant even
though it may not yet be able to correctly receive or process data from
data exchange partners.  We recommend that OFT determine the Y2K
status of systems’ data exchange capability.  Also, according to informa-
tion gathered by OFT from agencies, the State’s 45 critical systems were
85 percent complete as of September 30, 1998.  However, this statistic
compares time expended to time planned and does not indicate the status
of critical tasks to make systems Y2K compliant.  We recommend that
OFT verify agency status information on a sample basis and require
agencies to identify any critical Y2K tasks that have been omitted or are
not likely to be performed.  (See pp. 5-6)

OFT has been working with the Public Service Commission and the State
Emergency Management Office to ensure that utility companies adequately
resolve Y2K problems and formulate appropriate contingency plans.  OFT
must continue to oversee this high priority concern and along with the
Governor and respective agency leaders be prepared to formulate
necessary strategies to protect the public in the event of any lack of public
utility readiness.  Also, we recommend that OFT advise all agencies to
assess potential liabilities associated with the Y2K failure of high priority
and critical systems.  (See pp. 6-7)

We sent a questionnaire to 118 agencies requesting information on their
actions regarding system testing, data exchanges, embedded systems and
contingency planning.  We also visited the Departments of Taxation and
Finance, Motor Vehicles, and Correctional Services as well as the
Division of Parole and the State Education Department to assess their Y2K
actions in these areas.  We conclude that as of October 1998, most
agencies were in the early stages of addressing Y2K compliance for data
exchanges and embedded systems.  In addition, none of the questionnaire
respondents could provide us with Y2K contingency plans.  Procedures
for testing compliant computer systems at the agencies we visited, ranged
from good at Taxation and Finance to inadequate at Correctional Services.
(See pp. 9-16)

OFT officials responded that significant progress has been made since the
time of our audit, but they do not specifically address most of our
recommendations.  Generally, agency officials agree with our recommen-
dations.  Correctional Services officials, however, disagree with our
conclusions about weaknesses in their controls for testing compliant
systems. 
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Background

Introduction

The essence of the Year 2000 (Y2K) problem is that many computer
systems record dates in a format that does not include the century.
Therefore, such systems cannot distinguish the year 2000 from the year
1900.  Unless such systems are corrected to recognize the year 2000,
some are likely to produce errors or fail in the very near future.

The scope of the Y2K problem within New York State is imposing
because of the sheer volume of computerized business processes, the
presence of hardware platforms ranging from mainframes to personal
computers, and the use of thousands of computer programs which
comprise millions of lines of computer code.  The Y2K problem may
affect agency calculations and effective dates for benefits, such as welfare
and unemployment.  It may also affect many time-related mechanisms,
such as expiration dates for licenses, maintenance of criminal histories and
repair schedules for public transportation.  Fixing the Year 2000 problem
for applications that support the State’s core business processes requires
expensive corrections to program code, or costly replacement of systems.

New York State began a coordinated approach to addressing the Year
2000 problem in April 1996 when the Governor’s Task Force on
Information Resource Management, now the New York State Office for
Technology (OFT), was assigned the task of coordinating State agency
efforts to achieve Y2K compliance.  While agencies are responsible for
resolving their Y2K problems, the OFT coordinates with agencies and
public authorities to reduce duplicative efforts, to identify common
problems and generalized solutions and to monitor progress in completing
Y2K compliance projects.  The OFT views its role as that of a facilitator
of statewide compliance efforts.  Therefore, OFT maintains a collabora-
tive, rather than a control, relationship with agencies.  The OFT also
provides Year 2000 support to quasi-state agencies and to local govern-
ments.  However, OFT does not monitor the Y2K compliance progress
of a number of governmental organizations in the State, such as the State
University of New York and the Unified Court System.  In July 1997,
Governor Pataki identified Year 2000 compliance as the State’s number
one technology priority.

The Gartner Group, an internationally recognized technology consulting
firm, has developed a framework for the management of Y2K projects.
The OFT suggested that agencies use this framework in managing their
respective Y2K projects.  The Gartner Y2K project framework assigns a
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relative percentage of project effort to each of the following seven phases:
awareness; inventory; planning; analysis and design; modification; testing;
and implementation. 

On October 14, 1997 we issued our first audit report (Report 96-S-84) on
the State’s Y2K problem.  Our prior audit examined the extent to which
agencies had become aware of the Y2K problem and had established
project teams and project plans to correct the problem.  Our prior audit
also evaluated the effectiveness of the OFT’s oversight and monitoring of
statewide Y2K compliance efforts.  Our prior audit determined that most
State agencies were in the early phases of their Year 2000 projects and
concluded that there was a real risk that agency services would be
disrupted unless much more effort and resources were devoted to
addressing the Y2K problem.

Since the time of our prior audit, several additional Y2K high priority
concerns, including the following ones, have emerged. 

Testing Compliant Systems  Once systems have been replaced or corrected
to achieve Y2K compliance, they must be tested individually and in
conjunction with any systems they interact with.  Otherwise, management
cannot be adequately assured that the systems can process correctly during
actual production when they encounter Year 2000 dates from a variety of
input sources.  While testing is one of the last Y2K project steps, it is
often the most costly and time-consuming.  Some estimates indicate that
testing can account for 45 percent or higher of Y2K time and effort.  As
the Year 2000 draws near, the risk increases that insufficient time and
resources remain available to allocate to this most important activity. 

Data Exchanges  Management must ensure that the data its computer
systems receive from external systems is Y2K compliant, and that its own
systems can correctly read and process such data.

Embedded Systems  Equipment which provides vital support services,
such as building heating and ventilation systems or security systems, is
typically controlled by vendor-supplied computer microprocessors (chips)
as well as computer code contained on the chips.  Unless management has
ensured that the chips and the code are Y2K compliant, basic functions
affecting public health and safety could be at risk.

Contingency Planning  As the Year 2000 approaches, it is prudent to
anticipate that systems may fail and that service disruptions may result.
Therefore, management must develop contingency plans to provide for
continuity for vital business and service functions.
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Audit Scope,
Objective and
Methodology

Public Utility Infrastructure  Providing continuous public utility services
such as electricity, telecommunications and water, depends on the
availability of Y2K compliant computer systems.  Effective leadership and
policy direction must be taken to ensure these vital services continue
without major disruption as the Year 2000 approaches.

Legal Liability  Management must anticipate and assess the risk for legal
liability and potential costs that may result if services to the public are
disrupted because of negligence in addressing Y2K problems.

The Meaning of “Y2K Compliant”  A comprehensive method of assessing
readiness for the Year 2000 must be established to enable management and
the public to understand what is meant when a system is reported as Y2K
compliant.  Those responsible for reporting when a system is Y2K
compliant, should do so in a manner that is consistent with the assess-
ment. 

Our audit examined the actions taken as of October 30, 1998 by the OFT
and selected State agencies to address high priority concerns pertaining to
the Y2K problem.  The objective of our performance audit was to
determine whether the State’s Y2K compliance efforts, as coordinated by
the OFT, will be effective in ensuring that public services and State
operations are not going to be materially interrupted at or before the turn
of the century.  To accomplish our objective, we conducted research in
emerging priority Y2K concerns, interviewed OFT and State agency
officials and sent survey questionnaires to 118 State agencies and other
entities.  To verify the steps State agencies have taken to address the Y2K
problem, we visited the following five State agencies:  the Department of
Taxation and Finance (Tax), the Department of Motor Vehicles (DMV),
the Department of Correctional Services (Corrections), the State Education
Department (SED) and the Division of Parole (Parole). We selected these
organizations after considering the significance of their systems (i.e., on
the OFT’s lists of critical systems), the results of our prior audit and the
work of other auditors. 

We conducted our audit in accordance with generally accepted government
auditing standards.  Such standards require that we plan and perform our
audit to adequately assess those operations of the agencies which we
include in our audit scope.  Further, these standards require that we
understand the agencies’ systems of internal control and their compliance
with those laws, rules and regulations that are relevant to the operations
which we include in our audit scope.  An audit includes examining, on a
test basis, evidence supporting transactions recorded in the accounting and
operating records and applying such other auditing procedures as we
consider necessary in the circumstances.  An audit also includes assessing
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Response of OFT
and Agency
Officials

the estimates, judgments and decisions made by management.  We believe
that our audit provides a reasonable basis for our findings, conclusions
and recommendations.

We use a risk-based approach when selecting activities to be audited.
This approach focuses our audit efforts on those operations that we have
identified through a preliminary survey as having the greatest probability
for needing improvement.  Consequently, by design, finite audit resources
are used to identify where and how improvements can be made.  Thus,
we devote little effort to reviewing operations that may be relatively
efficient or effective.  As a result, our audit reports are prepared on an
“exception basis.”  This report, therefore, highlights those areas needing
improvement and does not address activities that may be functioning
properly.

A draft copy of this report was provided to OFT officials, as well as
officials of the five State agencies we audited, for their review and
comment.  Their comments have been considered in the preparation of this
report and are included as appendices.

Within 90 days after the final release of this report, as required by Section
170 of the Executive Law, the Chairperson of the New York State Office
for Technology and the heads of the Department of Taxation and Finance,
the Department of Motor Vehicles, the Department of Correctional
Services, the State Education Department and the Division of Parole shall
report to the Governor, the State Comptroller, and the leaders of the
Legislature and fiscal committees, advising what steps were taken to
implement the recommendations contained herein, and where recommenda-
tions were not implemented, the reasons therefor.
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The Meaning of
“Y2K Compliant”

Areas Requiring OFT Action

In our prior audit report on the State’s Y2K efforts, we noted many of
OFT’s accomplishments to help promote statewide Y2K compliance.  In
Exhibit A of this report we summarize the more significant OFT
accomplishments for the period April 1996 through September 1998.
Much has been done, however, additional OFT effort will be needed to
effectively address emerging priority concerns.

 

Using status information provided by agencies, OFT reported that, as of
September 30, 1998, 9 of the State’s 45 most critical systems are Y2K
compliant.  In total, OFT reports that the effort on the most critical
systems is 85 percent complete.  In addition, OFT reports that 126 of the
State’s 327 other high priority systems are Y2K compliant, and that work
on the remaining high priority systems is 60 percent complete.

We believe care must be taken when using these statistics to gauge the
State’s Y2K progress for critical and high priority systems.  For example,
the reported percentage of effort completed compares the time expended
on Y2K initiatives to the original estimates of total effort required for
Y2K.  As such, this statistic does not indicate the status of all critical
tasks required to achieve Y2K compliance.  OFT should require agencies
to report revised estimates to complete their work and to identify whether
any critical Y2K steps either have been omitted or are not likely to be
performed.  In addition, OFT does not routinely verify status information
which the agencies provide.  Therefore, there is increased risk that the
statistics on the percentage of Y2K effort may not be as informative and
meaningful in measuring progress.  The OFT should verify agency-
reported Y2K progress on a sample basis to better ensure the accuracy of
the State’s Y2K status information.  

The OFT Internet Home Page provides OFT’s definition of Y2K
compliance as follows: “Compliant is defined as all remediation and tests
under the agency’s control have been completed and the system has been
returned to production.  This may not include compliance with all external
data exchange partners.  Agencies are actively working with their data
exchange partners.”  State agencies and public authorities do not work in
isolation; they must regularly communicate and work cooperatively with
other State, Federal and local partners, as well as private sector organiza-
tions and the public.  We believe that the OFT should require agencies
and public authorities to disclose in their status reports the extent of Y2K
completion on data exchanges for high priority and critical systems so that
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New York State’s
Public Utility
Infrastructure

a more comprehensive assessment of the State’s readiness for the Year
2000 can be made.

We also note that the OFT definition does not mention whether compli-
ance includes the establishment of contingency plans for continuing vital
services or business functions in the event that Y2K corrected high
priority and critical systems fail.  We believe that OFT should address this
topic and that agencies should report Y2K contingency plan completion
accordingly.  In the context of knowing the Y2K readiness of the State’s
high priority and critical applications, it is important to know whether fail-
safe measures have been addressed.

Public utilities provide State agencies and New York’s citizens with vital
services including telecommunications, power and water.  The delivery of
these services is greatly dependent upon the proper functioning of
computer-based systems operated by utility companies.  Therefore, it is
essential that such public utility systems become Y2K compliant in a
timely manner.

In July 1998, the OFT began working with the Public Service Commis-
sion (PSC) and the State Emergency Management Office (SEMO) to
ensure that utilities adequately resolve Y2K problems and formulate
appropriate contingency plans.  The PSC has met with utility companies
that provide electric, gas, telephone, cable television and water services
to assess their Y2K readiness plans and to monitor their progress in
carrying out these plans.  On October 21, 1998, the PSC announced that
public utilities will be required to complete their Y2K readiness programs
by July 1, 1999.  The PSC reports on utilities’ readiness status in terms
of remediation efforts, system testing, contingency planning and overall
schedule management.  OFT officials have reviewed the PSC’s monitoring
of  utilities’ Y2K preparedness and state that they are satisfied the PSC is
taking adequate steps to address this issue.  The OFT has met also with
SEMO officials to ensure local emergency managers have received a copy
of OFT’s Y2K guide, and that county officials include Y2K issues in
formulating county hazard assessments and disaster preparedness plans.
The OFT plans to meet regularly with SEMO to discuss additional plans.

We determined that New York is like other states in the way it monitors
the extent of utilities’ Y2K-readiness:  it relies on the assessment and
oversight activities of the utilities’ regulatory agency.  We recognize the
logic of depending upon the oversight activities of the PSC, but believe
that PSC should verify the data reported by the utilities.  In addition, we
believe that OFT should continue to fully monitor the PSC coordination
of the Y2K readiness of the State’s essential public utilities.  Any
indications of a lack of readiness on the part of public utilities must be
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Assessing Liability

addressed promptly by OFT to ensure the formulation of necessary
strategies to protect the public including plans for implementing emergency
management steps.

The Y2K problem presents the State with a legal, as well as a technical
challenge.  There is a possibility that those injured due to Y2K-related
failures may seek relief through litigation.  Professional accounting and
auditing organizations such as the American Institute of Certified Public
Accountants and the Institute of Internal Auditors state that a risk
assessment of the organization’s legal liability should be made.  Agencies
should therefore be aware of the risks that could arise from system
failures and the liability associated with those risks.

The legal ramifications of the Year 2000 are an open issue in New York
State.  Recently, legislation to limit the State’s Y2K liability through the
principle of sovereign immunity was introduced in the State Legislature.
However, the Legislature has not passed this law and issues surrounding
this limitation of liability remain unresolved.  In addition, neither the OFT
nor the individual agencies we visited have assessed the State’s potential
liabilities related to the Y2K problem.  Of the agencies we visited, only
Parole, had begun to assess its potential exposure due to Y2K issues.

The OFT has taken some steps to anticipate potential Y2K liability issues.
For example, the OFT worked with the New York State Attorney
General’s Office to draft Year 2000 immunity legislation.  The OFT and
the Attorney General’s Office also collaborated to provide agencies with
guidance about developing contract warranty language and about creating
strong documentation as evidence of their efforts at Y2K compliance.
However, OFT has not provided guidance to agencies regarding assessing
potential liabilities.

Agencies need to know the dimensions of their potential legal liability so
they can act now to mitigate that liability to the fullest extent possible.
Since the OFT should be aware of the State’s exposure from Y2K-related
problems, it should also monitor agency progress on this issue and have
information on the scope of this risk statewide.
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Recommendations 

Office for Technology

1. Require agencies to identify in their status reporting whether any
critical Y2K steps have been omitted or are not likely to be
performed, and report any revised estimates to complete their
Y2K work.

2. On a sample basis, verify the accuracy of agency reported Y2K
completion information for high priority and critical systems.  

3. Require agencies to report whether and to what extent data
exchanges have been made Y2K ready for high priority and
critical systems that are otherwise defined as completed.

4. Require agencies to report whether and to what extent
contingency plans have been prepared for high priority and
critical systems.

5. Continue to monitor PSC efforts to oversee the Y2K compliance
activities and status of public utilities.  Be prepared to work in
conjunction with the Governor, PSC and SEMO to promptly
formulate necessary strategies to protect the public should there
be indications of the lack of Y2K readiness on the part of public
utilities.

6. Provide guidance to agencies on assessments of potential legal
liabilities that may arise from the result of Y2K failure of high
priority and critical systems, and monitor agencies activities in
these regards.

(OFT officials did not specifically respond to recommendations
number 1 through number 6.  Officials maintain that OFT’s role
is to facilitate and to coordinate the State’s Year 2000 compliance
efforts.  They view our recommendations as inappropriately
expanding OFT’s role to include audit functions.)

Auditors’ Comments: We believe that our recommendations
pertain to management and not to audit responsibilities for
achieving Y2K compliance.  We do, however, recognize that our
recommendations require that OFT take a more control oriented
approach to certain high priority aspects of the State’s Y2K
efforts.
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Testing Remediated
Systems

Agencies’ Progress in Achieving Year 2000 
Compliance

As a result of our site visits and our review of survey responses we
received from 80 agencies, we made the following general conclusions:
some State agencies do not adequately control the critical process of
testing remediated systems; most agencies are in the early stages of
addressing potential problems related to data exchanges and embedded
systems; and none of the agencies has completed substantive work on
contingency planning.  State agencies, with appropriate guidance from the
OFT, must increase their focus on resolving these issues.

The Year 2000 problem is pervasive, potentially affecting an organiza-
tion’s system and applications software, hardware, databases and external
interfaces.  As described by the Gartner Group, testing of remediated
systems is often the largest single component of an organization’s Y2K
project.  Testing is an essential process to determine if systems will
produce the correct results, work properly with other systems and not
jeopardize an organization’s ability to perform critical tasks.  It is
imperative that testing be conducted with appropriate internal controls.
For example, the testing process should include the following control
elements:  a test plan and schedule; procedures for designing and
documenting tests; and evidence that tests have been executed properly and
that results have been evaluated.  An effective system of internal control
promotes the integrity of the testing process and enhances management’s
assurance that remediated systems work reliably.

In reviewing questionnaire responses, we found that 28 of 80 (35 percent)
respondents answered our survey questions related to the status, or
progress made, in testing their high priority systems.  Because we
received so few responses on this topic, we cannot report on the status of
testing remediated systems statewide.  We recommend that OFT follow up
with agencies to provide further guidance and to obtain explanations about
the progress and problems associated with the testing phase of their Y2K
projects.

Response of OFT Officials to Audit: OFT officials responded that they
provided training for testing methodologies for mainframe applications,
personal computers and embedded systems.
  
We evaluated testing at the five agencies we visited and we concluded that
controls over this process should be improved to ensure that adequate
testing is performed timely.  At these agencies, we found a wide range in
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the adequacy of controls over testing, from effective controls at Tax to a
general lack of controls over testing at Corrections.  Tax has established
a system of controls for its Y2K testing that should result in testing that
is properly planned, conducted and reported on.  It has made significant
progress in testing its remediated systems and should meet its objective of
completing tests for its priority systems by the end of calendar year 1998
if efforts continue to be managed effectively. 

Parole has established an adequate infrastructure for remediating its
computer systems for Y2K compliance.  If current progress and
monitoring is maintained, the Division should complete testing of its
priority systems by early 1999.  However, we did find that Parole should
improve its controls over the testing of remediated systems.  For example,
there was no documentation to show the design and scheduling of tests for
the two programs we selected, nor were there any records detailing the
results of testing for the on-line systems we reviewed.  

Since our prior audit, DMV has made significant progress in addressing
Y2K compliance, having created a Year 2000 Office, developed project
plans and contracted with a consultant to assist in its efforts.  While DMV
has established controls over the testing process, we found that documen-
tation of some testing efforts did not always demonstrate that required
procedures had been followed.  For example, we could not identify any
substantive evidence of testing work performed by the Department’s
Quality Assurance Team on either of the applications we reviewed. 

SED has developed a plan to guide its testing of remediated systems and
has established a testing team to lead this effort.  However, SED had not
begun wide-scale testing as of September 1998 because its remediation
efforts were still incomplete at that time.  We are concerned that SED has
not allowed itself enough time to complete systems remediation and
testing, as well as to resolve any additional challenges which may arise
after testing.  Therefore, we recommend that SED establish deadlines for
the completion of testing on high priority and critical systems and
construct a schedule, including necessary resources, to complete testing by
the deadlines.

Corrections had not established the internal controls necessary to
adequately evaluate the testing of remediated systems.  In addition, we
determined that Corrections has not developed a formal plan for
completing the Y2K project.  Therefore, we were unable to compare
project milestones to actual progress and assess the reasonableness of
Department estimates that it will complete its Y2K project in a timely
manner.  We believe that the weaknesses in Corrections testing controls
and the overall lack of formal planning and documentation for its Y2K
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Data Exchanges

project warrants that the OFT follow up with Corrections to more fully
assess the status of this Y2K project and to determine whether any
additional actions are needed to ensure the timely, successful completion
of the project.

The OFT does not require agencies to report specifically on the status of
their overall testing efforts, or on the progress of testing for each of their
major systems.  OFT officials told us they consider each agency to be in
the testing phase when the agency reports having expended over 50
percent of its planned Y2K project efforts.  However, the fact that an
agency has used 50 percent or more of the time it budgeted for its Y2K
project does not necessarily mean it has completed 50 percent of the
activities needed to achieve compliance or that testing has been engaged.
For example, the OFT status data, as of October 1998, indicates that
SED’s State Aid and Professional Licensing Systems are, respectively, 64
and 75 percent complete.  Both systems are regarded as among those
critical systems which must be made Y2K compliant.  However, as of
September 6, 1998, SED was still completing its remediation on these
high priority systems and testing had not yet been started.

We believe it is essential that the OFT require agencies to report on their
progress in testing systems, especially critical systems.  The OFT should
also validate the actual status of testing, based on risk factors that consider
the critical nature of the system involved and/or the effectiveness of
controls over testing at the agency in question.  OFT officials told us they
plan to hire a consultant to perform independent validation and verification
(IVV) of code remediation and testing efforts for the State’s most critical
systems.  The Risk Assessment Team, which the OFT established in
March 1998 (See Exhibit A) should also expand the scope of its reviews
of Y2K projects for the State’s most critical systems if an agency’s
controls over the testing process are inadequate.  We believe validation
efforts and vigorous risk assessment reviews are necessary to obtain
adequate assurance that critical systems have been adequately tested in
time to avoid system failure.

Response of OFT Officials to Audit: OFT established standards for
reporting compliance progress for all project steps, including testing.  In
addition, OFT officials advised us that the procurement process for the
IVV began on March 29, 1999.

State agencies regularly exchange information internally, between systems,
and with other organizations.  If incoming data is not in the proper
format, or if it contains errors resulting from Year 2000 difficulties, the
exchange process can break down or otherwise cause the receiving system
to produce errors or fail.  Such data received from external parties is
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outside an agency’s control, but it can significantly impact the agency’s
ability to transact business.  As part of their Y2K efforts, State organiza-
tions must take the following preventive measures:  identify all data
exchanges; work with data suppliers to ensure data received is in a
compatible century-compliant format and is free of errors; and test to
ensure data will work properly with remediated systems.

The OFT has worked with the Federal government to identify data
exchanges between the two levels of government and began, in October
1997, to require agencies to identify and report on high priority data
exchanges.  In addition, the OFT issued a memorandum in June 1998 to
State agency officials advising them to document their inquiries to data
suppliers and providing them with instructions for responding to requests
about the information agencies supply to other parties.

Among the agencies we visited, we found that most were in the process
of establishing inventories of data exchanges.  Tax has made significant
progress in identifying, coordinating and testing data exchanges with two
of its major business partners:  Fleet Bank (Fleet) and Chase Manhattan
Bank (Chase).  Tax contracts with Fleet to process New York State
personal income tax returns, and with Chase to collect and process State
withholding taxes.  Tax is completing its identification of data exchanges
with other parties and is implementing a tracking system to monitor
progress in this task.  Parole has also made substantial progress in
identifying its data exchange partners, and has taken steps to coordinate
with those parties, and monitor progress toward ensuring that data
received is reliable and compatible with Parole’s systems.  SED and DMV
are in the initial stages of addressing data exchanges.  At Corrections, we
found that the agency has begun to work in this area, but that it has done
so without compiling agency-wide inventories of data exchanges.  We
believe it is essential that management must first identify all such data
exchanges in order to coordinate with all exchange partners and to monitor
progress in ensuring data compatibility.  

Our survey results were corroborated by observations during our site
visits.  Slightly more than half of the 80 agencies responding to our
survey reported that they had completed an inventory of data exchanges
and had begun coordinating with their data exchange partners.  Twenty six
(33 percent) of those agencies reported having developed a testing
methodology to evaluate those exchanges, and 12 agencies (15 percent)
reported having implemented such a methodology. 

As a result of our discussions with agency officials, we concluded that a
lack of progress on data exchanges resulted from a need to set priorities.
Agency officials believe they must plan and execute remediation work on



13

Embedded Systems

internal systems before they investigate and resolve issues arising from
contacts with external systems.  Nonetheless, data exchanges pose a
significant Y2K risk to the State, particularly for those organizations that
rely heavily on sharing data with other entities.  Therefore, addressing this
issue must become a statewide priority.  We recommend that the OFT
focus additional attention on monitoring agency actions to make data
exchanges Y2K compliant.

Response of OFT Officials to Audit: OFT officials responded that
agencies have now completed inventories of data exchanges for the State’s
“Top 40" Priority Systems and for High Priority Systems.  They also
responded that as of December 1998, 24 percent of the 748 data
exchanges for the Priority Systems and 36 percent of the 187 data
exchanges for High Priority Systems are compliant.  They added that if
data exchange partners have not completed compliance efforts and
adequate testing has not been completed, State agencies will be required
to institute risk mitigation efforts.

Auditors’ Comment: Continued monitoring and oversight of this high
priority concern is warranted.

Equipment which provides vital support services, ranging from building
heating and ventilation to building access security, is typically controlled
by vendor-supplied computer microprocessors (chips) as well as computer
code contained on the chips.  An agency usually has only limited ability
to reprogram or test systems run by such embedded chips.  However,
since basic functions affecting public health and safety could be at risk,
management must determine whether or not the chips and the code are
Y2K compliant.

There are four basic project phases related to assessing the continued
reliability of equipment and devices which depend on embedded systems:
taking an inventory of existing systems; investigating the systems for Y2K
compliance; developing a strategy for systems’ remediation; and testing to
determine if remediated systems work correctly.  The OFT and agency
Y2K Project Managers determined that each agency should designate an
Embedded Systems Manager to oversee the implementation of these
project phases.  In addition, the OFT provided a checklist to assist State
agencies in developing their inventories and established an Embedded
Systems Workgroup in January 1998 to facilitate agency efforts.  In
March 1998, the OFT provided training to Embedded Systems Managers
in assessing embedded systems and in determining which systems would
require testing.  In June 1998, the OFT told State agency officials that
they were expected to have identified all priority embedded systems by
September 30, 1998.
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The results of both our survey and our site visits indicate that most State
entities remain in the early stages of examining their embedded systems
and have not met the OFT’s deadline for identifying all priority systems.
Thirty-two (40 percent) of the 80 agencies responding to our survey said
they had completed an inventory of their embedded systems, and 29 (36
percent) said they had developed a plan to investigate those systems.  The
OFT reports some improvement in the number of agencies that have
compiled inventories of their priority systems as of the end of our
fieldwork.  OFT stated that, as of October 30, 1998, 52 agencies had
provided the OFT with lists of priority embedded systems.  The OFT does
not require agencies to provide plans or schedules for addressing the Y2K
compliance of their embedded systems.

We found that SED, Parole and DMV were in the process of establishing
inventories of embedded systems; SED has begun to coordinate with some
vendors.  Tax had also just begun to address embedded systems, and had
retained a consultant to assist in that work.  Our concerns about
Corrections approach to ensuring the compliance of embedded systems are
consistent with our overall concerns that the agency’s system of internal
control is inadequate to provide assurance that compliance will be
achieved.

As with data exchanges, we found that agencies’ lack of progress to date
in addressing Y2K compliance in embedded systems resulted from
priority-setting at the agency level.  Nonetheless, problems with embedded
systems, such as telecommunications devices, and fire detection equip-
ment, can pose a serious threat to an agency’s ability to function at all,
much less perform its mission critical tasks.  For example, security
surveillance devices, badge readers, parking lot gates and prison cell
doors, may shut down if embedded systems cannot read the millennium
date.  We believe State organizations need to complete their investigation
of embedded systems as soon as possible, and to coordinate with vendors
to ensure that systems critical to agency operations are adequately tested
and remediated as necessary.  We recommend that OFT focus additional
attention on agency efforts to bring embedded systems into Y2K
compliance.

Response of OFT Officials to Audit: OFT officials responded that all
agencies have completed inventories of embedded systems as of October
1998.  They further indicated that 64 percent of assessments have been
completed for the 714 priority embedded systems as of December 1998.
OFT officials also responded that estimates show that only one in fifteen
automated equipment items with embedded systems depend on a date/time
function.  They added that validating embedded systems can be accom-
plished by either testing or through vendor compliance statements.
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Contingency
Planning

According to OFT, agencies have identified replacement costs for priority
embedded systems and are proceeding with remediation/replacement
efforts; contingency plans for priority embedded systems are required by
the second quarter of 1999.

Auditors’ Comment: Continued monitoring and oversight of this high
priority concern is warranted.

Contingency planning is an important management task necessary to
ensure the continued operation of an organization’s critical services or
business processes.  Because of the magnitude of Year 2000 projects, and
the potential for unforeseen risks and system failures, the need for
contingency planning takes on added significance.

In June 1998, the OFT asked State agencies to develop a list of all
systems and equipment at risk of not being brought into compliance in a
timely manner.  In July 1998, the OFT requested that agencies develop a
high-level contingency plan for items on that list and for any high priority
systems that were either behind schedule, or were not scheduled to be
completed until 1999.  Detailed contingency plans are due in early 1999.
However, none of the 80 agencies responding to our survey could provide
us with substantive indication of contingency planning efforts, and most
of the agencies we visited have not made significant efforts to develop
contingency plans.  In fact, officials at several of these agencies told us
they did not intend to develop contingency plans.  They stated that they
believed that their Y2K projects were making progress and that they had
ample time to handle contingencies should the need arise.

Of the five agencies we visited, only SED has developed a high-level
contingency plan.  DMV and Parole have not yet developed such plans,
and Corrections and Tax officials indicate that they do not plan to develop
a formal contingency plan for system failures.  Corrections plans to use
calendar year 1999 to identify and resolve any problems which may occur.
Tax officials believe that their priority systems will be remediated before
the Year 2000, and it would not be cost effective to complete a plan for
only those lower priority systems which may be at risk.  

Because of the potential for computer systems to fail as soon as they begin
to encounter transactions with Year 2000 dates, we believe contingency
and business continuity planning is an important management task which
needs to be addressed immediately.  The lack of such planning to date has
resulted in a lost opportunity for the State to lower its overall Y2K risk
from the failure of critical government operations as we approach the next
century.  Without such plans, agencies may not have enough time to
prepare adequate alternatives for delivering services when failures occur.
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Recommendations

Office for Technology

7. Follow up with agencies to obtain explanations about the progress
and problems associated with the testing phase of their Y2K
projects.

8. Follow up on the Y2K project of the Department of Correctional
Services to determine if any additional actions are needed because
of the lack of a formal Y2K plan and the weaknesses in internal
control procedures for testing remediated systems.

(OFT officials did not specifically respond to recommendation
number 7 or number 8.  The reasons for this as well as our
comments in reply are essentially the same as those provided on
page 8 of this report after recommendation number 6.)  

9. Require agencies to report to OFT on the status of their Y2K
testing progress for critical and high priority systems.

(OFT officials indicated that they have established standards for
reporting compliance progress for all project steps, including
testing.)

10. Provide for the independent validation or verification of the status
of agency Y2K testing based upon risk factors that consider the
importance of the systems and the effectiveness of established
testing controls.

(OFT officials indicated that independent validation and
verification will be done for “Top 40” Priority Systems.)

Response of OFT Officials to Audit: OFT officials stated that agencies
will test and finalize contingency plans by the second quarter of 1999.
OFT and SEMO plan to coordinate agency contingency planning exercises
in the third quarter of 1999.  Plans will be on-site at the State’s Emer-
gency Operations Center in the fourth quarter of 1999.

Auditors’ Comment: Continued monitoring and oversight of this high
priority concern is warranted.
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Recommendations (Continued)

11. Focus additional attention and emphasis on monitoring agency
actions to establish Y2K contingency plans and to make data
exchanges and embedded systems Y2K compliant.

(OFT officials outlined a number of steps focusing attention and
emphasis on data exchanges and embedded systems.)

Department of Taxation and Finance

12. Expedite efforts to make data exchanges and embedded systems
Y2K compliant.

13. Develop OFT required high-level contingency plans and establish
business continuity plans for important business and service
functions that may be at risk should systems experience Y2K
failures.

(Department of Taxation and Finance officials agree with
recommendations number 12 and number 13.)

Department of Motor Vehicles

14. Document the results of Y2K testing activities performed by the
Quality Assurance Unit.

15. Expedite efforts to make data exchanges and embedded systems
Y2K compliant.

16. Develop OFT required high-level contingency plans and establish
business continuity plans for important business and service
functions that may be at risk should systems experience Y2K
failures.

(Department of Motor Vehicles officials agree with
recommendations number 14 through number 16.)

State Education Department

17. Establish deadlines for completing testing on high priority and
critical systems.  Construct a schedule and identify and provide
necessary resources for completing testing by the deadlines.
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Recommendations (Continued)

18. Expedite efforts to make data exchanges and embedded systems
Y2K compliant.

19. Establish contingency plans for important business and service
functions that may be at risk should systems experience Y2K
failures.

(State Education Department officials agree with
recommendations number 17 through number 19.)

Division of Parole

20. Document the design, scheduling and results of Y2K tests.

21. Expedite efforts to make data exchanges and embedded systems
Y2K compliant.

22. Develop OFT required high-level contingency plans and establish
business continuity plans for important business and service
functions that may be at risk should systems experience Y2K
failures.

(Division of Parole officials agree with recommendations number
20 through number 22.)

Department of Correctional Services

23. Work with OFT to determine whether any additional actions are
needed to complete the Department’s Y2K project in a timely and
effective manner.
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Recommendations (Continued)

24. Establish internal controls for aspects of the Y2K project
concerning testing, data exchanges, embedded systems and
contingency planning.

(Department of Correctional Services officials, while agreeing to
continue to work with OFT, do not specifically address
recommendation number 23.  Officials disagree with aspects of
recommendation number 24, particularly as it relates to controls
over testing.  Officials believe that their extensive use of
standardized, reusable program modules, coupled with the
experience of their journeyman programmers ensures a reliable
testing methodology.  The officials add that remediation of
external data exchanges is complete and work on embedded
systems and contingency plans continues.)

Auditors’ Comments: We agree that use of standardized program
modules assists in testing the remediation of Y2K code.
However, during our visit to Correctional Services, officials
could not provide us with plans, procedures and schedules
supporting their testing methodology.  We continue to believe that
such items are necessary to assure management that systems are
going to be Y2K compliant.



Exhibit A

Significant OFT Actions in Preparing for Y2K: April 1996 - Septem-
ber 1998
! Establishing a statewide Steering Committee to address the Y2K

problem and coordinate project activities (April 1996)

! Creating platform-based workgroups (June 1996) for sharing ideas,
strategies and solutions for organizations with similar computing
technologies

! Conducting a statewide risk assessment (September 1996) and
identifying the State’s top priority systems for achieving Y2K
compliance (December 1996)

! Initiating quarterly status reporting for the State’s top priority
systems (April 1997) and other high priority applications (Septem-
ber 1997); instituting quarterly status meetings with executives,
directors of information technology and Y2K project managers to
discuss project progress (February 1998)

! Working with other State organizations to solve staffing issues
related to the Y2K problem (April 1997)

! Working to develop centralized funding to allocate to agencies that
maintain the State’s critical and other high priority systems
(January - June 1998)

! Establishing risk assessment teams comprising internal auditors
from various agencies to assist in identifying and mitigating risk
(March 1998)

! Raising local awareness by publishing a local government guide on
solving the Y2K problem (April 1998) and co-hosting a Y2K
teleconference with the Office of the Sate Comptroller that was
broadcast to officials from local government, schools and fires
districts at over 40 sites statewide (September 1998)

! Providing training on contingency planning to Y2K project
managers (May 1998) and requiring agencies to identify high risk
systems that may require contingency planning, and instructing
them to develop the contingency plans in the first quarter of 1999
(June 1998)

! Expanding State agencies’ quarterly reporting requirements to
include the status of priority embedded systems (June 1998)

! Working with the New York State Department of Public Service
and the State Emergency Management Office to assess utility
preparedness and emergency response planning (July 1998)
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*
Note

* See State Comptrollers’s Note, Appendix B-4
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* State Comptroller’s Note
Certain matters addressed in the draft report were revised or deleted in the
final report.  Therefore, some agency comments included in Appendix B
may relate to matters no longer contained in this report.
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