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Scope of Audit

Audit Observations
and Conclusions

Executive Summary

State University of New York
Controls Over Telephone Systems at Selected
Campuses

The  State University of New York (SUNY) consists of 29 State-operated
campuses, five State-funded colleges at Cornell and Alfred, and a System
Administration.  System Administration provides direction and leadership for
the SUNY system.  Each campus manages all aspects of campus operations.

Each campus operates and manages its own telephone system.  A campus
may own a private branch exchange (PBX) or lease a system from a public
telephone company.  Currently, 22 campuses own a PBX.  A PBX makes the
campus a miniature telephone company with the ability to add and delete
telephone stations, select calling options and account for calls.   The
telecommunications departments on the campuses supply telephone services
for the campuses, and are responsible for monitoring system use and seeking
monetary recoveries, where appropriate, for personal and non-State calls.  The
State Comptroller’s accounting records show that SUNY spends about $20
million annually on campus-wide telephone costs.

Our audit addressed the following questions relating to controls over PBX
systems at selected campuses:

! Has SUNY established adequate controls over access and use of the
PBX systems?

! Are reasonable efforts made to recover costs for personal and
non-State telephone usage?

We visited the telecommunications departments of 8 of the 22 SUNY
campuses that own PBX systems to determine the extent to which the
campuses have implemented an internal control system over their PBX
systems.   We found there are varying degrees of control in place among the
campuses visited.  Many of the campuses we visited do not have adequate
internal controls in place, and each needs to improve its collection efforts
relating to personal and non-State calls.

For example, four campuses do not have an adequate inventory of telephone
extensions, and five campuses do not monitor telephone use records on a
periodic basis to detect patterns of abuse.  Four campuses do not limit access
to their PBX systems from outside lines to prevent unauthorized access.



Response of SUNY
Officials to Audit

During a three-month period, one campus was billed $875 for 1,109 calls for
which the campus could not identify the source.  Some campuses do not
block toll calls made to certain area codes, even though such calls are a
potential source of abuse.  Our report contains additional examples of the
need to improve controls over the PBX systems.  In addition, the report
contains an exhibit summarizing the status of controls for each of the eight
campuses visited.  (see pp. 3-6 and Exhibit A)

Seven of the eight campuses we visited have a system for identifying
non-State and personal calls.  However, these systems vary in their effective-
ness.  Some campuses use specific control codes to identify personal calls;
other  campuses rely on the honor system to identify personal calls.  The
eighth campus has no system to identify personal or non-State calls and makes
no effort to recover the cost of these calls.  We found that in most cases the
telecommunications departments are doing their part in providing the billing
information to each department and administrative entity; however, some
campuses choose not to enforce collection.  We found that whether or not a
campus seeks reimbursement for personal phone calls depends on the attitude
of its upper management.   One campus provided us with documentation to
support payment of 526 of the 528 calls that we identified as personal in
nature.  However, these calls were not paid for until after we sent our request
for an explanation of the calls.  One individual made 24 calls to China during
the three-month review period.  These were personal calls that the individual
had not paid for prior to our audit.  After our visit to the campus, the
individual submitted a check for $1,100 to cover the cost of his calls.  (see
pp. 6-9)

We believe there is a need for more involvement by System Administration
in ensuring campuses have adequate safeguards over their telephone systems.
Our report includes recommendations to improve controls over campus
telephone  systems, including the collection of payments for personal and
non-State calls.

SUNY officials at certain campuses concur with our recommendations and are
taking steps to implement them.  Officials at other campuses believe their current
control systems are adequate.  SUNY System Administration officials state that
it is the responsibility of each campus to establish adequate controls.
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Background

Audit Scope,
Objectives and
Methodology

Introduction

The  State University of New York (SUNY) consists of 29 State-operated
campuses, five State-funded colleges at Cornell and Alfred, and a System
Administration.  A 16-member Board of Trustees sets SUNY policy, and
System  Administration provides direction and leadership for the SUNY
system.  Each campus manages all aspects of campus operations.

Campuses of the SUNY system each operate and manage their own telephone
systems.  Campuses may own their own telephone system, called a private
branch exchange (PBX), or lease a system from a public telephone company.
Currently, 22 campuses own PBXs.  A PBX makes the campus a miniature
telephone company with the ability to add and delete telephone stations, select
calling options and account for calls.

The telecommunications departments on SUNY campuses supply telephone
services for the campuses, and are responsible for monitoring system use and
seeking monetary recoveries from faculty, staff, students and administrators,
as  appropriate, for personal calls.  The telephone system is also used by
non-State entities on campus, such as the Research Foundation.  The
telecommunications departments are responsible for recovering the cost of all
services provided to such entities.

The State Comptroller’s accounting records show that SUNY spends about
$20 million annually on campus-wide telephone costs.  These costs include
system costs, personnel costs and telephone usage costs.  Five of the eight
campuses we visited during our audit spent about $475,000 on long distance
telephone calls during a three-month period.

We audited the internal controls that SUNY System Administration and the
campuses maintain over the campus PBX systems for the period April 1,
1993 through August 31, 1995.  The objectives of our performance audit
were to determine whether SUNY has established adequate controls over
access and use of the PBX systems and to determine whether reasonable
efforts are being made to recover costs for personal and non-State phone
usage.  To accomplish these objectives, we visited the telecommunications
departments at eight campuses: Albany, Brooklyn, Cobleskill, New Paltz,
Plattsburgh, Purchase, Stony Brook and Utica.  At each location we reviewed
control procedures, interviewed management staff, and examined and tested
relevant transactions and records.  Our audit did not include a review of
student billings.
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Response of SUNY
Officials to Audit

We conducted our audit in accordance with generally accepted government
auditing standards.  Such standards require that we plan and perform our
audit to adequately assess those operations of SUNY which are included
within our audit scope.  Further, these standards require that we understand
SUNY's internal control structure and its compliance with those laws, rules
and regulations that are relevant to SUNY's operations which are included in
our audit scope.  An audit includes examining, on a test basis, evidence
supporting transactions recorded in the accounting and operating records and
applying such other auditing procedures as we consider necessary in the
circumstances.  An audit also includes assessing the estimates, judgments, and
decisions made by management.  We believe that our audit provides  a
reasonable basis for our findings, conclusions, and recommendations.

We use a risk-based approach to select activities to be audited.  This
approach focuses our audit efforts on those operations that have been
identified through a preliminary survey as having the greatest probability for
needing improvement.  Consequently, by design, finite audit resources are
used to identify where and how improvements can be made.  Thus, little audit
effort is devoted to reviewing operations that may be relatively efficient and
effective.  As a result, our audit reports are prepared on an “exception basis.”
This report, therefore, highlights those areas needing improvement and does
not address activities that may be functioning properly.

A draft copy of this report was provided to SUNY officials for their review
and comment.  Their comments have been considered in preparing this report
and are included as Appendix B.

Within 90 days after final release of this report, as required by Section 170
of the Executive Law, the Chancellor of the State University of New York
shall report to the Governor, the State Comptroller, and the leaders of the
Legislature and fiscal committees, advising what steps were taken to
implement the recommendations contained herein, and where recommenda-
tions were not implemented, the reasons therefor.
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Adequacy of
Internal Controls

Controls Over Telephone Systems

An effective system of internal control provides reasonable assurance that all
assets are safeguarded against waste, loss, unauthorized use and misappropria-
tion.  Division of the Budget (DOB) guidelines require that State-furnished
telephone equipment and services be used solely for the performance of
official State business, except in an emergency.  In addition, Volume XI,
Section 7.0300 of the New York State Accounting System User Procedure
Manual requires that agencies collect the amount of all toll charges for all
personal long distance telephone calls.  We found that many of the campuses
we visited have weak internal controls and that reimbursement is not made for
many of the personal calls.

SUNY System Administration and the campuses are responsible for designing
and implementing adequate controls over their telecom-munications systems
to ensure compliance with State regulations governing telephone use and to
ensure there is no unauthorized use of the systems.  These controls should
include:

! Establishing documented policies and procedures which instruct staff
members concerning management’s requirements, and provide
management with a framework to formally assess internal controls;

! Maintaining adequate telephone extension inventory records to ensure
that all calls can be accounted for and that the campus is not paying
for equipment that it does not own;

! Monitoring telephone activity for misuse or fraud, including limiting
or blocking calls to high risk area codes, such as the 809 area code
(Caribbean), as statistics show that 50 percent of all toll call fraud is
associated with calls to the Caribbean;

! Limiting access from outside lines, to reduce the risk that outsiders
could fraudulently engage campus systems or that employees could
use the systems for unauthorized toll calls; and

! Ensuring that payment is received for all non-State and personal calls.

We visited eight campus telecommunications departments to determine the
extent to which campuses have implemented an internal control system.  At
these campuses we determined if internal controls were adequate to ensure
that the administration and academic departments collect the charges for
personal long distance calls, as well as telephone charges incurred by
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non-State users of the phone system.  We found there are varying degrees of
control in place among the campuses visited.  We are particularly concerned
with the weak controls over outside access to the PBX systems and the level
of collections made for non-State and personal calls.  (Exhibit A summarizes
the status of controls for each of the eight campuses we visited.)

Some observations made at the eight campuses include:

! Three campuses have not established adequate written policies and
procedures governing telephone use.  In responding to our audit
report, two campuses, New Paltz and Utica, disagree and state they
have written procedures.  However, these procedures are not adequate
as they are only brief statements regarding personal and business calls
and do not address issues such as instructions for reimbursement of
calls, processing of payments and responsibility for telephone
equipment.  We found that two other campuses do not periodically
distribute their procedures to all phone users.  Without adequate
written policies and procedures and proper distribution of such,
employees may not be aware of their responsibility to pay for personal
phone use.

! Four campuses do not have an adequate inventory of telephone
extensions.  The campuses at Utica, Purchase, Stony Brook and
Brooklyn, state they have inventories of extensions.  However, we
found that none of these campuses had performed verifications to
determine if the records were reliable.  For example, Brooklyn began
an inventory in January 1995, but many of the departments have not
verified their inventory records.  In addition, at Brooklyn, we found
calls were charged to extensions which were not on inventory records.

! Five campuses do not periodically monitor telephone use records for
patterns of abuse and excessive calls.  In responding to our audit
report, two campuses, Purchase and Albany, agree with this observa-
tion; two campuses, Utica and Cobleskill, disagree, and the fifth
campus, New Paltz, does not address the issue.  The two campuses
that disagree state that their monitoring consists of sending monthly
statements to departments to determine if there are any inappropriate
calls.  However, this approach is not sufficient as it does not provide
a means for identifying unusual calling patterns.  For example,
telecommunications experts suggest using specific criteria to monitor
phone use such as identifying long duration, weekend, late-night and
809 area code calls.  Other SUNY campuses are using these criteria
to produce reports for use in monitoring telephone use.

! Five campuses do not block calls to the “high-risk” 809 area code,
and one of these campuses has no restrictions over calls to 900 area
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codes.  We found three calls made to 900 numbers that a campus
paid for, including one to a CHAT line.  Three of these campuses,
New Paltz, Purchase and Utica agree.  The campus at Stony Brook
states that it has compensating controls and the campus at Albany
states that blocking calls is not warranted.  Telephone experts suggest
blocking calls to high risk area codes as a great deal of telephone
fraud involves these codes.  This type of control is much more
effective as it prevents problems from occurring rather than identify-
ing problems only after they have occurred.

! Some campuses have assigned personal identification numbers to each
faculty and staff.  This establishes accountability for long distance
calls.  Other campuses allow open access to the faculty and staff
phones.  These campuses have decided that convenience and easy
accessibility outweigh the risks of not using personal identification
numbers.

! Four campuses do not limit access to their PBX systems from outside
lines.  Two of these campuses, Cobleskill and Purchase state they
have adequate restrictions.  The campus at Albany states that this
level of restriction is not necessary and the campus at Brooklyn does
not address the issue.  All of these campuses allow their telephone
vendor access to their system via a switch which is left open 24 hours
a day.  We believe that keeping this switch open creates an unneces-
sary risk as it is possible to gain access through this switch.  Other
campuses, such as Plattsburgh, keep the switch closed unless they
determine that the vendor needs access.  They believe that keeping the
switch open creates a weak link in their system.

Without adequately safeguarding the remote access units, there is
increased risk that someone can gain unauthorized access to the
telephone system.  For example, during the three-month period we
examined, we found that one campus was billed $875 for 1,109 calls
for which the campus could not identify the source.

! One campus that allows collect calls is unable to identify their
purpose, be it business, personal or non-State related.  For example,
the campus accepted and paid for four calls from the 809 area code.
Officials could not identify who accepted the calls, as the extension
was in a public area.

! One campus has not collected for telephone usage from non-State and
personal calls.  Other campuses have collected for only a portion of
these types of calls.
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Personal Phone
Usage

These conditions indicate that, to varying degrees, the campuses have not
established adequate internal controls over their telephone systems.  We
believe the weaknesses that we identified may exist at other SUNY campuses
as well.  Furthermore, we believe that the inconsistencies in the levels of
control exist in part because SUNY System Administration has not provided
necessary direction to the campuses.

SUNY System Administration is viewed as a control point in the SUNY
system, providing oversight and a wide range of functions.  In its oversight
capacity, SUNY System Administration offers guidance and assistance to
various campus-based offices with similar functions.  SUNY has developed
a number of detailed procedures to assist the campuses in performing the
various functions.  However, we found that SUNY System Administration, in
contrast to other operations, has not established any guidelines, policies or
procedures to assist campuses in the administration of their telephone systems.
Each campus has established its own control system and is responsible for
monitoring telephone activity.  In comparison, the Office of General Services
(OGS), which is responsible for telecommunications in most State agencies,
monitors telephone activity for State agencies on a daily basis.

Agencies are responsible for collecting payment for all non-State and personal
calls.  Seven of the eight campuses we visited have a system for identifying
non-State and personal calls.  However, these systems vary, as some
campuses utilize specific control codes to identify personal calls; other
campuses rely on the honor system to identify personal calls.  The eighth
campus has no system to identify personal or non-State calls and makes no
effort to collect payment for these calls.

Whether or not a campus seeks reimbursement for personal telephone calls
depends on the attitude of its upper management.  We found that in most
cases the telecommunications departments are doing their part in providing
the billing information to each department and administrative entity.
However, some campuses are not enforcing the New York State Accounting
System User Procedure Manual requirement to collect for all personal long
distance telephone calls.  This, coupled with SUNY System Administration’s
lack of oversight and guidance on payment for personal calls by faculty and
staff, increases the chance that the State is paying for non-State and personal
calls.  In responding to our audit report, the campuses stated that they are
making reasonable efforts to pursue collection for personal calls and that they
will reinforce the reimbursement requirement with employees.  However, we
believe that the campuses can do more than just reinforce current require-
ments.  Improving controls and monitoring of phone use should result in a
reduction of improper phone calls and an increase in collections for personal
phone use.
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As part of our review, we obtained detailed calling records for a three-month
period from five of the campuses we visited.  During this three-month period
these campuses made 560,708 long distance phone calls at a cost of
$476,123.  Using criteria published by the Institute of Internal Auditors and
through discussions with telecommunication specialists, we reviewed the types
of calls made from each extension.  Based upon the types of calls made, we
selected a judgmental sample of extensions for each campus.  Following are
the criteria we used when selecting extensions for review: the total number of
long distance calls made from each extension during the three-month period;
international, late-night, weekend and long duration (over 30 minutes) calls;
and calls to the 809 area code.  The calls made from each of the extensions
chosen for our review met at least one of our criteria.  In total, we selected
5,705 (one percent of total) long distance calls which cost $13,620 (three
percent of total).  Although many other calls met our criteria, we were unable
to review additional extensions because of the large volume of calls.  Of the
calls reviewed, $2,512 (18 percent of sample) was identified as personal calls
by the campuses.  Prior to our audit only $700 had been collected for these
calls.   An additional $2,153, including amounts collected for calls not
included in our sample, was collected during the audit.

Some of the results of our review of the phone calls made from specific
extensions on each of the audited campuses are as follows:

! Some of the campuses could not produce documentation to support
that the calls, which they identified as personal in nature, had ever
been paid for.

! One campus provided us with documentation to support payment of
526 of the 528 calls that had been identified as personal as a result of
our audit sample.  These were telephone calls that were made in
October, November and December 1994.  However, these calls were
not paid for until after we sent our request, in May 1995, for an
explanation of the calls.  In fact, one of the receipts contained the
words "audit response."

! One individual made 24 calls to two different numbers in China over
the three-month review period.  These were personal calls that the
individual had not paid for prior to our audit.  After our visit to the
campus, the individual submitted a check for $1,100 to cover the cost
of his calls.

! At another campus it appears that some of the calls identified as State
business  may have been personal in nature.  For example, one
individual made 42 calls to a number in Goshen, New York, over the
three-month period we reviewed.  This individual identified the calls
as State-related business calls, but did not provide any further details.
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We found, using the phone number identifier software that the
College telecommunications department owns, that the number
belongs to the individual's former employer.  It appears that these are
personal calls that should be reimbursed by the individual.

! One campus requires employees to dial a special code before they
make any personal calls.  According to campus officials, they assume
that there are no other personal calls made other than those identified
by the special code.  However, we found that a number of calls made
from the extensions we selected were on weekends, holidays and late
at night.  An example of this is the phone extension in the Family
Medical Conference room, from which calls were made to the same
number in Texas 3 times, Connecticut 15 times, and Puerto Rico 15
times, either late at night or early morning, weekends, and Christmas
Day.  It is highly unlikely that these calls were for hospital business.
Campus officials stated that phone use from this extension is now
restricted during non-business hours and employees have been
reminded that the State must be reimbursed for any personal calls.
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Recommendations

1. Ensure that the campuses correct the control weaknesses detailed in
the body of the report and summarized in Exhibit A.

2. Ensure that the campuses pursue collection of personal calls
identified during the audit.

3. Consider developing and issuing directives for campuses to follow
in establishing adequate safeguards over their telephone systems.

SUNY officials disagree with this recommendation.  They state that
as a result of their recent initiative entitled “Rethinking SUNY” they
are less controlling of campus financial operations and the campuses
are empowered to directly manage their financial affairs.  They also
state that the guidelines developed by the Division of Budget are
sufficient.

This response is inconsistent with recent actions taken by SUNY
System Administration.  For example, in responding to an audit in
April 1996, SUNY officials stated that they would prepare an
internal control bulletin to be submitted to all campuses advising
them  on advance account funding.  Therefore, SUNY System
Administration continues to provide assistance through the use of
directives.  Our audit recommendation does not require that SUNY
exercise more direct control over campus operations.  Rather, we
ask SUNY to consider providing direction to campuses who have
not established adequate safeguards.



Exhibit A

SUNY TELEPHONE SYSTEMS
SUMMARY OF INTERNAL CONTROLS AT SELECTED CAMPUSES

Campus Written Inventory of Monitoring Area PIN Over Non-State
Location Procedures Extensions Reports Codes Numbers Access Costs

Use of Blocking Use of Security Collecting

Albany GOOD GOOD WEAK NO NO WEAK SOME

Brooklyn GOOD WEAK GOOD YES NO WEAK SOME

Cobleskill GOOD GOOD WEAK YES YES WEAK SOME

New Paltz NONE GOOD WEAK NO SOME GOOD SOME

Plattsburgh GOOD GOOD GOOD YES YES GOOD SOME

Purchase NONE WEAK WEAK NO SOME WEAK SOME

Stony Brook GOOD WEAK GOOD NO SOME GOOD SOME

Utica NONE WEAK NONE NO NO GOOD NONE
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