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Dear Mr. Wing:

The following is our audit report on the general controls that apply to the
overall computer operations of the Department of Social Services.

This audit was performed pursuant to the State Comptroller’s authority as set
forth in Section 1, Article V of the State Constitution and Section 8, Article
2 of the State Finance Law.  Major contributors to this report are listed in
Appendix A.
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Scope of Audit

Audit Observations
and Conclusions

Executive Summary

Department of Social Services
Evaluation of General Controls Over Processing of
Electronic Data

The Department of Social Services (Department) administers State programs
that provide needy persons with financial and medical assistance.  The
Department  relies heavily on its computing resources to administer these
programs.  The Division of System Support and Information Services (SSIS)
develops and maintains all computer-based information systems supporting the
Department’s goals and objectives.  These computer systems provide a central
repository of program beneficiary information, which is used to establish
program eligibility and issue benefit payments.  SSIS has an annual operating
budget of about $104 million and employs approximately 600 employees who
are primarily computer programmers, analysts and operators.

General controls comprise the structure, methods and procedures that apply to
the overall computer operations of the Department.  They include organization
and management controls, system software and hardware controls, and security
controls.

Our audit addressed the following questions regarding the Department’s
general controls over processing of electronic data on mainframe computers for
the period January 1, 1994 through April 19, 1996:

! Has the Department implemented controls for developing and
maintaining reliable computer systems?

! Do security controls adequately protect the Department’s computer
systems and data?

! Has the Department developed a plan to ensure the continuous
processing of critical data after a disaster or other mishap?

We found that adequate controls are in place to provide reasonable assurance
that new computer systems being developed and changes to existing systems
are authorized, tested, approved, properly implemented and documented.  In
addition, the Department has developed a disaster recovery plan to enable a
timely resumption of operations after a disaster or other mishap.  We also
determined that, for the most part, the Department has established adequate
controls that provide reasonable assurance that physical access to its data
centers (one in New York City and one in Albany) and computer equipment
is limited to properly authorized individuals.



Comments of
Department
Officials

However, we found instances of non-compliance with the Department’s data
confidentiality and security policy regarding on-line security access in New
York City.  We believe that Department officials need to take prompt action
to correct these weaknesses to protect against the risk of unauthorized or
improper use of the Department’s computer systems and data.  We recommend
that the Department conduct a review into the process for assigning user
identification numbers and passwords for New York City employees.  We also
recommend that employees who currently share user identification numbers and
passwords change their passwords immediately.  (See pp. 4-5)

Department officials agree with the two recommendations made in this report
and have taken steps to ensure they are implemented.
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Background

Introduction

The Department of Social Services (Department) administers State programs
intended to provide needy persons with financial and medical assistance.  The
Department  relies heavily on its computing resources to administer these
programs.  The Department’s Division of System Support and Information
Services (SSIS) develops and maintains computer-based information systems
supporting the goals and objectives of various Department programs.  The
Department contracts with a fiscal agent, Computer Sciences Corporation, to
process Medicaid claims and make payments to Medicaid providers through
the Medicaid Management Information System (MMIS), a computerized
payment and information reporting system.  SSIS operates two data centers,
one in New York City and one in Albany, each of which has two mainframe
computers.  SSIS has an annual operating budget of about $104 million and
employs approximately 600 employees who are primarily computer program-
mers, analysts and operators.

Section 21 of the Social Services Law (Law) required the Department to
design and implement a Welfare Management System (WMS) capable of
receiving, maintaining and processing information relating to persons who
apply for benefits, or who are determined to be eligible for benefits under any
program administered by the Department.  The WMS is intended to increase
the efficiency of local social services districts’ determinations of eligibility for
programs and to reduce unauthorized or excessive payments.

Recipients apply for benefits in 57 local district offices throughout the State
and in New York City.  District workers in these offices can access the
Department’s system on remote terminals to update and maintain data files.
SSIS developed the Transaction Terminal Security System (TTSS) to restrict
access to authorized individuals, and to protect the Department’s data files
from inappropriate use.

TTSS is a sophisticated computer security system that restricts user identifica-
tion and password combinations to specific tasks or functions, depending on the
employee’s job and responsibilities.  In each of the upstate local districts, the
district Commissioner of Social Services assigns a key staff member to the
position of TTSS coordinator.  This coordinator is the only person allowed to
add, modify or delete access privileges for terminal users in the district.  In
New York City, the Human Resource Administration’s (HRA) Office of Data
Security Management (ODSM) controls these access privileges.  Throughout
the State, there are more than 30,000 local district workers, including more
than  12,000 in New York City, using 10,400 terminals to execute on-line
transactions.
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Audit Scope,
Objectives and
Methodology

Response of
Department
Officials to Audit

We audited the Department’s general controls over processing of electronic
data for the period January 1, 1994 through April 19, 1996.  The scope of our
audit was limited to mainframe computers and did not include microcomputer
processing.  General controls comprise the structure, methods and procedures
that apply to the overall computer operations of the Department.  They include
organization and management controls, security controls and system software
and hardware controls.  Our objectives were to evaluate the adequacy of the
Department’s controls for:  (1) developing and maintaining reliable computer
systems; (2) protecting computer hardware, systems and data from such risks
as fire, theft and unauthorized use; and (3) ensuring the continuous processing
of critical data after a disaster or other mishap.  To accomplish our objectives,
we interviewed Department officials and reviewed pertinent Department policy
and procedures relating to the overall computer operations of the Department’s
data centers.  Our review included organization and management controls,
system software and hardware controls, and security controls.  We did not
review the fiscal agent’s (Computer Sciences Corporation) general controls;
however, we did review the working papers of the independent certified public
accounting firm that contracts with the Department to assess general controls
of the fiscal agent.  We also interviewed staff at several local districts and in
New York City, and observed the practices they follow.

We conducted our audit in accordance with generally accepted government
auditing standards.  Such standards require that we plan and perform our audit
to adequately assess those operations of the Department that are included
within the audit scope.  Further, these standards require that we understand the
Department’s internal control structure and compliance with those laws, rules,
and  regulations that are relevant to the Department’s operations which are
included in our audit scope.  An audit includes examining, on a test basis,
evidence supporting transactions recorded in the accounting and operating
records and applying such other auditing procedures as we considered
necessary in the circumstances.  An audit also includes assessing the estimates,
judgments, and decisions made by management.  We believe that our audit
provides a reasonable basis for our findings, conclusions and recommendations.

Draft copies of this report were provided to Department officials for their
review and comment.  Their comments, as appropriate, have been considered
in preparing this report and are included as Appendix B.

Within 90 days after the final release of this report, as required by Section 170
of the Executive Law, the Commissioner of the Department of Social Services
shall report to the Governor, the State Comptroller, and leaders of the
Legislature and fiscal committees, advising what steps were taken to implement
the recommendations contained herein, and where recommendations were not
implemented, the reasons therefor.
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Controls Over
Remote Terminal
Access

Evaluation of General Controls

We found  that, with the one exception described below, the Department
maintains adequate general controls over the processing of electronic data.
Department controls provide reasonable assurance that new computer systems
and system changes are authorized, tested, approved, properly implemented and
documented.  The Department has adequate controls to limit physical access
to its data centers and computer equipment to authorized individuals, and has
developed a disaster recovery plan to enable timely resumption of operations
after a disaster or other mishap.

However, we found instances of non-compliance with the Department’s data
confidentiality and security policy regarding on-line security access in New
York City.  The Department has agreed to take prompt action to address these
problems to protect against the risk of unauthorized or improper use of the
Department’s computer systems and data.

The Department’s WMS is a central registry containing information about all
New York State program beneficiaries and the financial or medical assistance
they are receiving.  In this highly sensitive and individual-oriented environ-
ment, the issues of security and privacy assume particular importance.
Procedures should be in place to maintain recipients’ confidentiality, to ensure
the local district and New York City employees can view or use only the
information needed to perform assigned duties, and to prevent unauthorized
benefit payments.

Department policy requires each local district and HRA employee be assigned
a single, unique user identification number and password combination, which
must not be shared or known to anyone but the individual to whom it is
assigned.  In addition, passwords that may have been compromised are
supposed to be changed immediately.  Our review showed that the upstate
local districts are generally in compliance with this policy.  However, we
determined that these procedures are not consistently followed by all New
York City employees.  For example, we reviewed the practices followed at 23
Medical Assistance Program (MAP) sites where employees maintain medical
assistance data, and found that passwords are routinely shared among staff at
11 of these sites.  Since user identification numbers and passwords are shared
at many MAP sites, it is not possible to maintain individual accountability over
workers who update and maintain this sensitive data.  Thus, management may
not  be able to identify the person responsible for inappropriate use of the
system, should such an incident occur.

The Department has implemented TTSS, an elaborate security system, to track
each activity performed by an individual.  Management can use this system to
hold workers accountable for each transaction entered on a remote terminal.
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However, because of the sharing of user identification numbers and passwords,
transactions entered at MAP sites cannot be readily traced to the individual
who processed them.  We believe that allowing employees to share passwords
increases the chance of intentional or unintentional misuse of systems and data,
and precludes accountability in the event of system misuse.

Recommendations

1. Review the process for assigning user identification numbers and
passwords  for New York City employees, and improve remote
terminal  access controls at MAP sites by assigning unique user
identification numbers and passwords to each worker.

2. Instruct those employees currently sharing user identification
numbers and passwords to change their passwords immediately, and
ensure they adhere to Department security rules for passwords.
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