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Re:  Report 2008-F-3 
 
Dear Dr. Clark: 
 

Pursuant to the State Comptroller’s authority as set forth in Article V, Section 1 of the State 
Constitution; and Article II, Section 8 of the State Finance Law, we have followed up on the actions 
taken by officials of the State University of New York (SUNY) Upstate Medical Center (Center) to 
implement the recommendation contained in our confidential draft audit report, Selected General 
Security and Wireless Controls at SUNY Upstate Medical Center (Report 2006-S-62). 

 
Background, Scope and Objective 
 

The Center comprises a College of Medicine, College of Health Professions, College of 
Nursing, College of Graduate Studies, and a University Hospital (Hospital).  The Center’s primary 
campus facilities are located in Syracuse, New York, with an additional clinical campus in 
Binghamton, New York.  The Center educates more than 1,200 students in the four colleges, as well 
as over 450 graduate physicians in residency and fellowship training programs. 
 

There are approximately 7,500 to 8,000 users of the Center’s various information systems.  
The Center generates and maintains medical data requiring compliance with the Health Insurance 
Portability and Accountability Act and financial transactions requiring compliance with the Gramm-
Leach Bliley Act.  In addition, the Center provides educational services requiring compliance with 
the Family Education Rights and Privacy Act.    

 
The Center’s computer network is maintained by the Operations and Network Services Unit 

within Information and Management Technology (IMT).  The Center has an Information Security 
Coordinator in Operations and Network Services, who is responsible for assisting in the 
development, revision, and implementation of data security policies, procedures, and enhancements 
for IMT computer systems and networks.  The Center formed an Information Security Committee in 
early 2002 to oversee and approve policies and procedures, as well as to assess the progress of 
ongoing projects.  The Information Security Committee, consisting of members from both the 
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Hospital and academic sides, holds monthly meetings chaired by the Information Security 
Coordinator.  
 

Our initial audit report, which was issued on December 18, 2006, examined selected general 
security and wireless access controls at the Center for the period July 31, 2006 through September 8, 
2006.  The objectives of our initial audit were to determine whether the Center has adequate 
information security management policies to protect its sensitive data and whether the Center’s 
wireless networks can be accessed without proper authorization.  Our audit provided a snapshot of 
the Center’s security and wireless access controls at a particular point in time.  Our audit identified 
findings and made a recommendation for corrective action on matters pertaining to strengthening 
computer systems security at the Center. 
 

The objective of our follow-up, which was conducted in accordance with generally accepted 
government auditing standards, was to assess the extent of implementation as of February 11, 2008 
of the recommendation included in our confidential report. 

 
Summary Conclusions 

 
We found that Center officials have implemented the recommendation contained in the 

confidential draft report.  Due to the sensitivity of the information and the potential risk associated 
with the release of such information, the details of the recommendation and its implementation status 
are not included in this report.  However, we discussed the detailed results with Center officials 
during the conduct of the follow-up. 

 
Major contributors to this report were Nadine Morrell, Mark Ren and Jennifer Van Tassel. 

 
We thank the management and staff of the Center for the courtesies and cooperation 

extended to our auditors during this process. 
 

Very truly yours, 
 
 
 

 Brian O. Reilly 
Audit Manager 

 
cc: Lisa Ng, Division of the Budget 

Mike Abbott, University Auditor 
Paul Wrobel, Center Internal Auditor 


