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AUDIT OBJECTIVE 
 
The objective of our performance audit was to 
determine whether the New York State 
Banking Department (Department) effectively 
monitors banks’ compliance with the ATM 
Safety Act (Act). 
 

AUDIT RESULTS - SUMMARY 
 
Bank ATMs must comply with the Act if they 
are available to customers after regular 
banking hours.  These ATMs must have 
adequate exterior lighting, video surveillance 
systems, automatic door-locking devices (if 
the ATM facility is enclosed), and certain 
other safety features. 
 
We found that some of the Department’s 
practices enable it to effectively monitor 
banks’ compliance with the Act.  However, 
improvements are needed in certain other 
practices. 
 
For example, the Department does not have a 
complete list of all the ATMs in New York 
State which are covered by the Act.  In the 
absence of such a list, the Department cannot 
effectively monitor the ATMs’ compliance 
with the requirements in the Act.  Banks are 
also required to file an annual certification 
letter with the Department attesting to their 
compliance with the Act.  However, we found 
that some banks do not file this letter. 
 
The Department inspects ATM facilities to 
ensure they meet safety requirements.  The 
Department has an annual inspection goal for 
the facilities, but we found the Department 
has not come close achieving this goal.  We 
recommend the Department determine 
whether it would be more cost-effective to 
schedule inspections on the basis of risk. 
 
We also identified opportunities for 
improvement in the effectiveness of the 

inspection process.  For example, we 
observed Department inspectors do not 
always follow the proper procedures when 
using light meters to evaluate the adequacy of 
ATM facilities’ exterior lighting.  We also 
determined the Department’s inspection 
procedures are not adequate when an ATM’s 
video surveillance system uses digital 
technology.  We further determined the 
Department does not always notify banks of 
safety violations in a timely manner. 
 
Our audit contains 14 recommendations for 
improving the effectiveness of the 
Department’s ATM monitoring efforts.  
Department officials agreed with most of our 
recommendations and have taken steps or 
plan to take steps to implement them. 
 
This report, dated October 4, 2007, is 
available on our website at:  
http://www.osc.state.ny.us. 
Add or update your mailing list address by 
contacting us at: (518) 474-3271 or 
Office of the State Comptroller 
Division of State Government Accountability 
110 State Street, 11th Floor 
Albany, NY 12236 

 
BACKGROUND 

 
On February 6, 1996, Governor George 
Pataki signed the ATM Safety Act (Act).  The 
provisions of this legislation, which became 
effective on January 1, 1997, are applicable to 
all Federal and State chartered banking 
institutions, including trust companies, 
savings banks, savings and loan associations, 
and credit unions that operate ATM facilities 
in New York State (State).  Recognizing that 
ATMs are used daily by millions of New 
Yorkers, the Act requires certain ATM 
facilities to meet standards to ensure they are 
safe to use.  For example, the Act established 
minimum standards for exterior lighting at 
and around ATM facilities and required the 
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installation of videotape surveillance and 
monitoring systems and door locks.  
 
The Act applies only to ATM facilities owned 
by banking institutions and available to 
customers both during and after regular 
banking hours.  It excludes machines located 
in buildings or space where the primary 
purpose is unrelated to banking, and is thus 
available only during the regular business 
hours of that building or space.  
 
Each bank with ATM facilities covered by the 
Act is required to file an annual report with 
the Department, certifying its facilities are in 
compliance, noting any variances or 
exemptions granted. For noncompliant 
facilities, the bank must list noncompliant 
ATMs, describe the condition and its reason, 
and provide a plan to remedy the condition. 
The Department is authorized to enforce these 
provisions as well as the ATM security 
requirements promulgated in New York 
City’s Local Law 70 of 1992 (NYC Law), 
which predates the State law. The New York 
State Superintendent of Banks can assess 
fines for violations of the Act and can 
approve variances or exemptions to the 
required safety measures. Since the Act 
became effective, the Superintendent has 
granted three waivers. 
 
The Department employs ATM inspectors to 
validate that ATM facilities comply with the 
Act. The Department’s goal is to perform two 
annual inspections for each ATM.  ATMs 
located outside New York City are expected 
to be inspected during the day and again at 
night. Most New York City ATM inspections 
are only needed during the day. The 
Department has divided the State into ten 
inspection zones (Albany, Broome, Buffalo, 
Nassau, New York City, North Country, 
Rochester, Suffolk, Syracuse, and 
Westchester) and has developed procedures 
and guidelines designed to administer the 

Safety Act Enforcement Program consistently 
throughout the State. The Department has 
classified its ATM Safety Act Enforcement 
Program (Safety Program) as a high-risk 
function. 
 
All unenclosed ATMs are to be inspected 
after dusk, using measuring sticks and light 
meters to determine whether lighting 
requirements specified in the Act have been 
met. Lighting measurements are to be taken at 
4 points (5 feet in front of the ATM and 50 
feet to the right, center, and left). Inspectors 
are to hold the light meters five feet above the 
ground, on a horizontal plane. At enclosed 
ATMs, the inspectors are also supposed to 
test the operation of door locks, and 
determine whether views from the ATM are 
unobstructed.  
 
Inspectors visit the same locations again 
during the day to determine whether the 
camera, video recording system, picture 
clarity, and tape library are functioning and 
maintained. Inspectors hold a placard in front 
of the camera and note on their inspection 
form the time and the information printed on 
the placard.  To complete this part of the 
inspection, the Department’s procedure is to 
later ask the bank to review the videotape and 
identify the information printed on the 
placard. 
 
The regulations require banks to use 
videotapes of a particular quality for no 
longer than 1 year, and preserve them for 45 
days. Inspectors place a dated and signed 
sticker on every videotape in the branch’s 
tape library to determine if the bank is in 
compliance with these requirements during 
subsequent visits.  The inspectors are also 
supposed to review the tape log to ensure that 
the tapes are not being used continuously.   
 
In addition to enforcing the security 
requirements listed in the Act, inspectors 
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responsible for ATMs in New York City must 
check for compliance with NYC Law.  NYC 
Law requires the installation of reflective 
mirrors that provide the user with a rear-
facing view of the ATM facility; fire bolts on 
the entry doors; and surveillance cameras that 
capture on film the images of everyone who 
enters, exits, and moves within or about the 
ATM.  
 
The Department uses a computer program to 
assign inspections to inspectors in batches of 
60 grouped by zip code. The program also 
automatically generates violation notices and 
reschedules a second visit within 30 days of 
the letter.  
 
The Department’s ATM Unit, is staffed with 
a Program Administrator, an Assistant to the 
Program Administrator, one full-time field 
inspector in New York City, and 12 part-time 
inspectors in the other nine regions. In 2005, 
it cost the Department about $282,000 to 
administer the ATM safety program. As of 
April 19, 2006, bank ATM inventories filed 
with the Department identified a total of 
6,299 ATMs in 3,784 locations Statewide. Of 
these, 2,616 ATMs were located in New York 
City in 963 locations; the other 3,683 ATMs 
were outside New York City in a total of 
2,821 locations.  

 
AUDIT FINDINGS AND 
RECOMMENDATIONS 

 
ATM Inventory 

 
The Department maintains an inventory 
record of bank ATMs covered by the ATM 
safety program.  The ATM inventory record 
must be accurate and complete for the 
Department to most effectively manage the 
safety program.  Accordingly, when banks 
establish new ATM facilities or make 
revisions to existing ATM facilities, they have 
14 days to report such changes to the 

Department so that the Department can 
update the ATM inventory record.   
 
However, we found that banks are not always 
reporting new or revised ATM facilities.  In 
May 2006, we requested banks to confirm 
their ATM inventory record for 51 randomly-
selected locations. Banks responded for 35 
locations.  For 16 of these, banks provided 
ATM inventory information that was not in 
agreement with Department ATM inventory 
records.  For example, the responses indicated 
more ATMs than were identified in the 
Department’s ATM inventory record for 
certain locations.  Also, during 2006, we 
accompanied 6 inspectors on 89 inspections 
and observed ATMs at 4 bank locations that 
were not identified on the Department’s ATM 
inventory record.  
 
In addition, weaknesses exist in Department 
processes for updating the ATM inventory 
record as follows: 
 

 Department officials indicated that 
staffing limitations can make it 
difficult to update the ATM inventory 
in a timely manner.  

 
 Necessary ATM inventory changes 

identified during inspections are not 
always accounted for in the ATM 
inventory-update process.  

 
 Department officials indicated that 

procedures are needed to coordinate 
bank closures with the ATM 
inventory-update process. 

 
Based on our audit, we conclude that the 
ATM inventory record is not as accurate and 
complete as it ought to be to most effectively 
manage the safety program.  We recommend 
that the Department reiterate to banks the 
requirement to report new ATM facilities and 
changes to existing ATM facilities. We also 
recommend that the Department strengthen 
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internal procedures for updating its ATM 
inventory. In addition, the Department should 
address the ATM inventory inaccuracies 
identified during the audit.  
 

Recommendations 
 
1. Reiterate to banks the requirements to 

report new ATM facilities and changes to 
existing ATM facilities. 

 
 (Department officials replied to our draft 

report that they are exploring making an 
ATM inventory a mandatory part of the 
annual compliance letter.  In addition, 
they will send out another letter in June of 
each year, reminding the institutions that 
they must report any additions or 
deletions from their ATM inventory.) 

 
2. Strengthen internal procedures for 

updating the ATM inventory. 
 
 (Department officials replied to our draft 

report that they are exploring ways to 
streamline the data entry procedures by 
allowing institutions to transmit their 
updates electronically to the Department 
as part of the overall upgrade of the 
Department’s computer system.) 

 
3. Address the ATM inventory inaccuracies 

identified during the audit. 
 
 (Department officials replied they have 

taken steps to correct the inaccuracies 
identified by the audit.  They indicated 
that letters were sent to each banking 
institution reminding them of their 
obligation to provide the Department with 
updates of any changes to their ATM 
locations.) 

Bank Certifications 
 
The Act requires banks to file an annual 
certification letter with the Department 
attesting to compliance with the Act. In 
addition, the Department requests banks to 
send an updated ATM inventory list along 
with the certification letter. We sampled 35 
banks and found that 4 did not submit 
certification letters for 2005, while 5 
submitted letters but did not include an ATM 
inventory list as requested. In order for the 
Department’s ATM safety program to be 
effective, banks must comply with the 
requirements of the Act and the requests of 
the Department.  
 

Recommendation 
 
4. Reiterate to banks the requirement that 

they provide an annual certification letter 
to the Department. 

 
 (Responding to our draft audit report, 

Department officials advised us that they 
added the step of calling the bank security 
contact for all institutions that did not 
send in an annual compliance letter by 
May 30th.  Department officials stated 
that this step was extremely effective 
because, of 228 institutions with ATMs, 
only one had an outstanding compliance 
letter as of June 14, 2007.) 

 
Scheduling ATM Inspections 

 
The Department has 1 full-time inspector to 
cover New York City and 12 part-time 
inspectors to cover the remaining 9 regions of 
the State.  The Department uses a computer 
application to schedule ATM inspections and 
the ATM program administrator uses the
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application to track each inspector’s 
completion of assignments and filing of 
inspection reports.  The Department’s goal is 
to annually perform an inspection during the 
day and during the evening for each ATM.  
For 2005, this translated into 7,588 
inspections for the 3,784 ATM locations 
statewide.   
 

However, for 2005, the Department fell far 
short of its inspection goal, completing just 
4,286 ATM inspections (only 58 percent of 
the goal). It also completed about 1,654 re-
inspections to confirm corrective actions 
noted from prior inspections.  We reviewed 
the Department’s total inspections in each 
region by month during 2005 as shown in 
Table 1.  

 
Table 1 

Total ATM Inspections (Day and Night) Completed 
Calendar Year 2005 

Inspection 
Zones Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 

Nassau 61 44 27 74 79 71 69 44 62 68 67 51
Suffolk 26 0 0 0 17 28 13 19 49 21 27 11
Albany 59 56 48 44 69 45 54 59 47 41 61 52
Westchester 147 107 115 156 69 52 54 53 20 67 58 44
NY City 78 109 104 123 114 135 86 133 65 86 91 20
Boone 38 37 37 52 46 34 45 48 35 42 45 50
Rochester 48 48 46 47 54 47 54 53 39 63 62 36
Buffalo 94 32 39 56 64 47 46 46 40 39 68 47
Syracuse 32 34 23 11 18 14 7 29 20 25 13 9
North 
Country 45 24 39 25 33 0 37 23 14 31 30 31
Total 628 491 478 588 563 473 465 507 391 483 522 351
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The Department may be able to identify 
operational improvement opportunities to 
narrow the gap between its inspection goal 
and actual inspection accomplishment.  
However, given the size of the current gap, it 
is questionable whether the present goal can 
be accomplished without adding inspectors. 
Therefore, the Department first ought to 
determine if there is a more cost-effective 
alternative goal that could be accomplished 
using existing inspection staff.  For example, 
rather than inspecting every ATM annually 
during both the day and the evening, the 
Department should assess whether a more 
cost-effective goal would be to inspect ATMs 
at various intervals based on the relative 
safety risk for a particular location and the 
existing inspector resources.  In this manner, 
for example, the goal would be to accomplish 
inspection of high-safety-risk ATMs on a 
more frequent cycle than those with lesser 
safety risk(s).  
 
The following are improvement opportunities 
over the scheduling of ATM inspections that 
will lead toward greater efficiency regardless 
of the inspection goal: 
 

• As shown in the Table, the 
productivity of inspectors varies from 
month to month and by location.  
Some of this variation can be 
attributed to weather, location of 
ATMs, size of the region, inspector 
vacancies, changes to work schedule, 
etc. However, the Department does 
not have a standard indicating the 
number of inspections that an 
inspector is expected to accomplish 
over time as a benchmark of 
performance. Establishing such a 
benchmark of performance would 
enable Department management to 
identify and correct sub par 
performance, would clarify work 

expectations for inspectors and would 
identify best practices to replicate.  

 

• During the day, inspectors travel to 
banks with digital systems to test 
video images. However, an annual 
inspection is not performed during this 
bank visit. It would be more efficient 
to schedule and complete the annual 
ATM inspection during such visits.  

 

• Inspectors must document inspection 
results on a form that they print out.  
Then they enter the information from 
the form into their laptop computer for 
email transmission to the Department.  
Inspectors indicated that it takes up to 
one hour to prepare an inspection 
report email.  It would be more 
efficient if the Department provided 
inspectors with a technology solution 
that enabled them to record and 
transmit inspection results directly 
into a computer application.     

 
We suggest the Department explore the use of 
a personal digital assistant (PDA) with 
cellular modem capability that could enable 
inspectors to download ATM identification 
information to a PDA database and record 
inspection results directly on the PDA for 
later batch transfer back to the Department, 
using the PDA’s cellular modem.  Department 
officials told us that they are switching to a 
real time system in the upcoming year which 
would eliminate the additional upload of the 
inspector’s work.  
 

Recommendations 
 
5. Assess whether a goal of inspecting 

ATMs based on their relative safety risk 
would be a more cost-effective goal than 
the present goal.  

 
 (Department officials replied to our draft 

audit report that they are engaged in a 
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risk-based analysis of scheduling, looking 
at various factors including crime 
statistics throughout the State to see if it is 
feasible and consistent with the intent of 
the law.) 

 
6. Implement the inspection-scheduling 

improvements identified in this report. 
 
 (Department officials replied to our draft 

report that they have reviewed the number 
of inspections performed by field staff 
over several years taking into 
consideration the disparities in distance, 
weather, and other factors affecting 
performance.  Based on the information, 
the Department has developed and will be 
implementing reasonable quotas for its 
field inspectors that will serve as 
benchmarks for their performance.  They 
also agreed to explore the different types 
of technology available and cost 
associated with implementing that 
technology as part of the overall upgrade 
of the Department’s computer system.  
They did not agree that inspectors traveled 
to banks with digital systems just to check 
video images.  Department officials 
indicated a complete inspection is 
performed as part of the daytime visit.) 

 
 Auditor’s Comments:  When we 

accompanied inspectors for daytime visits 
to locations with digital systems, a 
complete inspection was not done.  If the 
visit was intended as a re-inspection for a 
violation related to the digital system, this 
information was not provided to the 
auditors.  

 
Consistency of Inspection Practices 

 
When we accompanied inspectors on 
inspections, we found that most inspectors 
performed their duties in accordance with 
existing Department guidelines.  However, we 

also found several exceptions.  For example, 
ATM inspectors are supposed to take light 
meter readings at designated points and at a 
designated height to determine if the lighting 
meets minimum requirements set by the Act 
and NYC Law. We observed that two 
inspectors incorrectly measured the lighting at 
an outdoor ATM and at an enclosed ATM 
facility.  The inspectors re-measured the 
lighting after we questioned their practice and 
the re-measuring resulted in lighting 
violations.   
 
The Act requires that ATM facilities, to the 
extent practicable, have an unobstructed view 
of the entire facility from the front wall and 
that mirrors enable users to view hidden areas 
behind them.  Also, enclosed ATM facilities 
must have locking devices on the doors.  
During two inspections, we observed that the 
ATM inspector did not identify what we 
considered an obstructed view.  Department 
officials disagreed with our assessment.  
Another inspector did not check the operation 
of a facility’s door lock.  
 

Recommendations 
 
7. Remind ATM inspectors of requirements 

for light metering tests, detecting 
unobstructed views, and checking door 
locks.   

 
 (Department officials replied to our draft 

audit report that they agree with our 
recommendation on training and proper 
inspection techniques and have a training 
plan in place.) 

 
8. Provide ATM inspectors with training in 

proper inspection techniques as warranted.  
 
 (Department officials replied to our draft 

report that inspectors attend quarterly 
training sessions and new inspectors come 
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to the Banking Department for a day-long 
training session.) 

 
Digital Imaging Systems 

 
ATM operators are required to have ATM 
surveillance cameras that record activity at 
various angles around ATMs and banks, use a 
certain quality videotape, and follow certain 
videotape file-maintenance requirements or 
have a digital surveillance system. During a 
daytime ATM inspection, inspectors are to 
check that the camera views are appropriate to 
capture all persons entering an ATM facility 
(and in New York City all those inside the 
facility) or all activity occurring within a 
minimum of three feet of an outdoor ATM 
facility, and that the picture quality is clear 
and undistorted. They also check the 
recording system, to ensure the appropriate 
tapes are used and replaced annually.  
Inspectors note the particular model of video 
equipment and the age and type of tape in use 
in their inspection report. 
 
Digital imaging systems were used at about 
20 percent of the locations we visited with 
ATM inspectors; and their use continues to 
increase, according to Department officials. 
However, the inspectors do not have an 
inspection protocol to follow when they 
encounter a digital system.  
 
Digital camera surveillance does not usually 
use on-site videotape to store images.  
Instead, images are relayed to a central 
security facility (usually bank headquarters) 
and stored on computer media, such as hard 
drives or DVDs. However, inspectors do not 
check image storage requirements of digital 
systems. Department officials told us 
personnel at bank branches often have little or 
no control over the cameras, and may not 
even have playback control or a monitor to

view the image on. Such systems do not 
provide the bank branch offices with monitors 
that would allow their staff to view the 
images being recorded. In these instances, 
inspectors do not verify that the systems 
capture required information at the required 
angles.  
 
Inspectors we accompanied told us that they 
usually hold up a sign in front of the camera 
and request the bank to tell them what was 
written on the sign.  However, they have not 
received instructions on alternatives tests. In 
some cases, the camera view can only be 
checked after contacting bank security 
officials to activate a monitor or to show the 
camera they need to check. Therefore, it is 
possible that cameras could be mis-aimed or 
not operational or that the images are not 
retained in compliance with the ATM Act due 
to the absence of a video monitor that local 
bank personnel can check. 
 
We believe that a testing protocol which 
parallels the one the inspectors use for tape 
systems should be fashioned for the banks 
with digital systems. Such a protocol must 
provide assurance that the system captures 
required images that are clear and undistorted, 
regardless of the type or location of storage 
media used. The protocol should call for a 
working agreement with bank central offices 
to permit testing at the location at which 
images are stored or sent via email. Inspectors 
should develop tests which correspond with 
each existing system. For example, rather 
than testing the age of a videotape, criteria 
would need to be developed for the digital 
storage media; and the bank would need to 
provide means of accessing the images upon 
request by the inspector, without prior 
scheduling.  In addition, banking regulations 
may also need to be revised to reflect new 
technologies and accompanying requirements. 
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Recommendation
 
9. Develop a testing protocol for situations 

where banks use digital imaging systems 
including a strategy for testing the 
performance of digital cameras. 

 
 (Department officials indicated their 

current ATM inspection process 
adequately tests the requirements under 
the law for digital video recording 
devices.  They added that the process is 
the same for all inspections [VCR tape or 
digital recording] and the institution is 
sent a letter directing them to tell the 
Department what was on the sign.)  

 
 Auditor’s Comments:  As discussed in our 

report, digital imaging systems present 
some unique circumstances that are not 
addressed by the VCR inspection process.  
Therefore, we continue to urge the 
Department to develop inspection testing 
protocols for digital imaging systems. 

 
Quality Assurance Program 

 
The Department’s quality assurance program 
for bank inspections at one time required the 
ATM program administrator to visit a 
randomly-selected sample of locations 
inspected the previous day.  During the 
quality assurance visit, the ATM program 
administrator would verify the correctness of 
the results of the inspection from the previous 
day.  However, the quality assurance program 
no longer functions in this manner.  Instead, 
only banks that disagree with a cited violation 
are subject to a follow-up visit from a 
supervising inspector.  This approach does not 
adequately assure overall quality of 
inspections because it overlooks the 
opportunity to confirm that satisfactory 
inspection results were deserved.  We 
recommend that the Department ensure that 
its quality assurance program covers 

inspections with satisfactory results as well as 
those that resulted with violations prompting 
banks to disagree.  
 

Recommendation 
 
10. Ensure that quality assurance for the ATM 

inspections covers inspections with 
satisfactory results as well as those which 
resulted in violations. 

 
 (Department officials replied to our draft 

report that they do not see any value to re-
inspecting locations where everyone is 
agreement with the results.  However, the 
Department is exploring a pilot program 
of cross-region assignments.  This 
program would utilize an inspector from 
one region to inspect locations previously 
inspected by an inspector from a 
neighboring region, as a quality control.) 

 
Corrective Actions  

 
The Department should notify banks promptly 
when safety violations at ATMs are identified 
during an inspection.  However, our audit 
showed that in 2006 the Department was 
taking an average of 37 days to notify banks 
when safety violations were detected during 
inspections of ATMs. 
 
Banks are required by NYC and State laws to 
correct ATM safety violations within three 
days and ten days, respectively, of a notice of 
a violation.  However, Department policy 
allows banks to take 30 days to correct a 
violation after a notice has been given.  
 
The Department re-inspects ATMs that have 
safety violations to ensure that the violations 
are corrected.  In this regard, the 
Department’s computerized scheduling 
system is to schedule a visit to verify that 
corrective action has been taken.   The visits 
are scheduled to take place within 30 days of 
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the notice of violation. Our review of data for 
1,786 re-inspections for calendar years 2003 
through 2005 shows it took the Department an 
average of 132 days to conduct the re-
inspections to determine that safety violations 
were corrected. It took between 101 and 200 
days to conduct 909 of these re-inspections.  
We also analyzed 3,031 violations identified 
during the period January 1, 2003 through 
April 4, 2006 to determine how long it took to 
actually correct the violations. On average, it 
took 167 days to correct violations after the 
notice of violations were sent.  
 

Recommendations 
 
11. Notify banks immediately when violations 

are identified during ATM inspections. 
 
 (Department officials replied to our draft 

report that they agree that an institution 
should be notified of violations sooner 
than later and that, going forward, the 
Department will send violation notices out 
within 10 to 14 business days instead of 
on a monthly basis.) 

 
12. Schedule re-inspections promptly when 

initial inspections identify safety 
violations. 

 
 (Department officials replied to our draft 

report that, to achieve the goal of 
confirming that corrections are made on a 
timely basis, they are reviewing 
procedures to require a timely certification 
from the banks, with a follow-up visit as 
scheduling allows.) 

 
13. Ensure that banks take timely corrective 

actions as required by State and New 
York City law to resolve safety violations. 

 
 (Department officials replied to our draft 

report they have never told or implied to 
any bank that an institution has 30 days to 

correct a violation.  In addition, they are 
currently considering requiring 
institutions to certify to the Department in 
writing that each violation has been 
corrected.)   

 
 Auditor’s Comments:  At a meeting with 

the program official designated to provide 
information to the auditors, we were told 
30 days is allowed. 

 
Fines 

 
The Act and New York City Local Law 70 of 
1992 authorize the Department to assess 
banks with fines when they have ATM safety 
violations.  For example, the Department can 
impose civil penalties of up to $1,000 on 
banks for each ATM facility that is not listed 
in the annual certification letter and up to 
$5,000 for a false statement or omission.  If 
banks do not correct safety violations, the 
Department can impose a civil penalty that 
shall not exceed $2,000 per day for each day a 
violation continues.  If the banks do not 
correct the safety violations then, the fine 
shall not exceed $2,500 per day for each day 
the violation continues.   
 
However, the Department has not used fines 
for the ATM safety program since 1999, 
when fines of $188,500 were levied.  
Department officials explained that they 
choose to work cooperatively with banks 
instead of resorting to fines to enforce 
compliance.  Department officials also told us 
that since 2004 they have met with the ten 
banks with the most outstanding ATM 
violations to discuss the violations.  They 
indicated that these banks had corrected most 
of their safety violations.  Officials indicated 
that they intended to continue these practices.  
We understand that the Department has 
discretion to determine whether to assess 
fines for violations.  However, we believe the 
Department policy ought to provide for fines 
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and penalties when cooperative approaches 
alone are not sufficient to bring about 
compliance.  
 

Recommendation 
 
14. Establish policy indicating under what 

circumstances fines should be used for 
enforcing compliance.  

 
 (Department officials replied to our draft 

report that they are re-evaluating what 
type of corrective action is appropriate 
when an institution has failed to comply 
with the ATM Safety Act.  While the 
Department believes that working 
cooperatively with banks to resolve 
violations is a good policy, it is clear that 
some fines may need to be levied to 
ensure compliance with the law.) 

 
AUDIT SCOPE AND METHODOLOGY 

 
We conducted our audit in accordance with 
generally accepted government auditing 
standards. We audited the New York State 
Banking Department’s monitoring of the 
Automated Teller Machine (ATM) safety 
program. Our audit did not include ATM 
facilities owned by entities other than banks, 
or those that are not available after regular 
business hours, because the ATM Safety Act 
does not hold the Department responsible for 
overseeing such facilities. The scope of our 
audit was January 1, 2003, through May 31, 
2006.  The objective of this performance audit 
was to determine whether the Department 
monitors the ATM safety program effectively.  
 
To accomplish this objective, we reviewed 
ATM files and inspection records, procedures 
and policies, and rules and regulations; 
interviewed Department officials; and sent 
letters to banks concerning machines they had 
installed that fell under the ATM Safety Act.  
We also met with inspectors and accompanied 

them on their regularly-scheduled day and 
night inspections.   
 
In addition to being the State Auditor, the 
Comptroller performs certain other 
constitutionally and statutorily mandated 
duties as the chief fiscal officer of New York 
State.  These include operating the State’s 
accounting system; preparing the State’s 
financial statements; and approving State 
contracts, refunds, and other payments.  In 
addition, the Comptroller appoints members 
to certain boards, commissions and public 
authorities, some of who have minority voting 
rights. These duties may be considered 
management functions for purposes of 
evaluating organizational independence under 
generally accepted government auditing 
standards. In our opinion, these functions do 
not affect our ability to conduct independent 
audits of program performance. 
 

AUTHORITY 
 

The audit was performed pursuant to the State 
Comptroller’s authority as set forth in Article 
V, Section 1 of the State Constitution and 
Article II, Section 8 of the State Finance Law. 
 

REPORTING REQUIREMENTS 
 

A draft copy of this report was provided to 
Department officials for their review and 
comment.  Their comments were considered 
in preparing this final audit report, and are 
included as Appendix A. 
 
Within 90 days of the final release of this 
report, as required by Section 170 of the 
Executive Law, the Superintendent of the 
New York State Banking Department shall 
report to the Governor, the State Comptroller, 
and the leaders of the Legislature and fiscal 
committees, advising what steps were taken to 
implement the recommendations contained 
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herein, and where recommendations were not 
implemented, the reasons therefor. 
 

CONTRIBUTORS TO THE REPORT 
 
Major contributors to this report include 
Carmen Maldonado, Robert Mehrhoff, Roger 

C. Mazula, Santo Rendon, Steve Goss, Lesley 
Padmore, Alina Mattie, Bruce Brimmer, 
James Pugliese, Marianne Boyer, Nancy 
Zgaljardic, and Marticia Madory. 
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APPENDIX A - AUDITEE RESPONSE 
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