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Re:  Report 2006-F-21 
 
Dear Mr. Cosgrave and Ms. Gill Hearn: 
 

Pursuant to the State Comptroller’s authority as set forth in Article V, Section 1 of the State 
Constitution, and Article III, of the General Municipal Law, we have followed up on the actions 
taken by officials of the New York City Department of Information Technology and 
Telecommunication (DoITT) and the New York City (City) Department of Investigation (DOI), to 
implement the recommendations contained in our confidential draft audit report, Selected General 
Controls Over Data Center Security, (2004-N-1).  
 
Background, Scope and Objective 
 
 DoITT deploys, operates, and maintains the technology infrastructure that supports critical 
functions of City agencies.  It provides more than 70 New York City agencies and other government 
entities with mainframe data processing facilities and communications and networking services, 
running applications that are essential to City operations and generate significant revenue.  
 
 At the time of the initial audit, DOI’s Citywide Information Security, Architecture, 
Formulation and Enforcement Unit was responsible for creating, developing, and enforcing 
consistent and cost-effective information security policies, directives, and standards intended to 
ensure the confidentiality, integrity, and controlled accessibility of all electronic information 
processed through the City’s computer systems.  As of August 8, 2006, pursuant to a memorandum 
of understanding between DoITT and DOI, DoITT has assumed responsibility for these tasks.  

Our initial audit report, which was issued on August 23, 2005, examined general controls 
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over data center security established by DoITT and DOI.  The objectives of our performance audit 
were to determine whether physical access to DoITT’s data centers were limited to individuals who 
have a job-related need for it; whether controls over DoITT’s offsite data storage site were sufficient 
to reasonably ensure the continuous processing of critical data after a disaster or other mishap; and 
whether DOI and DoITT have provided adequate guidance, oversight, and enforcement to ensure 
that City agencies have implemented DOI’s information security policies. 
 
 The objective of our follow-up, which was conducted in accordance with generally accepted 
government auditing standards, was to assess the extent of implementation, as of October 10, 2006, 
of the recommendations included in our confidential report.  To further assure security of the 
Center’s data processing operations, the details of the recommendations and their implementation 
status are not included in this report.  However, we discussed the detailed results of our follow-up 
work with DoITT and DOI officials during the conduct of the audit. 
 
Summary Conclusions and Status of Audit Recommendations 
 
 We found that DoITT officials have made some progress toward implementing the 
recommendations directed to it in the confidential draft report, and continue to take steps towards 
implementation of all recommendations.  However, DOI did not implement the recommendations 
directed to it during the approximately one year period between the issuance of our original report 
and the transfer of responsibilities to DoITT.  Therefore, DoITT must now take steps to ensure that 
all agencies are in compliance with the City’s information security standards and policies, and 
monitor such compliance. 
 

Major contributors to this report were Abe Fish and Keith Dickter. 
 

We also thank the management and staff of DoITT and DOI for the courtesies and 
cooperation extended to our auditors during this audit. 
 

Very truly yours, 
 
 
 

Brian Reilly 
 Audit Manager 
 
 
cc:   Mr. Jeffrey Kay, Mayor’s Office of Operations 
 Lisa Ng, Division of the Budget 
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