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Dear Mr. DeIorio: 
 

Pursuant to the State Comptroller’s authority as set forth in Article X, Section 5 of the State 
Constitution and Article 2803 of the Public Authorities Law, we have followed up on the actions 
taken by officials of the New York State Energy Research and Development Authority (Authority) 
to implement the recommendations contained in our audit report, Internal Controls Over Financial 
Operations (Report 2004-S-55).    
 
Background, Scope, and Objective 
 
 The New York State Energy Research and Development Authority (Authority) was 
established in 1975 by Article 8, Title 9 of the Public Authorities Law, and is involved in a number 
of energy-related activities.  The Authority funds research to develop new energy technologies and 
expand the use of the State’s indigenous and renewable energy resources, while reducing adverse 
environmental effects associated with energy production in use.  The Authority provides financial 
and technical assistance to customers seeking to assess and implement cost-saving energy efficiency 
measures.  The Authority also monitors energy supply, consumption and emissions in the State, and 
periodically reports the results of its monitoring to government officials and the public.   
  

Our initial audit report, which was issued on November 4, 2004, assessed the adequacy of the 
Authority’s system of internal controls over its financial operations and expressed an opinion on 
management’s certification of compliance with important provisions of the New York State 
Government Accountability, Audit and Internal Control Act.  Although we issued an unqualified 
opinion on management’s certification, we noted instances in which the Authority could either 
improve its system of internal controls or strengthen the adherence to existing policies and 
procedures.   

 
The objective of our follow-up, which was conducted in accordance with generally accepted 

government auditing standards, was to assess the extent of implementation, as of April 14, 2006, of 
the five recommendations included in our initial report.    
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Summary Conclusions and Status of Audit Recommendations 
 
 We found that the Authority has made substantial progress in implementing the 
recommendations made in our initial audit report.  Of the five initial audit recommendations, four 
have been implemented and one has been partially implemented.    
 
Follow-up Observations 
 

Recommendation 1 
 

Revise current procedures for obtaining Board approval of service contracts exceeding one year in 
duration, by providing for pre-approval of contracts whenever feasible, presenting contracts for 
approval quarterly rather than annually, and reference the document listing specific contracts being 
presented for approval in the Board resolution.   
 
Status - Implemented 
 
Agency Action - The Authority changed its Procurement Contracts Guidelines to require Board 

approval of all contracts anticipated to be initiated or modified with a period of performance 
in excess of one year, at the Board’s regularly scheduled quarterly meetings.  In addition, the 
Authority changed the language of the Board resolution to mention the specific subdivision 
of Public Authorities Law Section 2879 that pertains to contracts greater than one year.    

 
Recommendation 2 

 
Improve the timeliness of third-party billing and collection practices.  
 
Status - Implemented 
 
Agency Action - Authority officials showed us their new monitoring procedures designed to ensure 

timely billings.  Billing occurs at least quarterly.  Customers are given approximately 30 
days to pay the initial billing; if payment is not made, a second request letter is sent to the 
customer.  Between 61 and 90 days after initial billing, a phone call is made to the customer 
by the program staff to urge collection.  If procedures fail, a letter is sent with a deadline 
informing the customer that if payment is not received, the Authority will refer the matter 
over to the Attorney General’s office.  The Authority changed its Project Database system 
and created a consistent monitoring system.  Finance staff provide the Controller and the 
Treasurer a monthly aging report along with a report detailing the measures taken to collect. 
 We observed examples of each of these reports. 

 
Recommendation 3 

 
Improve cash receipts controls by logging cash receipts daily upon receipt, restrictively endorsing 
checks, periodically reconciling the cash log to bank deposits and the accounting records, and 
separating check custody from other cash receipts duties such as preparation of deposits and 
posting of receipts to the accounting records.  
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Status - Implemented 
 
Agency Action - Authority officials showed us new procedures designed to improve controls over 

cash receipts.  They have instituted a daily cash receipts log and independently reconciled 
receipts to bank deposits and the accounting records.  Verification from the cash log to the 
bank deposits occurs weekly.  In addition, in May 2004, the Department of Taxation and 
Finance provided the Authority with rubber endorsement stamps to be used by staff to 
restrictively endorse all checks remitted to the Division of the Treasury for deposit.  The 
Authority also reassigned check custody to an individual in the Accounting Unit who has no 
involvement in preparing or recording deposits. 

 
Recommendation 4 

 
Improve controls over purchasing by separating duties for authorizing payment for goods from the 
ordering department, and verifying that progress payments on contracts are properly supported.  
 
Status - Implemented 
 
Agency Action - Authority officials showed us new policies and procedures designed to improve 

controls over purchasing.  The Authority changed its policy to require an employee, 
independent of the individual authorizing the invoice for payment, to verify the goods 
ordered were received.  In addition, the Authority revised its policies to require the Finance 
Department to determine whether supporting documentation is adequate prior to processing 
vendor invoices for payment.  The Authority has also developed training and prepared 
guidelines for invoice review and approval.  Once finalized, these guidelines will be 
considered an extension of the Authority’s Policies and Procedures Manual and will be 
available on its intranet site. 

 
Recommendation 5 

 
Improve computer system access controls by restricting employee access to only the functions they 
need, utilizing more complex passwords that are changed more frequently, and formalizing and 
periodically testing a disaster recovery plan.   

 
 

Status - Partially Implemented 
 
Agency Action - The Authority has taken several actions to more appropriately restrict user access 

rights.  It has limited certain accounting staff to read-only access to the human resources 
module and granted access to other functions only where an employee has a clear need for 
such access.  The Authority implemented a new password policy that establishes standards 
for password construction, protection, and change frequency.  These standards are consistent 
with those recommended by the Office of Cyber Security & Critical Infrastructure 
Coordination.  Although the Authority created a multi-disciplinary working group in 2004, it 
has not yet finalized a disaster recovery plan.   
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Major contributors to this report were Joel Biederman, Lisa Rooney, and Nadiuska 
Wimbush.  

 
We thank Authority management and staff for the courtesies and cooperation extended to our 

auditors during this process.  
 
       Very truly yours, 

             
       John F. Buyce 

        Audit Manager 
 
cc: Lisa Ng, Division of the Budget 
 Peter R. Smith, President 
 Jeffrey J. Pitkin, Treasurer 
 

 
 
 
 
 
 


