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Dear Mr. Kahl: 
 
 According to the State Comptroller’s authority as set forth in Article X, Section 5 of the State 
Constitution and Article 9, Section 2803 of the Public Authorities Law, we audited the Niagara 
Frontier Transportation Authority’s (Authority) system of internal controls over its financial 
operations for the period April 1, 2002 through March 31, 2004. 
 
A.   Background 
 
 The Authority was created under Article 5, Title 11a, and Section 1299 of the Public 
Authorities Law in 1967.  It was created to develop and improve transportation and other services 
within the Niagara Frontier transportation district, including but not limited to rail, bus, marine and 
air transportation.  The Authority was also created to develop and implement a unified mass 
transportation policy for the district.  The Authority consists of the parent company and its 
subsidiary the Niagara Frontier Transit Metro System (Metro). 
 

The Authority is governed by an 11 member board which consists of a chairman and 10 other 
members appointed by the Governor with the advice and consent of the New York State Senate.  Of 
the 10 other members, one is appointed based on the recommendation of the Erie County Executive 
and one by the Erie County Legislature.  Board members are appointed to five year terms.  
According to the Authority’s by-laws, the Board is required to hold an annual meeting in April and 
to meet monthly. 
 

According to the Authority’s audited financial statements for the fiscal year ended March 31, 
2004, the Authority had total revenues of $141.8 million, expenditures of $185.6 million, net assets 
of $603.4 million and a staff of 1,499.  
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B.  Audit Scope, Objective and Methodology 
 

The New York State Governmental Accountability, Audit and Internal Control Act requires 
the Authority’s management to be responsible for establishing and maintaining an effective system 
of internal controls and a program of internal control review.  We audited the Authority’s system of 
internal controls over its financial operations for the period April 1, 2002 through March 31, 2004. 
The objective of our performance audit was to assess the adequacy of the Authority’s system of 
internal controls over its financial operations and to express an opinion of this system based upon 
our audit.   
 

To accomplish this objective, we interviewed appropriate Authority officials and reviewed 
applicable policies and procedures governing the following significant financial operations: revenue 
and collections; cash and investments; payroll and human resources; procurement and contracting; 
equipment and asset management; budgeting and expenditure control; and accounting and 
information systems.  We interviewed Authority staff responsible for these financial operations and 
performed limited compliance testing to provide assurance that Authority employees follow 
established policies and procedures.  We examined, on a test basis, evidence supporting 
management’s assertions to us in its representation letter about its system of internal controls over 
the Authority’s financial operations and did other procedures we considered necessary in the 
circumstances.  In particular, we did tests to determine whether management has established policies 
and procedures that provide an appropriate level of internal control over basic financial operations 
and to determine whether Authority employees follow those policies and procedures.  We believe 
our audit provides a reasonable basis for our opinion. 
 

We conducted our audit according to Generally Accepted Government Auditing Standards.  
Such standards require that we plan and do our audit to adequately assess those operations of the 
Authority which are included within the audit scope.  Further, these standards require that we 
understand the Authority’s internal control structure and compliance with those laws, rules and 
regulations that are relevant to the operations included in our audit scope.  An audit includes 
examining, on a test basis, evidence-supporting transactions recorded in the accounting and 
operating records and applying such other auditing procedures as we consider necessary in the 
circumstances.  An audit also includes assessing the estimates, judgments and decisions made by 
management.  We believe our audit provides a reasonable basis for our findings, conclusions and 
recommendations. 
 

In addition to being the State Auditor, the Comptroller performs certain other constitutionally 
and statutorily mandated duties as the chief fiscal officer of New York State, several of which are 
done by the Division of State Services.  These include operating the State’s accounting system; 
preparing the State’s financial statements; and approving State contracts, refunds, and other 
payments.  In addition, the Comptroller appoints members to certain boards, commissions and public 
authorities, some of whom have minority voting rights.  These duties may be considered 
management functions for purposes of evaluating organizational independence under Generally 
Accepted Government Auditing Standards.  In our opinion, these management functions do not 
affect our ability to conduct independent audits of program performance.  
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C.   Results of Audit 
 

In our opinion, the Authority’s system of internal controls over its financial operations is 
adequate in all material respects.  However, we noted some areas in which the Authority could either 
improve its system of internal controls or strengthen its adherence to existing policies and 
procedures. 
 

Internal control is the integration of the activities, plans, attitudes, policies, and efforts of the 
people of an organization working together to provide reasonable assurance the organization will 
achieve its objectives and mission.  More specifically, the four purposes of internal control are to:  
 

• promote orderly, economical, efficient and effective operations and to produce quality 
products and services consistent with the organization's mission; 

• safeguard resources against loss due to waste, abuse, mismanagement, errors and fraud; 
• ensure adherence to laws, regulations, contracts and management directives; and 
• develop and maintain reliable financial and management data, and to accurately present 

that data in timely reports. 
 

An effective system of internal controls has five major components: control environment, 
communication, assessing and managing risk, control activities, and monitoring.  Below is our 
assessment of the Board’s activities in each of these five major components. 
 

1.  Control Environment 
 

Control environment is the attitude toward internal control and control consciousness 
established and maintained by both management and employees.  It is a product of management's 
philosophy, style and supportive attitude, as well as the competence, ethical values, integrity, and 
morale of the organization's people.  Organization structure and accountability relationships are key 
factors in the control environment.  
 

We determined that the Authority’s control environment is good.  The Authority is governed 
by an 11 member Board.  There are currently four Board members (Chairman and three other 
members) whose terms have expired and the Governor has not made reappointments of these 
members or appointed new members to replace these individuals.  Our review of the Board minutes 
for the last two fiscal years indicated the Board had met monthly as required and a majority of Board 
members attended each meeting.  We also found the Board receives sufficient information for 
monitoring Authority operations.  For example, the Board receives reports from each of its five 
standing committees, the Board receives financial data including a “Key Item Report” which 
compares actual revenues and expenditures to budgeted revenues and expenditures for that month, 
for the fiscal year to that date and compares revenues and expenses for that time to the previous year. 
 

The Board has developed a code of ethics.  The Authority has also filed the required Internal 
Control Certifications with the Division of the Budget for fiscal years 2002, 2003, and 2004 in a 
timely manner. 
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One of the major purposes of internal control is to promote compliance with laws, rules, 
regulations, and management directives.  Management therefore needs to demonstrate knowledge 
and understanding of appropriate requirements that are relevant and significant to its operations if it 
is to foster compliance within the organization.  Many of these relevant requirements exist in the 
form of procedural manuals, directives and periodic bulletins issued by oversight agencies such as 
the Department of Civil Service, the Office of the State Comptroller or the Division of the Budget.  
 

We assessed the Authority’s compliance with Articles 5 and 9 of the Public Authorities Law, 
and determined that Authority officials were in compliance with most sections of these laws. 
However, we found Authority officials were not in full compliance with the certain pertinent 
sections of these Articles because Authority officials had not provided all required parties with 
certain reports and/or reports prepared by Authority did not include all required elements.  For 
example, Authority officials have not sent annual budget information to the governor and respective 
chairman and ranking minority member of the senate finance and assembly ways and means 
committees at least 60 days before the start of the Authority’s fiscal year.  Authority officials have 
not sent annual personal service schedules to the Comptroller, chairpersons of the legislative fiscal 
committees or the Division of the Budget.  Authority officials have not provided the Division of the 
Budget with a copy of the implemented prompt payment policy.  The Authority’s investment report 
does not include a list of the total fees, commissions or other charges paid to each investment 
banker, advisor, etc. rendering services.  The Authority’s five-year capital plan does not contain all 
required elements; the quarterly capital plan status reports were not provided to the committee on 
capital planning for each quarter; and operational performance goals and objectives have not been 
established for all elements of the capital plan.  Copies of required annual reports have not been 
provided to Erie and Niagara county officials.  We provided these details to Authority officials in a 
preliminary report and officials indicated they would take steps to ensure future compliance.   
 
 2.   Communication 
 

Communication is the exchange of useful information between and among people and 
organizations to support decisions and coordinate activities.  Within an organization, information 
should be communicated to management and employees who need it in a form and within a time 
frame that helps them to carry out their responsibilities.  Communication also involves outside 
parties such as customers, suppliers and regulators. 
 

Our examination of the internal controls related to each of the fiscal functions revealed that 
the Board and Authority management have implemented an effective means of communication.   For 
example, the Authority has written job descriptions for each employee.  Authority employees receive 
annual performance evaluations from their supervisors.  Authority employees stated they can go to 
management if problems are noted in any area to bring these problems to management’s attention. 
Authority officials assembled a team of various Authority staff responsible for recommending ways 
employee morale and well being can be improved.  Authority officials have developed written 
prompt, payment policies, a procurement manual and guidelines, and Management Information 
Systems polices and procedures. 
 

The Authority uses the intranet as an important communication tool making it possible to 
quickly and efficiently disseminate guidelines, policies and procedures, staff updates, and 
interdepartmental reports to all employees.  The Authority’s web site also instructs vendors in how 
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to do business with the Authority. 
 

The monthly Key Item Report is another medium of internal communications used by the 
Authority that is distributed both to the Board and to Authority management.  In addition to its 
presentation of comparative revenue/expenditure data, it provides a narrative explanation for 
variances.  Board members are also informed through their monthly meetings, as well as information 
and reports prepared regularly by each of the standing committees that deal with Authority 
operations. 
 
 3.   Risk Assessment 
 

Risks are events that threaten the accomplishment of objectives.  They ultimately impact an 
organization's ability to accomplish its mission.  Risk assessment is the process of identifying, 
evaluating and determining how to manage these events.  At every level within an organization, both 
internal and external risks could prevent the accomplishment of established objectives.  Ideally, 
management should seek to prevent these risks.  However, sometimes management cannot prevent 
the risk from occurring.  In such cases, management should decide whether to accept the risk, reduce 
the risk to acceptable levels, or avoid the risk.  To have reasonable assurance that the organization 
will achieve its objectives, management should ensure each risk is assessed and handled properly. 
 

We found that the Board and Authority management need to improve the way risk is 
assessed and managed.  We asked Authority officials if they conducted periodic risk assessments in 
each of the financial areas we reviewed.  Authority officials provided us copies of checklists that had 
been used to perform such assessments.  In reviewing these assessments, we determined the last 
formal assessments had been completed in 1992.  According to the Authority’s Internal Auditor, 
management reviews the assessments annually and initials these as evidence of that review.  
However, we could not determine if these were reviewed each year since 1992.  Since risks 
identified in prior years may not be relevant today and Authority procedures may have changed in 
some financial areas since that time, we recommend that Authority officials conduct formal risk 
assessments and review them annually. 
 

We reviewed a risk assessment dated May 9, 2002 completed by KPMG, the Authority’s 
external auditor.  It recommended several ways the Authority could improve policies and procedures 
regarding system recovery, establish policies to be followed by vendors, and to provide the MIMS 
administrator and other technical support staff additional training.  Authority officials stated they 
have taken steps to address each of the issues identified by KPMG. 
 
 4.   Control Activities 
 

Control activities are tools - both manual and automated - that help prevent or reduce the 
risks that can impede accomplishment of the organization's objectives and mission.  Management 
should establish control activities that will facilitate the effective and efficient accomplishment of 
the organization's objectives and mission. 
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We found Authority management maintains appropriate control activities in these three 
areas: 

 
 a.   Revenue & Collection  
 

Authority revenues are billed timely and accurately and are recorded properly in the 
accounting records.  The Authority’s existing internal controls provide assurance that revenues are 
being collected timely and that Authority policies are being followed. 
 
 b.   Payroll 
 

The Authority’s internal controls provide assurance that time and attendance records are 
accurate and that leave time is accounted for and properly recorded.  In addition, we determined that 
payroll changes (additions, deletions, and overtime) are processed accurately and timely. 
 
 c.   Budgeting and Expenditure Control 
 

The Authority’s internal controls provide assurance that its annual budget is prepared 
accurately and timely.  We also determined Authority officials monitor actual operating results 
against budgeted estimates and appropriate revisions to current and future budgets are made as 
warranted by these operating results. 
 

However, we found certain controls could be improved in the following four areas: 
 
 a.   Cash & Investments  
 

The Authority has adequate controls to ensure that the Authority’s cash and investments are 
properly safeguarded, accounted for and deposited into the appropriate accounts.  We also 
determined that Authority cash disbursements are authorized and recorded properly.  However, our 
audit testing identified a cash shortage of approximately $84 in the Authority’s first floor 
information booth.  According to Authority officials, we should have been able to account for a total 
of $21,950 which is assigned to employees working in this location.  The Authority’s own previous 
internal audit of cash controls in the information booth recommended that Authority’s Customer 
Service Management should reinstitute unannounced self-audits of the information clerks’ cash 
drawers.  Subsequent to this recommendation, the Authority’s Internal Audit unit accepted the 
responsibility for conducting periodic surprise audits of the cash drawers.  Except for such random 
audits, funds contained in that booth are not verified in any other way.  We recommend that 
Authority officials assign responsibility to a specific unit for conducting periodic reconciliations of 
the cash assigned to this location and that the Internal Audit unit provide added assurance by 
continuing to conduct surprise cash counts on a routine basis. 
 
 b.   Procurement and Contracting 
 

The Authority’s internal controls provide assurance purchases are authorized, received, and 
recorded properly.  We also concluded purchases are reasonable and necessary and are generally 
made in an economical and efficient manner. 
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Authority officials provided us an electronic file of procurements for the two fiscal years 
ended March 31, 2003 and March 31, 2004.  Our analyses of this data, detailed in the following table 
revealed that an inordinate amount of time is being expended to process purchase orders for a 
relatively small portion of the Authority’s overall purchases: 

 
Purchase Order 

Amount 
Number of 
Purchase 
Orders 

Processed 

Percentage 
of Purchase 

Orders 
Processed 

 
 

Aggregate Value of 
Purchases 

 
Percentage 

of Total 
Purchases 

$0.00 – $99.99 304 8.70   15,642.73 0.03 
$100 - $499.99 992 28.39 269,738.82 0.44 
$500 - $999.99 627 17.95 443,251.92 0.73 
$1,000 - $4,999.99 1,003 28.71 2,131,473.16 3.51 
$5,000 - $9,999.99 188  5.38 1,357,096.37 2.23 
$10,000 - $49,999.99 253  7.24 5,803,528.81 9.55 
$50,000 - $99,999.99   51  1.46 3,681,604.21 6.06 
$100,000 - $10,000,000   76  2.17  47,073,378.65 77.45 
Total 3,494  100.00 $60,775,714.67 100.00 

 
As indicated in the table, 55 percent of the purchase orders processed by the Authority were 

for purchases of less than $1,000.  In aggregate, these purchases represent just 1.2 percent of the 
Authority’s total purchases for these two years. 
 

To improve the efficiency of this process and to reduce the administrative costs of processing 
purchase orders, Authority officials should investigate the feasibility of using a procurement card for 
smaller purchases and eliminate the need for purchase orders.  Authority officials indicated that they 
were implementing a new procurement card that would be used throughout the organization for 
small purchases (under $2,500).  They said each card would be assigned spending limits per 
transaction and per month, while certain merchant categories would be blocked, and a Program 
Administrator would be assigned to ensure compliance. 
 
 c.   Equipment & Asset Management  
 

The Authority’s internal controls provide assurance equipment acquisitions and dispositions 
are authorized and recorded properly.  The Authority maintains a computerized comprehensive 
inventory of all its equipment, and the Authority's internal controls provide assurance equipment is 
secured properly and used as intended. 

 
However, the Authority has not developed formal policies or procedures restricting personal 

use of Authority equipment.  Individual unit managers are responsible for ensuring their employees 
do not use Authority equipment improperly.  During our site visits we found some departments had 
developed written policies while others had verbally told employees not to make personal use of 
Authority equipment.  Although our limited audit testing did not identify any personal use of 
Authority equipment, we recommend the development of formal policies and procedures regarding 
such use of Authority equipment and/or to ensure all departments develop such formal procedures. 
  
 d.   Accounting Information Systems  
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Authority officials have established adequate controls to ensure management has access to 

timely, accurate and relevant information.  However, based on interviews of Authority officials and 
a review of documentation supplied, we determined improvements are needed in the Authority’s 
internal controls in order to provide assurance the accounting information systems are secure and the 
information is recoverable in case of system failure.  After Authority officials completed a general 
control review questionnaire, interviewing Authority officials and reviewing the Authority’s 
Management Information System policies and procedures manual we noted the following areas 
where controls should be improved: 
 

Passwords 
 

Although Authority officials have developed policies/guidance in regards to the structure 
and age of passwords used to access information systems, the system does not require users 
to construct “strong” passwords and/or to periodically change their passwords. 

 
At our closing conference on August 5, 2004, Authority officials indicated they recently 
implemented procedures which now require employees to change their passwords every 90 
days.  Officials also indicated they planned to take action to ensure employees construct 
“strong” passwords in the future. 
 
Confidentiality Agreements 
 
New and current employees are not required to sign confidentiality agreements prior to being 
given access to confidential information. 
 
At our closing conference, officials indicated they would consider having employees sign 
confidentiality agreements. 
 
Automatic Log Out 
 
The system does not automatically log out a user account after it has been idle for a specified 
amount of time. 
 
Monitoring Internet Usage 
 
Authority officials have developed an internet usage policy, but they do not have the means 
to monitor internet usage on an on-going basis. 
 
Authority officials did state that while they can not monitor internet usage on an on-going 
basis they can do so if they receive a request from management regarding possible abuse. 
  
Business Continuity/Disaster Recovery Planning 
 
Authority officials have developed a Business Continuity/Disaster Recovery Plan.  However, 
officials have not yet conducted tests of the plan, twice a year as indicated in the plan.  In 
addition, the disaster and recovery plan does not provide for physical security at the recovery 
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site. 
 
  5. Monitoring 
 

Monitoring is the review of an organization's activities and transactions to assess the 
quality of performance over time and to determine whether controls are effective.  The Board 
and Authority management should focus monitoring efforts on internal control and 
achievement of organization objectives.  Monitoring is most effective, when all employees 
understand the organization's mission, objectives, responsibilities, and levels of risk 
tolerance. 

 
To monitor the continued effectiveness of an internal control system, management 

should undertake both ongoing monitoring activities and separate evaluations.  Ongoing 
monitoring occurs during normal operations and includes regular management and 
supervisory activities, comparisons, reconciliations and other actions people take in 
performing their duties.  It includes ensuring managers and supervisors know their 
responsibilities for internal control and the need to make control and control monitoring a 
part of their regular operating processes. 

 
We concluded that Authority officials have implemented adequate monitoring in all 

financial areas.  Some examples of the monitoring activities identified were as follows: 
 

   Revenue and Collections 
 

Management reviews the monthly Key Item Report comparing budgeted to actual 
data.  A reconciliation of each account to the sub-general ledger is done monthly and 
reports are reviewed by the controller and chief financial officer. 

 
   Cash and Investments 

 
The Maintenance Information Management System (MIMS) is used to monitor 
various transactions.  Reports are generated monthly and are reconciled by the Cash 
Management Account Assistant and certified by a supervisor.  The reconciliation is 
forwarded to the Senior Accountant who is responsible for ensuring the balance per 
the reconciliation matches the account balance in the general ledger.  The Authority 
monitors its investments through daily and weekly reports of activities.  Video 
surveillance is used throughout their operations where cash or equivalents are 
maintained.  Debt is also monitored through monthly reports as well as periodic 
reviews conducted by the chief financial officer. 

 
   Payroll 

 
Authority officials prepare and distribute a monthly overtime report for review by 
department heads.  In addition, officials use the Key Item Report to compare 
budgeted overtime to actual overtime.  After payroll data has been entered on the 
system, a report is generated and this report is compared to time records to ensure 
data has been input accurately.  The payroll system can also generate various reports 
that can be used to monitor payroll. 
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 Budgeting and Expenditure Control 

 
The monthly Key Item Report enables the Board and management to compare 
budgeted revenues and expenses with actual figures for the period.  This report also 
provides a brief explanation for variances.  

 
 Accounting Information Systems 

 
Daily reports are prepared and reviewed to ensure accounting data has been properly 
and accurately posted to the general ledger. 

 
Recommendations 

 
To the Authority Board and Management: 
 

Ensure that the Authority complies with pertinent Articles 5 and 9 of the Public Authorities 
law. 

 
To Authority Management: 
 

1. Conduct periodic risk assessment of the Authority’s financial operations and audit 
those areas of highest risk. 

 
2. Ensure that funds assigned to the Cash Management Office are accounted for 

accurately by assigning responsibility to a specific unit for conducting periodic 
reconciliations of the funds assigned to the first-floor information booth. 

 
3. Provide added assurance that funds are accounted for accurately in the booth by 

directing, Internal Audit to continue its surprise cash counts on a routine basis. 
 
4. Consider the use of a procurement card for making smaller dollar purchases. 
 
5. Develop formal policies and procedures regarding the personal use of Authority 

equipment and/or ensure all departments develop such formal procedures. 
 
6. Consider taking the following steps to improve internal controls over Authority 

accounting and information systems: 
 

•  Program the accounting information systems to require users to construct 
strong passwords, to prompt users to change their passwords at periodic 
intervals and to limit the use of the same password for a specified period (time 
or number of changes). 

 
•  Program the accounting information systems to automatically log off users if the 

account has been idle for a certain period of time. 
 
•  Establish a means to monitor internet usage on an on-going basis. 
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•  Require new and current employees who have access to confidential information 

to sign confidentiality agreements.  
 

•  Conduct periodic tests of the Business Continuity/Disaster Recovery plan as 
stated in the MIS Policies and Procedures Manual.  

 
We provided draft copies of this report to Authority officials for their review and comment.  

We considered their comments in preparing this report.  Authority officials generally agreed with the 
report’s recommendations and identified actions taken or planned to implement them.  A complete 
copy of the Authority’s response is included as Appendix A. 

 
Within 90 days after the final release of this report, as required by Section 170 of the 

Executive Law, the Chairman of the Board of the Niagara Frontier Transportation Authority shall 
report to the Governor, the State Comptroller and the leaders of the Legislature and fiscal 
committees, advising what steps were taken to implement the recommendations contained herein, 
and where recommendations were not implemented, the reasons therefor. 
 

Major contributors to this report were Sheila Emminger, Tom Kulzer, David Bell, Kevin 
Kissane, Richard Podagrosi, Sri Raman, and Vicki Wilkins. 
 

We wish to thank the management and staff of the Niagara Frontier Transportation Authority 
for the courtesies and cooperation extended to our auditors during this audit. 
 
   Yours truly, 
 
 
 
 
   David R. Hancox 
   Audit Director 
 
 
 
cc: Robert Barnes, Division of Budget 
 Lawrence Meckler, Executive Director 
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