
A REPORT BY THE NEW YORK STATE 
OFFICE OF THE STATE COMPTROLLER 

 
Alan G. Hevesi 
COMPTROLLER 

DIVISION OF STATE SERVICES 

 
NEW YORK STATE OFFICE OF TEMPORARY 

AND DISABILITY ASSISTANCE 
 

NEW YORK STATE OFFICE FOR 
TECHNOLOGY 

 
NEW YORK CITY HUMAN RESOURCES 

ADMINISTRATION 
 

WELFARE MANAGEMENT SYSTEM:  NEW 
YORK CITY GENERAL AND APPLICATION 

CONTROLS 
2002-N-1 



 

 

OSC Management Audit reports can be accessed via the OSC Web Page: 

http://www.osc.state.ny.us 

If you wish your name to be deleted from our mailing list or if your address has 

changed, 

contact the Management Audit Group at (518) 474-3271 

or at the 

Office of the State Comptroller 

110 State Street 

11th Floor 

Albany, NY 12236 

 



 
 
 
 
 
 
 
 
 

Alan G. Hevesi 
COMPTROLLER 
 

Division of State Services 
110 STATE STREET ♦ ALBANY, NEW YORK 12236 

123 WILLIAM STREET ♦ NEW YORK, NEW YORK 10038 

Report 2002-N-1 
 
Mr. Brian J. Wing 
Commissioner 
New York State Office of Temporary and Disability Assistance 
40 North Pearl Street 
Albany, NY  12243 
 
Mr. Michael McCormack 
Director 
New York State Office for Technology 
State Capital 
Albany, NY  12224 
 
Mr. Jason Turner 
Commissioner 
New York City Human Resources Administration 
180 Water Street 
New York, NY  10038 
 
Dear Commissioner Wing, Director McCormack and Commissioner Turner: 
 
The following is our report concerning the general and application controls of New York 
State’s Welfare Management System, as it relates to New York City. 
 
This audit was conducted pursuant to the State Comptroller’s authority as set forth in 
Article V, Section 1, of the State Constitution; Article II, Section 8, of the State Finance 
Law; and Article III of the General Municipal Law.  Major contributors to this report are 
listed in Appendix A. 
 
 
 
 
 
September 26, 2003 

Office of the State Comptroller 
Division of State Services 



 

 

EXECUTIVE SUMMARY 
 

NEW YORK STATE OFFICE OF TEMPORARY AND 
DISABILITY ASSISTANCE 
NEW YORK STATE OFFICE OF TECHNOLOGY 
NEW YORK CITY HUMAN RESOURCES 
ADMINISTRATION 
 
WELFARE MANAGEMENT SYSTEM: NEW YORK CITY 
GENERAL AND APPLICATION CONTROLS 

 
SCOPE OF AUDIT 

 
he New York State Office of Temporary and Disability Assistance (OTDA), in 
accordance with Chapter 55, Section 21, of the Social Services Law of New 

York State (State), is required to design, implement, and maintain a welfare 
management system.  This system must be capable of receiving, maintaining, 
and processing information relating to persons who have applied for, or have 
been determined eligible for, benefits under any program for which OTDA has 
supervisory responsibility.  OTDA must consider this information confidential.  
 
To help improve the administration and control of public assistance programs 
and related services provided by the State’s 58 local social services districts 
(districts), both OTDA and the New York State Office for Technology (OFT) are 
responsible for supporting and maintaining the Welfare Management System 
(WMS).  Established in 1997, OFT is charged with the coordination of the State’s 
vast technology resources.  It manages a consolidated New York State Data 
Center (Data Center) that supports WMS’ data processing requirements, as well 
as those of 20 other agencies.  However, the responsibility for managing local 
user access accounts and permissions is in the hands of local district 
coordinators.  OTDA is primarily responsible for the applications and 
administration of WMS; OFT is primarily responsible for the system’s hardware-
operating environment, including file management, disaster recovery, system 
backup, and computer center maintenance and support.  The New York City 
Human Resources Administration (HRA) administers WMS through its Family 
Independence Administration (FIA).  FIA operates local income support/job 
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centers in the five boroughs of New York City (City), where its staff process 
applications for public assistance, food stamps, and Medicaid. 
 
WMS consists of two application subsystems:  “Upstate,” which is used to 
maintain the records of clients living in counties outside the City, and “New York 
City,” which contains the data of clients who are City residents.  We had 
previously conducted a general and application control audit of the upstate 
Welfare Management System and issued a report on our findings (Report 2001-
S-35, Office of Temporary and Disability Assistance, Welfare Management 
System: General and Application Controls, issued March 14, 2003). 
 
Our audit sought to answer the following question for the period January 1, 1999 
through December 20, 2002: 
 
• Have OTDA, OFT and HRA instituted general and application controls that 

provide reasonable assurance that the New York City WMS data is accurate 
and reliable, and protected from the risk of unauthorized physical and logical 
access?  

 

AUDIT OBSERVATIONS AND CONCLUSIONS 
 

e could not express an opinion on the accuracy and reliability of public 
assistance eligibility data because HRA could not provide us with case file 

records needed to verify 13 percent of our sampled WMS data elements. In 
addition, our tests showed that 8 of 44 cases we sampled, where we had 
sufficient budget-related supporting documentation, had incorrect benefit 
determinations because of data entry errors. (See pp. 7-8)   
 
To verify the validity and reliability of WMS data, we selected a random statistical 
sample of 70 HRA cases, including 58 that were active.  The actual number of 
data elements we tested varied by case, depending on the number of individuals 
involved.  Our sample of active cases included 733 data elements, but we found 
that HRA’s files did not contain the required supporting documentation for 94 of 
these.  We found 39 errors and 23 variances in the remaining 639 data elements.  
A variance is an inconsistency between the WMS data and the source 
documentation; however, the clients’ information was validated by the Social 
Security Administration.  (See p. 8) 
 
We also recalculated public assistance grants (grants) for the 58 cases and 
found that WMS had calculated the grants accurately based on information 
entered in WMS.  However, we found that HRA employees had entered data 
incorrectly for eight cases, leading to the understatement of seven of the grants 
and the overstatement of one.  (See pp. 8-9) 
 
We found WMS security controls need improvement.  For example, we found 
weaknesses in the granting and monitoring of user rights, and in the use of the 
security violation reports.  We also found improvements can be made in training 
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users regarding security awareness.  We made a total of 20 recommendations 
addressed to OTDA, OFT and/or HRA to enhance this area.  (See pp. 11-24) 
 
We found that OFT’s disaster recovery plan lacks significant provisions.  In 
addition, OTDA has not provided OFT with WMS recovery procedures, an 
application processing schedule, or a strategy for printing should a disaster 
occur.   (See pp. 25-27) 
 
Because some weaknesses we identified could be considered sensitive, we have 
not included the details relating to those weaknesses in this report.  Instead, we 
have conveyed our findings to appropriate officials during the audit.   

  

COMMENTS OF OTDA, OFT, AND HRA OFFICIALS 
 

TDA, OFT and HRA officials generally agreed or partially agreed with the 
report’s findings and recommendations. 
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INTRODUCTION 
 

Background 
 

he New York State Office of Temporary and Disability 
Assistance (OTDA), in accordance with Chapter 55, Section 

21, of the Social Services Law of New York State (State), is 
required to design, implement, and maintain a welfare 
management system.  This system must be capable of 
receiving, maintaining, and processing information relating to 
persons who have applied for, or have been determined eligible 
for, benefits under any program for which OTDA has 
supervisory responsibility.  OTDA must consider this information 
confidential.  
 
To help improve the administration and control of public 
assistance programs and related services provided by the 
State’s 58 local social services districts (districts), both OTDA 
and the New York State Office for Technology (OFT) have 
responsibilities to support and maintain the Welfare 
Management System (WMS).  Established in 1997, OFT is 
charged with the coordination of the State’s vast technology 
resources.  It manages a consolidated New York State Data 
Center (Data Center) that supports OTDA’s data processing 
requirements, as well as those of 20 other agencies. For 
example, under the terms of a service-level agreement with 
OTDA, OFT is primarily responsible for the system’s hardware-
operating environment, including file management, disaster 
recovery, system backup, and computer center maintenance 
and support for WMS.  The responsibility for managing local 
user access and permissions for WMS is in the hands of local 
district coordinators. OTDA is primarily responsible for 
administering WMS and maintaining WMS computer 
application.   
 
Through its Family Independence Administration (FIA), the New 
York City Human Resources Administration (HRA) administers 
the public assistance (Temporary Assistance for Needy 
Families, or TANF), food stamps, and Medicaid programs in 
New York City (City).  FIA operates local income support/job 
centers in the City’s five boroughs, where staff process 
applications for the programs it administers. For the month of 
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December 2002, HRA provided services to more then 421,000 
public assistance recipients and administered gross public 
assistance expenditures of more than $96 million.  
 
WMS consists of two application subsystems: “Upstate,” which 
is used to maintain the records of clients living in counties 
outside the City, and “New York City,” which contains the data 
of clients who are City residents. In a network, various computer 
resources such as desktop computers, printers, file servers, and 
computer applications (e.g., word processing applications, data 
base applications, and specialized applications) are linked 
together and shared by different individual users.  To access a 
computer application in this type of data processing 
environment, users must first obtain access to their network.  
 
WMS collects, stores, validates, and processes basic 
demographic and eligibility data that it receives from districts 
over dedicated communication channels.  It is designed to 
minimize the number of duplicate payments made to eligible 
clients and to help eliminate mismanagement and fraud.  It is 
also designed to serve the client by maintaining accurate 
eligibility data at the same time it protects the client’s privacy.  
Edit checks are built into the system to help district staff verify 
the appropriateness, accuracy, and completeness of data 
entered in WMS.  These checks are intended to assure 
management that program standards are being applied 
uniformly by enforcing and validating categorical and financial 
policies and regulations.  
 
On July 29, 1999, New York State initiated a plan to upgrade its 
human services agencies’ ability to support network-based 
information technology.  Part of this project includes the 
implementation of a single Statewide WMS database, known as 
WMS Redesign, to replace the two existing subsystems.  The 
plan calls for the existing WMS to continue performing its 
primary eligibility-processing functions at the same time it uses 
new automation tools to create an integrated case management 
system.  Ultimately, the planned system will facilitate a “shared 
front-end” environment among human services agencies that 
will enable them to meet clients’ needs more effectively. 
 
In June 2001, district employees began using application 
software on their personal computers to access WMS and to 
access the network maintained for their own district 
applications.  Access to WMS in this manner was accomplished 
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through the Human Service Network (HSN).  HSN is a 
combination of hardware, software, transmission media and 
telecommunications that makes it possible for certain computers 
used by several State agencies to be interconnected.  In such a 
network, various computer resources, including desktop 
computers, printers, file servers, and computer applications 
(e.g., word processing and data base applications as well as 
specialized applications such as WMS) are shared by various 
users in several locations.  These users may be either district 
workers or employees of income maintenance offices, child 
welfare units, or voluntary agencies. 
 
Both the upstate WMS and New York City WMS are accessible 
on the HSN located in the State’s Data Center.  We had 
previously conducted a general and application control audit of 
the upstate Welfare Management System and issued a report 
on our findings (Report 2001-S-35, Office of Temporary and 
Disability Assistance, Welfare Management System: General 
and Application Controls, issued March 14, 2003).   
 

Audit Scope, Objective, and Methodology 
 

uring our audit, which covered the period January 1, 1999 
through December 20, 2002, we examined the OTDA’s 

general and application controls, including selected aspects of 
network controls, over the processing of electronic data for the 
New York City WMS.  Our objective for this performance audit 
was to determine whether OTDA, OFT, and HRA have instituted 
general and application controls that provide reasonable 
assurance that New York City WMS data is accurate and 
reliable, and protected from the risk of unauthorized physical or 
logical access. 
 
To accomplish our objective, we interviewed OTDA, OFT, and 
HRA officials and reviewed pertinent policies and procedures 
relating to the overall computer operations of the Data Center.  
Our review covered controls over organization and 
management, system software and hardware, and security. We 
judgmentally selected a job center from each of the five 
boroughs that comprise New York City.  The job centers 
selected, based on relative caseloads, were Dekalb Job Center 
in Brooklyn, Dyckman Job Center in Manhattan, Jamaica Job 
Center in Queens, Melrose Job Center in Bronx, and Richmond 
Job Center in Staten Island.  To gain an understanding of 
terminal security control procedures being used in HRA’s job 
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centers, we evaluated the Transaction Terminal Security 
System (TTSS) and its implementation at the job centers. 
 
In addition, we reviewed TTSS guidance documents; 
interviewed local TTSS security coordinators; and reviewed the 
procedures for adding and deleting users, assigning rights to 
applications, and monitoring usage.  We interviewed staff at all 
five job centers and observed the practices they follow.  We 
randomly-selected TANF cases administered by FIA and 
compared selected WMS data elements with case file source 
documents.  Because some of the weaknesses we identified 
could be considered sensitive, we have not included the details 
relating to these weaknesses in this report.  Instead, we have 
conveyed those findings to appropriate officials during the audit. 
 
As is our practice, we notify agency officials at the start of each 
audit that we will be requesting a representation letter in which 
agency management provides assurance, to the best of their 
knowledge, concerning the relevance, accuracy, and 
competence of the evidence provided to the auditors during the 
course of the audit.  The representation letter is intended to 
confirm oral representations made to the auditors and to reduce 
the likelihood of misunderstandings.  In the representation letter, 
agency officials assert that, to the best of their knowledge, all 
relevant financial and programmatic records and related data 
have been provided to the auditors.  Agency officials further 
affirm either that the agency has complied with all laws, rules 
and regulations applicable to its operations that would have a 
significant effect on the operating practices being audited, or 
that any exceptions have been disclosed to the auditors. 
 
However, officials at the New York City Mayor’s Office of 
Operations have informed us that, as a matter of policy, Mayoral 
agency officials will not provide representation letters in 
connection with our audits. As a result, we lack assurances from 
HRA officials that all relevant information was provided to us 
during the audit.  We consider this refusal to provide a 
representation letter to be a scope limitation on the findings and 
conclusions presented in this report.  
 
Except as noted above, we conducted our audit in accordance 
with generally accepted government auditing standards.  Such 
standards require that we plan and perform our audit to 
adequately assess those operations of OTDA, OFT, and HRA 
that are included within our audit scope.  Further, these 
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standards require that we understand the internal control 
structure of OTDA, OFT, and HRA and the extent to which they 
comply with those laws, rules and regulations that are relevant 
to them, which are included in our audit scope.  An audit 
includes examining, on a test basis, evidence-supporting 
transactions recorded in the accounting and operating records 
and applying such other auditing procedures, as we considered 
necessary in the circumstances.  An audit also includes 
assessing the estimates, judgments, and decisions made by 
management.  We believe that our audit provides a reasonable 
basis for our findings, conclusions and recommendations. 
 
We use a risk-based approach when selecting activities to be 
audited.  This approach focuses our audit efforts on those 
operations that have been identified through a preliminary 
survey as having the greatest probability for needing 
improvement.  Consequently, by design, finite audit resources 
are used to identify where and how improvements can be made.  
Thus, little audit effort is devoted to reviewing operations that 
may be relatively efficient or effective.  As a result, our audit 
reports are prepared on an “exception basis.”  This report, 
therefore, highlights those areas needing improvement and 
does not address in detail activities that may be functioning 
properly. 
 

Response of OTDA, OFT, and HRA Officials to Audit 
 
A draft copy of this report was provided to OTDA, OFT, and 
HRA officials for their review and comment.  Their comments, 
as appropriate, have been considered in preparing this report, 
and are included as Appendix B.  In addition, the State 
Comptroller’s Notes to the responses are included as Appendix 
C. 
 
OTDA, OFT and HRA officials generally agreed or partially 
agreed with the report’s findings and recommendations. 
 
Within 90 days after the final release of this report, as required 
by Section 170 of the Executive Law, the Commissioner of the 
Office of Temporary and Disability Assistance, and the Director 
of the Office for Technology, shall report to the Governor, the 
State Comptroller, and leaders of the Legislature and fiscal 
committees, advising what steps were taken to implement the 
recommendations contained herein, and where 
recommendations were not implemented, the reason therefor.  
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In addition, we request that the Commissioner of HRA report to 
the State Comptroller, advising what steps were taken to 
implement the recommendations contained in this report, and 
where recommendations were not implemented, the reasons 
therefor. 
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DATA INTEGRITY 

 
ontrols over the validity and reliability of data include 
policies and procedures that help assure management that 

system data accurately represent information contained in 
source documentation.   If public assistance payments are to be 
accurate, HRA employees must enter data accurately. 
 

Data Element Testing 
 

RA is responsible for the entry of client demographic and 
financial data in the WMS.  The accuracy of this data should 

be assured through system edits and supervisory case review.  
 
WMS offers more than 900 system edits that can verify the 
integrity of specific data elements.  For example, edits attest 
that data has been entered in the proper format and that they 
are compatible with other data elements. If an edit identifies a 
data error, WMS requires that the data errors be corrected 
before the WMS files are updated.  When we observed data 
entry of WMS case information, we noted that the edits 
operated as designed. 
 
However, edits cannot guarantee that the data entered 
represent the data in the source documents.  For example, a 
user might transpose digits when entering a number, but as long 
as the entered number was the correct length, the error would 
pass the edit.  In this situation, if an HRA supervisor followed a 
review procedure comparing the data entered with the data on 
the source documents, the error would be detected.  
 
When data updates have cleared system edits, an authorization 
form is printed.  Although supervisors are required to review and 
sign this form as an approval and an attestation of accuracy of 
the data processed in WMS, we found that HRA management 
has not developed written procedures that instruct supervisors 
about what they should do when they conduct these reviews 
(i.e., compare system data with source documentation). We 
believe HRA should develop procedures that explain a 
supervisor’s role and responsibilities during supervisory reviews. 

C 
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To determine the integrity of WMS data, we randomly selected 
70 of the 90,785 TANF cases administered by FIA and included 
on WMS.  We tested 58 of these (12 had closed between the 
time we generated our sample and the time we conducted our 
tests) by printing their WMS case comprehensive and latest 
budget data as of July 2002 and tracing selected elements of 
this data to source documents kept as hardcopy file or as 
electronically-scanned images.   During this process, we noted 
that some scanned documents were not legible, making them 
useless for substantiating system data.  We believe staff and 
supervisors should ensure that scanned documents are legible.  
 
We selected eight demographic and budgetary data elements 
for testing: names of the individuals who are active on the case, 
date of birth for active individuals, Social Security Numbers 
(SSNs) for active individuals, actual monthly shelter cost, shelter 
type, fuel type, gross wages, and calculated net income.  
Although OTDA officials told us they consider all WMS data to 
be important, we selected these eight data elements for audit 
purposes because they are relevant to eligibility determination.  
 
Although we sampled 58 cases, the actual number of data 
elements we tested varied, depending on the number of 
individuals in each case.  In total, our sample included 733 data 
elements.  However, because 94 (or 13 percent) of these 
elements lacked required supporting documentation, we could 
not test them. As a result, we tested 639 of the original 733 data 
elements and found 39 errors.  We also noted 23 instances in 
which the Social Security Administration had validated the 
individual’s SSN even though there was a variance between the 
WMS data and the individual’s source documents.  OTDA and 
HRA should make sure that job centers are obtaining the 
required supporting documentation and that job centers correct 
the errors and variances we noted during this audit. 
 
From the same case sample, we manually recalculated the 
case’s budget to determine whether WMS had calculated the 
benefits properly.  The system had calculated the benefits 
correctly in every case, based on the data input.  However, for 
44 of the cases where we had sufficient budget-related 
supporting documentation, we found eight instances in which 
data entry errors had affected the public assistance grant.  
Seven of the eight budgeting errors were understatements of 
the client’s grant; the remaining one had resulted in an 
overstatement.  The seven public assistance recipients received 
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less money than the amount to which they were entitled.  The 
errors generally occurred because staff had entered a shelter 
cost that was not consistent with the client’s supporting 
documentation.  We encourage HRA to review these cases and 
to modify the grants accordingly.  
 
HRA should make every effort to verify that employees are 
entering accurate and complete data in WMS.  Inaccurate 
personal identifiers can impair data matches and result in the 
inappropriate denial or issuance of benefits; and, as our tests 
indicate, inaccurate budget information can result in the 
issuance of inaccurate public assistance grants. 
 
As previously stated, supervisors are required to perform 
supervisory reviews, verifying that the WMS data is accurate.  
We found that system edits have been developed for 
completeness, compatibility, and entry format.  However, edits 
alone cannot guarantee that the WMS data is accurate.  The 
information on source documents must be reviewed to help 
ensure that data on the system is accurate.  Furthermore, our 
budget recalculations indicated the system is calculating public 
assistance payments accurately.  Finally, because HRA did not 
provide supporting documentation for approximately 13 percent 
of the elements included in our sample, we were unable to 
determine whether the data is reasonably accurate. Thus, OJDA 
and HRA management lack assurances in these instances that 
WMS public assistance eligibility data is accurate and reliable.  
 
HRA officials agreed with our data integrity findings and 
recommendations.  They also told us they have developed a 
corrective action plan to improve case file integrity. 
 

Recommendations 
 
To HRA: 
 
1. Develop written supervisory case review procedures that 

explain a supervisor’s role and responsibilities.  Include 
matching selected data with appropriate source 
documentation. 

 
2. Require job centers to make sure that scanned source 

documents are legible. 
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Recommendations (Cont’d) 
 
To OTDA and HRA: 
 
3. Enforce the requirement that job centers obtain 

supporting documentation and verify that they have 
corrected the errors and variances we noted during our 
audit. 

 
To OTDA: 
 
4. Verify that HRA implements the data integrity 

recommendations in this report. 
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COMPUTER SECURITY 
 

o provide reasonable assurance that computer resources 
are being protected against unauthorized modification, 

disclosure, loss, or impairment, agencies should develop and 
implement a security system that can prevent and detect 
unauthorized access.  Such a system limits user access to both 
applications and data by allowing users only the access they 
need to perform their duties, preventing them from performing 
incompatible duties, and narrowly assigning access to sensitive 
applications (including the security system).  Inadequate access 
controls can diminish the reliability of computerized data and 
increase the risk of destruction or inappropriate disclosure of 
data.  
 
The New York State Department of Family Assistance 
developed the Transaction Terminal Security System (TTSS) as 
a mandatory requirement of WMS and it is the security system 
that OTDA and the local social services districts currently use 
for WMS.  TTSS consists of logical controls that can be used to 
add, delete, and identify users; assign rights to specific program 
applications; and track activity.  TTSS is maintained by the OFT 
and implemented at the district level through designated local 
Terminal Security Coordinators.  
 
TTSS was designed to accommodate varying degrees of 
terminal security control so that districts, which vary widely in 
size, caseload, and operating procedures, could provide the 
security controls best suited to their needs.  HRA’s Office of 
Data Security Management (ODSM) is responsible for granting 
access rights using the logical framework provided by TTSS.  At 
each job center, a location coordinator is required to observe 
and monitor terminal reconfigurations, perform periodic reviews 
of processor logs, and assess operational and personnel 
changes that affect either a terminal’s access or a user’s 
functions.  It is also the location coordinator’s responsibility to 
report the latter changes to ODSM, to receive and distribute 
user ID/password envelopes to staff, and to promote information 
protection awareness among staff.   
 
The U. S. General Accounting Office (GAO) has developed 
extensive guidelines regarding access to computer and security 
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systems.  These guidelines are intended to assist auditors in 
dealing with issues that should generally be considered in any 
review of computer-related controls over the integrity, 
confidentiality, and availability of computerized data.  To gain an 
understanding of terminal security control procedures being 
used in HRA’s job centers, we evaluated TTSS and its 
implementation at the Dekalb, Dyckman, Jamacia, Melrose, and 
Richmond locations.  
 
In addition, we reviewed TTSS guidance documents; 
interviewed local TTSS security coordinators; and reviewed the 
procedures for adding and deleting users, assigning rights to 
applications, and monitoring usage.  We found that TTSS 
provides a logical framework that limits access to authorized 
users, allows the assignment of specific applications to matched 
duties, and limits the ability to make security changes to 
designated coordinators.  It also tracks user activity, thereby 
allowing usage monitoring and security investigations.  
 
During our audit, we found weaknesses in the TTSS logical 
access controls.  We also found that ODSM and location 
coordinators are not using available security reports to monitor 
WMS access and usage in the job centers.  TTSS coordinators, 
in accordance with their TTSS Coordinator Handbook, are 
required to ensure that ODSM receives timely notice of 
personnel changes; however, they do not always notify ODSM 
of these changes. It is important to notify security managers 
immediately when an employee terminates or otherwise no 
longer requires the access provided by the user ID, and to verify 
that users are given only the access they have been authorized 
to exercise.   
 
We also found that location coordinators are not monitoring 
compliance with access policy by comparing authorization 
requirements with the actual access granted, and that there are 
opportunities for location coordinators to foster greater security 
awareness among system users. 
 

Password Security 
 

ogical access controls involve the use of computer hardware 
and software to prevent or detect unauthorized access by 

requiring users to input user identification numbers (user IDs), 
passwords, or other identifiers that are linked to predetermined 
access privileges.  Logical access controls should be designed 
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to restrict legitimate users to the specific systems, programs, 
and files they need, and to prevent others from entering the 
system at all.  
 
Logical security controls also enable an organization to identify 
individual users or computers that are authorized to have 
access to computer networks, data, and resources; restrict 
access to specific sets of data or resources; produce and 
analyze audit trails of system and user activity; and take 
defensive measures against intrusion.  
 
Through the identification process, a computer system 
distinguishes one user from all others, usually with user IDs.  
User IDs are important because they are the means by which 
specific access privileges are assigned and recognized by the 
computer.   
 
The most widely-used means of authentication is password 
protection.  However, passwords are not conclusive identifiers 
of specific individuals, since they may be guessed, copied, 
overheard, or recorded and played back.  Typical controls for 
protecting passwords include: having the assigned users create 
their own passwords; requiring passwords to be changed 
periodically (about every 30 to 90 days); not displaying 
passwords when they are entered; requiring passwords to be a 
minimum of 6 characters; prohibiting the use of names, words, 
or old passwords within 6 generations, while encouraging the 
use of alphanumeric passwords; and uniquely identifying users 
rather then having users within a group share the same ID or 
password. 
 
To help prevent an unauthorized person from logging on to the 
system by guessing a password, users should be limited in the 
number of unsuccessful attempts they can make to log on to the 
system.  Potential users are typically allowed three or four 
attempts to log on.  Using this restriction in conjunction with the 
use of alphanumeric passwords reduces the risk that an 
unauthorized user can gain access.  
 
We identified some password security weaknesses and 
reported them to OTDA and OFT officials.  We have not 
included these details in this report. 
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Recommendation 

 
To OTDA and OFT: 
 
5. Implement the password security recommendations 

made during the course of our audit. 
 

Monitoring Security Violations 
 

ccording to the GAO, access control software should be 
used to maintain an audit trail of security accesses that will 

reveal how, when, and by whom specific actions have been 
taken.  Typically, audit trails may include user ID, resources 
accessed, date, time, terminal location, and specific data 
modified.  Such information is critical in monitoring both 
compliance with security policies and actual violations of 
security.  
 
The TTSS captures all activity, including sign-on, sign-off, and 
associated edits, as well as attempts to perform unauthorized 
transactions and terminal timeouts.  This information is available 
upon inquiry to site logs, which OFT Security uses to generate a 
weekly Terminal Security Violations Report (Report) that details, 
by site and date, various types of security violations, including 
failed sign-on attempts, incorrect passwords, time-outs, and 
disallowed transactions.  Local security coordinators are 
responsible for reviewing the Report to determine whether there 
are patterns of violations they should address.  
 
The Report lists violations by terminal and by user, in 
aggregate, by day (the total number of each type of violation, by 
the user, at the reported terminal).  Transmitted electronically to 
each district on a weekly basis, it does not display each 
individual violation.  For example, if a user “timed-out” at 9:30 
a.m., 10:30 a.m., and 11:45 a.m., the report would show only 
that the time-out violation occurred three times that day for that 
user at that terminal.  Although specific violation details such as 
time of day are not displayed, the Report does allow security 
coordinators to monitor usage by identifying the terminals or 
users related to the violations.  In addition, by making local 
TTSS inquiries, the security coordinator could obtain the details 
of activity at specific terminals in real time for the current 
business week, as well as detailed transaction data.  As of July 
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2002, HRA was administratively responsible for more than 
13,000 WMS users. 
 
When we obtained the Reports OFT provided to HRA for the 
week that ended on July 6, 2002, we found numerous violations 
at each job center, the most common being terminal timeouts. 
According to the WMS System Reference Manual (Manual), the 
purpose of the timeout is to limit the length of time a terminal is 
available, thereby reducing the possibility of access by 
unauthorized persons to unattended signed-on terminals.  
 
The Report shows the users who had six or more daily timeouts.  
Terminal timeouts may indicate that a user left a terminal 
signed-on and unattended, leaving the system and system data 
vulnerable to exploitation.   WMS users should always sign off 
on their terminals when they must leave it.  Under no 
circumstances should a user leave a terminal unattended with 
data displayed.   
 
The HRA official who receives the Reports from OFT expressed 
the belief that timeout violations do not require follow-up action.  
However, terminal timeouts may be an indicator of poor user 
security practices and follow-up action is required to determine 
the cause.  Because it is not practical to follow up on every 
terminal timeout, coordinators should identify any users with an 
unusual number of violations and discuss the situation with 
them to identify the causes.  Through this process, coordinators 
can identify poor security practices and take corrective action.  
 
The effectiveness of the Report as a monitoring tool depends 
both on the usefulness of the information conveyed and the 
report recipient’s actual use of the data.  HRA officials told us 
they have not used the Report in more than a decade because 
the State has not conveyed its importance or specified ways in 
which it should be used for monitoring purposes.  They said 
each Report they receive is retained for six months and then 
destroyed.  
 
When we reviewed the Reports, we noted several 
discrepancies.  For example, we found that they did not include 
all location codes (logical codes that identify the physical 
address to which a user is assigned) for which HRA is 
administratively responsible.  In addition, the Report reflected 
violations for days outside the weekly reporting period, 
contained system violations for users administered by the Office 
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of Children and Family Services, and contained duplicate 
Reports for multiple location codes.  We believe these 
discrepancies would have been discovered earlier if HRA had 
used the Reports as intended.   
 
OTDA and OFT officials are modifying the report format to 
distinguish OTDA employees from persons employed by other 
agencies.  Further, OFT officials explained that they may have 
inadvertently sent duplicate reports to HRA during the transition 
from paper to electronic reporting.  OFT expressed an interest in 
determining why the discrepancies had occurred, so we 
provided them with copies for their review.   
 

Recommendations 
 
To HRA: 
 
6. Use the Terminal Security Violations Reports to monitor 

compliance with security policies and to investigate 
potential system violations.  Verify that the reports HRA 
receives are complete (e.g., contain all location codes). 

 
To OFT: 
 
7. Verify that the Terminal Security Violation Reports OFT 

provides to HRA are complete and accurate. 
 
8. Meet with HRA officials and explain the important uses of 
 the Report. 
 
To OTDA: 
 
9. Verify that HRA and OFT implement the 

recommendations in this report regarding the use of the 
Terminal Security Violations Reports. 
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Updating User Access 
 

anagement or its representatives should use standardized 
access forms to approve the addition, removal, and/or 

modification of user rights. It is important to notify security 
managers when an employee leaves or otherwise no longer 
requires the access provided, and policies should be in place to 
clearly assign these responsibilities. To ensure compliance with 
access authorizations, management should require periodic 
comparisons of such authorizations to actual access activity and 
user rights.  
 
In the five job centers we visited, we found that location 
coordinators complete special forms to request, terminate, 
and/or modify user or terminal access rights.  Once the location 
coordinator completes these forms, they are forwarded to 
ODSM, along with a transmittal form for processing.  
 
We found that ODSM has defined the location coordinators’ role 
and the procedures they must follow in its TTSS Coordinator 
Handbook (handbook).  However, the handbook is outdated and 
was last revised in March 1988.  We found that the handbook 
does not reflect the forms currently used by location 
coordinators; it is missing definitions for more then 40 percent of 
the WMS functions the location coordinator must assign; and it 
contains numerous incorrect addresses, phone numbers, and 
items of personnel information.  To assure management that 
location coordinators are carrying out their responsibilities 
correctly, HRA must see that the procedures they are required 
to follow are communicated clearly.  We encourage ODSM to 
update the handbook and distribute the revised version to all 
location coordinators.  
 
We also found that location coordinators do not retain a copy of 
the original forms; nor does ODSM return copies to them. In 
addition, location coordinators do not review user 
access/terminal rights to determine whether ODSM has 
assigned them as authorized.  ODSM files the original TTSS 
forms, by date processed, in a secure room. To substantiate 
authorizations and provide accountability, authorization forms 
should be readily accessible.  Under ODSM’s current filing 
method, it is almost impossible to obtain and review these 
forms.  Location coordinators also do not periodically review 
user and terminal access rights to verify that they are still 
appropriate.  We believe HRA’s controls would be stronger if it 
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required location coordinators to see that ODSM processed the 
forms properly by comparing the functions assigned to the 
functions authorized.  Although users are likely to notify their 
location coordinator if insufficient rights are assigned, they are 
unlikely to be aware that they have been awarded greater rights 
than required or authorized − and even less likely to point it out 
to their location coordinator.  Location coordinators who 
regularly review authorization assignments would be in a better 
position to identify such situations.    
 
TTSS can provide ODSM and location coordinators with an 
authorized functions report that lists, for each job center, all 
active user IDs as well as the assigned user’s name, job title, 
identification number, and assigned functions.  A similar 
authorized function report identifies each job center terminal and 
the functions assigned to it.  Both of these reports are available 
upon request, and location coordinators can use them 
periodically to determine the appropriateness of function 
assignments for either users or terminals.  However, when we 
asked ODSM and location coordinators whether they obtain and 
use such reports, they told us they did not know they existed. 
We encourage HRA to enhance its control structure by using 
these reports as tools in periodic reviews to verify that the 
assignment of user and terminal rights has been appropriate.  
Location coordinators who review user and terminal rights might 
identify some that should have been terminated but were not, 
some that are inconsistent with the user’s job responsibilities, or 
others that were assigned improperly.  
 
Although location coordinators are required to notify ODSM of 
personnel changes, not all coordinators comply. ODSM officials 
told us they try to perform a quarterly payroll match as a 
compensating control to identify users who may no longer need 
system access, but work demands occasionally prevent them 
from doing so.  We noted that they had performed such a match 
twice in 2002.  During this process, WMS users are compared 
with names in HRA’s employment database.  All exceptions 
(users not active in HRA’s payroll system) are noted on an 
exception report that is distributed to job center directors.  Such 
directors are responsible for verifying that the need for WMS 
access still exists and that the name and SSN of each exception 
is accurate.  When we reviewed six exception logs, we found 
that the directors generally did not complete the logs in 
accordance with ODSM’s instruction.  For example, one 
directed some users to sign their names next to their user IDs 
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but left most of the form incomplete.  Another crossed off some 
names and provided explanations for other names, and 
submitted a form with one signature that ran vertically along the 
side of the page.  If the report is not completed properly, the 
individual who processes it cannot determine what action to 
take.   
 
Making sure that user rights are terminated in a timely manner 
is critical to guaranteeing the integrity of a system and its data.  
We encourage ODSM to perform the payroll match on a 
quarterly basis, as intended, and to see that directors complete 
the exception reports as instructed.  
 

Recommendations 
 
To HRA: 
 
10. Update the TTSS Coordinator Handbook and distribute 

copies of the revised version to all location coordinators. 
 
11. Establish an accountability system for approved 

authorization forms that allows them to be retrieved. 
 
12. Require location coordinators to verify the 

appropriateness of user/terminal rights by comparing 
assigned functions with authorizations before distributing 
user IDs/passwords. 

 
13. Review the Terminal Operator Authorized Functions 

reports at least annually to determine whether employees 
and terminals have been assigned proper access to 
WMS, and update access rights where appropriate. 

 
14. Require directors to complete the payroll exception report 

properly and have ODSM perform the payroll match on a 
quarterly basis. 

 
15. Verify that location coordinators are following policy that 

requires them to provide ODSM with timely notification of 
all personnel changes. 
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Recommendations (Cont’d) 
 
To OTDA: 
 
16. Verify that HRA implements the recommendations in this 

report regarding the updating of user access. 
 

Assigning Application Functions to Users 
 

o restrict users from performing incompatible functions or 
functions beyond their level of responsibility, agencies 
using computer resources should identify the specific user 

or class of users authorized to obtain direct access to each 
resource for which they are responsible. This process can be 
simplified by developing standard profiles (matrices) that 
describe access needs for groups of users.  According to GAO, 
users’ specific application needs should be approved by 
appropriate senior management and communicated in writing to 
individuals performing the security function. GAO further points 
out that failure to assign responsibility for granting application 
access can leave the decision-making in the hands of personnel 
who can not make an informed decision about a user’s needs.  
This can lead to the assignment of overly-broad access, 
circumventing control objectives and providing opportunities for 
fraud, sabotage, and inappropriate disclosures.  
 
TTSS limits application access by assigning WMS functions to 
both users and terminals.  Employees are allowed to access 
specific WMS transactions only if the relevant TTSS function 
has been assigned to them and the terminal.  Access control 
objectives should be structured in such a way that users have 
only the access needed to perform their duties, and employees 
should be prevented from performing incompatible functions.  
We found that coordinators use Job Functionality Matrices to 
help them assign functions to users. The matrices identify 
appropriate functions for various job titles and work units, and 
the system can track the function assignments through a 
Terminal Operators Function Report.   
 
To determine whether assigned user functions were consistent 
with established job functionality matrices, we statistically 
sampled 50 of the 839 users at the job centers we visited 
(Dyckman, Melrose, Jamaica, Dekalb, and Richmond).  We 
obtained Terminal Operator Functions Report from OTDA that 
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contained all the authorized functions for each terminal and user 
at each of the five job centers.  We compared the rights granted 
to each user with HRA’s job functionality matrices, and found 
several variances.  We cannot conclude that these variances 
are errors, because the matrices are used as a guide and 
coordinators may assign greater rights then defined in the 
matrices. However, the variances do indicate that the rights 
assigned to these users fall outside their typical functional 
assignments based on their job titles and work units.   
Specifically, we found variances for 23 of the 50 individuals 
sampled.  We found that more functions had been assigned to 
ten of the users than had been defined in the matrices; the job 
titles of six users were not reflected in the matrices; three users 
had functions that did not match their titles; and one user had 
been assigned fewer functions than the number defined by the 
matrices.  These variances might represent situations in which 
more-expansive rights have been assigned than authorized.  
Since coordinators use these matrices as a guide, HRA should 
update them to ensure that coordinators who are responsible for 
functional assignments have access to complete and reliable 
guidance documents.  These matrices should be incorporated 
into the TTSS Coordinator Handbook.  We also noted that three 
job units were not reflected in the matrices. 
 
ODSM officials told us that the job functionality matrices have 
not been updated, even though job titles have changed.  They 
expressed the belief that it is OTDA’s responsibility to update 
them.  However, the State TTSS coordinator for HRA at OTDA 
informed us that their office did not develop the matrices, and is 
not responsible for their updating.  But we believe that, since the 
State developed TTSS to give counties the latitude they need to 
assign functions in accordance with their individual needs, HRA 
should handle the updating and then distribute revised copies to 
the location coordinators. 
 
We also reviewed HRA’s TTSS Coordinator Handbook to 
determine whether it provided location coordinators with 
sufficient guidance on how the matrices are to be used and 
which TTSS functions should be segregated.  We found the 
Handbook indicates that the functionality matrices are “currently 
under development,” even though these matrices are outdated.  
It does not provide guidance on what functions should be 
segregated. 
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Recommendations 

 
To HRA: 
 
17. Update the job functionality matrices and incorporate 

them into the appropriate section of the TTSS 
Coordinator Handbook. 

 
18. Include in the updated TTSS Coordinator Handbook how 

location coordinators should use the job functionality 
matrices and indicates which TTSS functions should be 
segregated. 

 
To OTDA: 
 
19. Verify that HRA implements the recommendations in this 

report that deal with the assignment of application 
functions to users. 

 

Communication and Training 
 

o enhance the overall effectiveness of a security system, 
GAO offers the following guidelines: 

 
• Inform users of the importance of the information they are 

handling and the legal and business reasons for maintaining 
its integrity and confidentiality. 

 
• Distribute documentation describing security policies, 

procedures, and individual responsibilities, including 
expected behavior. 

 
• Require users to periodically sign a statement that 

acknowledges their acceptance of responsibility for security 
and their awareness of the consequences of security 
violations, and recognizes their obligation to follow all 
organizational policies, including the maintenance of 
confidentiality of passwords and physical security over their 
assigned areas. 

 
• Require comprehensive security orientation training and 

periodic refresher programs that communicate such security 
guidelines to both new and existing employees. 
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When location coordinators assume their coordinating roles, 
HRA provides them with security awareness training that 
includes important security-related information. For example, 
they receive a handbook, entitled Information Protection and 
You, that introduces HRA’s Information Protection Program, 
outlines the reader’s responsibility for following established 
protection measures, and provides guidance in how to carry out 
their responsibilities.  ODSM also provides location coordinators 
with a handout that offers suggestions on how to protect one’s 
password.  Location coordinators are encouraged to share this 
material and other related security information with the staff who 
work at their site; however, HRA has no assurance that they 
actually do so.  We believe HRA should require ODSM to 
distribute the Handbook and the password guidance to each 
user at the time the user ID/password is authorized.  

An HRA official told us that trainers discuss security awareness 
in an 8-week training course for new employees, even though it 
is not a required topic.  We reviewed the course agenda HRA 
officials gave us, but we could not find references to security 
awareness in the materials. Nor could the officials provide us 
with the syllabus used by their instructors for the security-related 
portion of the course. We also noted on our visits to job centers 
that users seldom received information on the importance of 
security or data integrity. The TTSS Coordinator Handbook 
requires location coordinators to promote information-protection 
awareness among staff, and we believe HRA should verify that 
coordinators do so.  

The Transaction Terminal Security System Manual (TTSS 
Manual) is a comprehensive guide designed to assist users in 
TTSS operations and to serve as a training aid.  However, we 
found the TTSS Manual offers no specific guidance on 
implementing controls.  For example, the section on user status 
changes is silent about the reasons for changing the status of 
terminated employees.  While the Manual provides detailed 
instruction for assigning functions to users and terminals, it 
provides no guidance on segregating duties between critical 
activities, for example, application intake and benefit 
authorization.  Similarly, while the Manual describes various 
reports and inquiry functions, it is silent on their use for 
monitoring access and does not provide guidance on security 
awareness procedures. 
 
GAO recommends that employers provide security awareness 
training periodically to all users, educating users about possible 
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risks and conditioning them to be less likely to compromise 
sensitive information and resources. We believe HRA should 
incorporate security awareness into its agenda for the eight-
week new-employee course.  In addition, the Manual should be 
revised to provide guidance on the implementation of controls.  
OTDA officials have told us that they will work with OFT on 
enhancing the Manual by incorporating control objectives into 
the content. 
 

Recommendations 
 
To HRA: 
 
20. Distribute a copy of the Information Protection and You 

handbook and other security-related information to users 
when they receive their user IDs and passwords. 

 
21. Verify that location coordinators are promoting 

information security awareness among staff. 
 
22. Incorporate security awareness training and guidance 

into the eight-week training course new employees are 
required to complete.  Such training could include 
maintaining the integrity of user IDs and passwords, 
maintaining security over terminal sessions, and handling 
confidential information and transactions. 

 
To OTDA and OFT: 
 
23. Revise the TTSS Manual to incorporate control 

objectives, such as guidance on implementing controls 
and the handling of available monitoring reports and their 
intended use. 

 
To OTDA: 
 
24. Verify that HRA and OFT implement the communication 

and training recommendations contained in this report. 
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CONTROLS OVER THE NETWORK 
 

eneral controls comprise the structure, methods, and 
procedures that apply to the overall computer operation of 

OTDA.  They include organization and management controls, 
security controls, and system software and hardware controls.  
Application controls, which are related directly to individual 
computerized applications, help ensure that transactions are 
valid, properly-authorized, processed, and reported completely 
and accurately.  
 
As the central registry for all welfare case client data in the 
State, WMS maintained information about more than 656,000 
recipients as of January 2002.  In this individual-oriented 
environment, the issues of security and privacy assume 
particular importance.  Public Law 93-579, also referred to as 
the Federal Privacy Act of 1974, states that “...the right to 
privacy is a personal and fundamental right protected by the 
constitution of the United States...”  As such, the State has an 
obligation to protect the personal information stored in WMS, 
and to maintain adequate control of access to that data. 
 

Disaster Recovery 
 

osing the capacity to process, retrieve, and protect 
information maintained electronically can have a significant 

effect on HRA’s ability to accomplish its mission.  For this 
reason, an agency should establish procedures for protecting 
information resources and for minimizing the risk of unplanned 
interruptions, as well as a plan for recovering critical operations 
should interruptions occur.  These plans should consider the 
activities performed at general support facilities, such as data 
processing centers and telecommunications facilities, as well as 
those activities performed by users of specific applications.  
 
Generally called a Disaster Recovery Plan (Plan), these controls 
should secure service continuity by addressing the entire range 
of potential disruptions.  These may include relatively-minor 
interruptions, such as temporary power failures, as well as 
major disasters such as fires or natural disasters that would 
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require re-establishing operations at a remote location.  They 
may also include errors, such as writing over a file; if controls 
are inadequate, even minor interruptions can result in lost or 
incorrectly-processed data, expensive recovery efforts, and 
inaccurate or incomplete information.  
 
OTDA has entered into a service-level agreement with OFT, 
effective on October 26, 2000, to share computer resources 
residing at the New York State Data Center (Center).   This five-
year agreement requires OFT to develop a plan for securing the 
Center’s ability to provide back up computer processing.  In this 
regard, OFT must maintain a Disaster Recovery Site (DR Site) 
in a prescribed offsite location where all Center workflow can be 
processed for an extended period.  OFT must test and update 
the Plan at prescribed time intervals to assure management of 
its viability.     
 
The Plan should clearly identify the order in which processing 
will be restored, the individuals who will be responsible, and the 
supporting equipment or other resources that will be needed.  A 
remote backup operations facility should also be identified and 
prepared for use in the event that the one normally used is 
rendered inoperable despite the installation of environmental 
controls such as fire-suppression systems or backup power 
supplies.  Alternative facilities can range from an equipped site 
ready for immediate backup service, referred to as a “hot site,” 
to one that is not equipped and will take some time to prepare, 
referred to as a “cold site.”  Any such DR Site should be located 
far enough away that it is not likely to be subject to impairment 
from the same event.   
 
We found that OFT had drafted an interim disaster recovery 
plan on December 11, 2002, but when we reviewed it, we found 
that it lacked significant provisions.  For example, the plan does 
not identify system criticality and restoration priorities, individual 
roles and responsibilities and time-related tasks, procedures for 
actually testing the adequacy of the plan, and the entire process 
OFT would follow to make the DR Site operational after a 
disaster or mishap.   
 
In the event of an outage, loss of system data, or disaster, the 
interim plan also requires Data Center staff to follow recovery 
procedures that have been prescribed by the individual 
customer agency for restoring processing. However, OTDA has 
not provided recovery procedures for WMS; nor has it provided 
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an applications-processing schedule for disaster recovery or a 
strategy for printing under disaster conditions.  
 
OTDA officials told us that their Division of Information 
Technology has developed business continuity and recovery 
strategies for critical mainframe systems.  They also since told 
us they have identified issues that will need to be incorporated 
into the agency’s Business Continuity Plan, pointing out that 
OTDA has entered into a contract to undertake a Disaster 
Recovery and Business Continuity Study. It is expected that the 
study will help officials assess disaster recovery needs for 
selected critical systems/applications in such areas as 
recoverability, mitigation steps to reduce exposure, business 
impact, and current enterprise disaster recovery readiness.   
 

Recommendations 
 
To OFT: 
 
25. Finalize the Data Center Disaster Recovery Plan and 

ensure that it provides for system criticality and 
restoration priorities, individual roles and responsibilities 
and time-related tasks, procedures for testing the 
adequacy of the Plan, and the process OFT is to follow to 
make the DR Site operational after a disaster.   

 
To OTDA: 
 
26. Provide OFT with a disaster application-processing 

schedule and printing strategies. 
 
27. Develop recovery procedures for WMS and deliver them 

to OFT. 
 
28. Verify that OFT implements the Disaster Recover Plan 

recommendation made in this report.   
 

Physical Access 
 

hysical security controls restrict physical access to computer 
resources and protect them from intentional or unintentional 

loss or impairment.  Computer resources to be protected include 
primary computer facilities; cooling system facilities; terminals 
used to access a computer; micro computers; computer file 
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storage areas; and telecommunications equipment and lines, 
including wiring closets.  
 
Access to a data center and its resources should be limited to 
personnel who have a legitimate need for access so they can 
perform their duties.  Management should regularly review and 
approve a list of persons authorized to have physical access to 
sensitive facilities.  On occasion, access to sensitive areas or 
facilities may be granted to persons other than regularly-
authorized personnel, such as employees from another facility, 
maintenance personnel, contractors, and the infrequent or 
unexpected visitor.  All of these visitors should be controlled and 
not granted unrestricted access.  Controls should include 
preplanned appointments, identification checks, control of the 
reception area, and procedures for logging in and escorting 
visitors.  
 
HRA limits and monitors access to its data center. It also 
requires visitors to show proper identification, sign a visitor’s 
logbook, and wear a visitor pass.  In addition, management has 
authorized selected staff to escort visitors.  However, HRA has 
not developed a written access policy that identifies the 
individuals authorized to grant access, and those who may 
receive access.  Nor has it developed written procedures for 
issuing or obtaining access to the Data Center, such as an 
identification badge.  
 
HRA also does not require the periodic review of access lists to 
verify that access privileges granted to individuals remain 
appropriate. Although the data center’s existing computerized 
access system has been operating for only a year, and 
management reviewed individual access rights when the system 
was developed, HRA should ensure that the list remains current 
by developing a formal policy that requires periodic reviews.  
 
When we visited the Brooklyn, DeKalb, Jamaica, Melrose, and 
Richmond job centers, we checked the security of each job 
center’s telecommunication closet that contains WMS 
communication lines.  We found that not all of these closets had 
been secured properly.  
 
Staff at the job centers understood the need to secure WMS 
telecommunication equipment, but HRA has not developed 
procedures for addressing physical security at those sites.  We 
believe that HRA should develop and convey such procedures, 
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emphasizing its policy that all job centers are to safeguard WMS 
equipment.  
 

Recommendations 
 
To HRA: 
 
29. Develop a written access policy that identifies the 

individuals authorized to grant access to the New York 
City data center, as well as those who are allowed to 
receive access. 

 
30. List in writing the procedures to be followed when issuing 

or obtaining an identification badge that grants regular 
access to the New York City data center. 

 
31. Require, at least annually, the review of the data centers’ 

access lists to verify that access privileges granted to 
individuals are current and appropriate. 

 
32. Develop and convey procedures for addressing physical 

security of WMS equipment at the job centers and verify 
that they are taking appropriate measures to safeguard 
their equipment. 

 
To OTDA: 
 
33. Verify that HRA implements the recommendations in this 

report regarding the development and implementation of 
a written access policies for the New York City data 
center and a physical security policy for WMS equipment 
at the job centers. 
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PROGRAM CHANGES 
 

trong controls for authorizing, developing, testing, and 
implementing WMS program changes will provide HRA with 

greater assurance of the integrity of WMS and the data it 
contains.  This can be accomplished through the institution of 
policies, procedures, and techniques that require: the 
authorization and approval of management, adequately testing 
changes and monitoring changes to ensure compliance.  
Without proper controls, there is a risk that an individual could 
inadvertently or deliberately omit or “turn off” security features or 
even introduce processing irregularities or malicious codes. 
 

Program Change Procedures 
 

uthorization is the first step in implementing system 
changes.  The process for obtaining, documenting, and 

communicating authorization should be defined in a system 
development life cycle (SDLC) that details the procedures staff 
are to follow when applications are being designed and 
developed, as well as when they are subsequently modified. 
The SDLC should provide a structured approach for identifying 
and documenting needed changes to computerized operations 
and for designing, developing, testing, and approving system 
modifications.  If staff are to apply the methodology properly, 
management should document it well enough that it provides 
clear and consistent guidance.  The use of standardized change 
request forms helps ensure that requests are communicated 
clearly and that approvals are documented.  
 
A disciplined process for testing and approving new and 
modified programs before their implementation is essential to 
reassure management that programs will operate as intended 
and that no unauthorized changes will be introduced.  The 
extent of testing varies, depending on the type of modification.  
For major system enhancements, testing should be extensive, 
generally progressing through a series of test stages that 
include the testing of individual program modules (unit testing), 
of groups of modules that must work together (integration 
testing), and of an entire system (system testing).   Minor 
modifications may require less-extensive testing; however, 
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management should carefully control and approve changes, 
since minor program code changes, if done incorrectly, can 
have a significant impact on overall data integrity.  
 
We found that OTDA has not updated its SDLC in more then 15 
years, and that it does not reflect OTDA’s current system 
change methodologies. OTDA now uses a Workload 
Management (WLM) process for identifying, scheduling, and 
implementing program area requests from all human services 
agencies.  All change requests must be submitted through the 
WLM process by persons OTDA has authorized. The testing 
process is a joint effort accomplished in several steps by user 
developers and program area staff, and successful user 
acceptance testing is required before OTDA releases a program 
change.  The WLM does not include the components of a 
SDLC.  For example, its requirements for the development of 
detailed test plans for each modification do not define the levels 
and types of test to be performed.  Nor do they define the 
responsibilities of each person involved in testing and approving 
software; or require the development of related changes to 
system documentation, including hardware documentation, 
operating procedures and user procedures, supervisory review, 
or documented approvals by appropriate personnel.  
 
We selected one program change for review, and sought to 
determine whether its test plan and test plan results had been 
documented adequately.  When we obtained and reviewed the 
user test plan and test results, we found that the individual(s) 
responsible for conducting the test had not fully documented the 
test results.  In fact, we found that matching the user test plan to 
the test plan results was extremely difficult and time-consuming. 
For the sampled program change, the 17-page test plan had 
approximately 150 documented test page results.  However, the 
user test plan was not marked to indicate that the tester had 
completed each test or that the program had achieved the 
appropriate test results. The only document that summarizes 
the test results indicates that the software version is working 
according to specification, and that the pilot sites may begin to 
use the modified program.  We believe management should 
review and approve these test plans, and that testers should be 
required to document their test results thoroughly.  OTDA 
should update its SDLC, which should clearly convey the 
requirements for conducting and documenting test plans.  
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During the audit, we found a “glitch” that could be attributed to 
incomplete system testing.  We found that, when a client has a 
sanction for noncompliance with the City’s Office of Child 
Support Enforcement policies, they impose a 25-percent grant 
reduction; when this happens the system’s console display does 
not accurately display an individual’s “other” grant line item.  
Even though the system displays an incorrect “other” grant 
amount, the actual grant paid to the client is correct. It is 
possible that defined testing standards in OTDA’s SDLC might 
have enabled programmers and/or system testers to find the 
glitch during their tests.  We shared our finding with OTDA 
officials, who indicated that they were taking steps to correct this 
system error.  
 
WMS documentation is also outdated.  For example, OTDA 
designed the WMS System Reference Manual for staff to use as 
a WMS reference tool.  We reviewed the Manual, which 
describes the system as designed for use by the New York City 
HRA, and found that OTDA had not revised it since March 1997. 
Because the Manual is intended to serve as a reference tool for 
staff, OTDA should ensure that it is updated on an ongoing 
basis, with each programming change.  
  
An organization should also segregate work responsibilities so 
that one individual can not control all critical stages of a 
process. For example, an individual should not be authorized to 
write, test, and approve program changes.  Dividing duties 
among two or more individuals or groups diminishes the 
likelihood that errors and wrongful acts will go undetected; the 
activities of one group or individual will serve as a check on the 
activities of the other.  Inadequately-segregated duties increase 
the risk that erroneous or fraudulent transactions can be 
processed, that improper program changes can be 
implemented, and that computer resources can be damaged or 
destroyed.  
 
The extent to which duties are segregated depends on the size 
of the organization and the risk associated with its facilities and 
activities.  A large organization will have more flexibility in 
separating key duties than a small organization that must 
depend on a few individuals to perform its operations.  Smaller 
organizations may rely more extensively on supervisory review 
to control activities.  
 



 

   34 

We selected a WMS program change for review and sought to 
determine whether the change had been authorized, 
documented, tested, and implemented properly.  When we 
reviewed the documentation that supported the program 
change, we found that the individual responsible for developing 
the change specifications had also developed the test plan, 
tested the program changes, and authorized the program 
changes to be rolled out to pilot sites.  OTDA officials stated that 
when the WLM process is used, job duties are segregated 
(performed by requestors, developers, and testers).  However, 
we found that a requester had also tested the changes we 
reviewed, and had authorized the rollout as well.  
 
To protect approved software programs from unauthorized 
changes or impairment and prevent different versions from 
being misidentified, organizations must maintain carefully-
controlled libraries.  Inadequately-controlled software libraries 
increase the risk that unauthorized changes could be made 
either inadvertently or deliberately for fraudulent or malicious 
purposes.  Access to software libraries should be protected by 
the use of access control software or operating system features 
and physical access controls. The OFT operates the State’s 
Data Center, as well as OTDA’s software libraries, maintaining 
logs for identifying the deposit and distribution of tapes and 
cartridges to and from the library.  During our audit, we found a 
weakness in the controls over the tape libraries and reported it 
to management.  The details of this weakness and related 
recommendations have not been included in this report.  
 

Recommendations 
 
To OTDA: 
 
34. Update the SDLC to define management’s current 

objectives and staff responsibilities, and provide 
appropriate staff with a copy.  The SDLC should include 
the development of detailed test plans, definitions of 
responsibilities for each person involved in testing and 
approving changes, and the development of related 
system documentation. 

 
35. Correct the system display to reflect the appropriate 

“other” grant when a case has an Office of Child Support 
Enforcement sanction. 
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Recommendations (Cont’d) 
 
36. Update the WMS System Reference Manual as the 

system is modified. 
 
37. Verify that when the WLM process is followed program 

change responsibilities are properly segregated to 
prevent a single individual from controlling more then one 
critical stage of the change process. 
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State Comptroller’s Notes 

Appendix C 

1. As stated on page 18 of our report, we found that the payroll matches were not 
performed on a quarterly basis, and ODSM officials acknowledged that, on 
occasion, work demands prevented them from performing the quarterly matches. 

 
2. OTDA is responsible for monitoring and supervising the districts’ administration 

of WMS; and as part of its oversight function, OTDA is also responsible for 
guarding the confidentiality of the data collected.  While we believe that, as part 
of this responsibility, OTDA should monitor that local districts have implemented 
adequate controls to safeguard WMS and the data maintained on this system, at 
a minimum, OTDA could, in an advisory manner, provide guidance to local 
districts in this regard. 

 
3. During the audit, OFT officials acknowledged that they were not provided with 

recovery procedures for WMS.  We therefore encourage OTDA to provide them 
to OFT. 

 
4. We acknowledge that HRA’s Office of Security Services has developed a series 

of security procedures.  However, these procedures do not address physical 
security of WMS equipment.   Such procedures should address how to protect 
computer-related resources, such as the primary computer and cooling system 
facilities, microcomputers, terminals, computer file storage devices, and 
telecommunications equipment and lines. 

 
5. While HRA officials disagreed with this finding, they, nevertheless, agreed to 

review access annually.  (See Auditor Recommendation 18, page 11 of HRA’s 
response.) 




