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Dear Mr. Martinez: 
 
 Pursuant to the State Comptroller's authority as set forth in Article V, Section 1 of the State 
Constitution and Article II, Section 8 of the State Finance Law, we have audited the planning and 
security policies and procedures used by the Department of Motor Vehicles (Department) to 
implement its e-government systems.  Our audit covered the period July 1, 1999 through December 
31, 2001. 
 
A. Background 
 

On June 12, 2000, the Governor of New York State electronically signed a proclamation to 
officially commence the State’s electronic commerce initiative known as “Government Without 
Walls.”  The vision of this initiative is that virtually all critical government services will be available 
online 24 hours a day, 7 days a week to everyone from anywhere.  This capability is generally 
referred to as electronic government (e-government).  On August 15, 2000, the Commissioners and 
Executive Deputy Commissioners from 61 State agencies, in coordination with the Governor’s 
Office for Technology (OFT), developed a list of the State’s 75 top priority critical services and 
transactions that lend themselves to e-government. The Department is one of the first State agencies 
to embrace e-government services and establish an Internet website where citizens can transact these 
services.   

 
As of December 31, 2001, the Department had three e-government services available on its 

website.  One service, allows vehicle registration renewal as long as certain basic requirements are 
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met.  Another service allows the public to order specialty license plates.  The third e-government 
service allows the public to order duplicate titles in the event that the original title is lost.   
 

According to the Department, the State has over 10.5 million registered vehicles.  From July 
through December 1999, over 3,000 customers renewed registrations and almost 2,000 customers 
ordered a specialty plate using the Department’s e-government services.  In calendar year 2000, the 
first full year that the Department provided its e-government services, over 33,000 customers 
renewed registrations and over 11,500 customers ordered specialty plates over the Internet.  In 2001 
both of these totals more than doubled with nearly 87,000 registration renewals and over 25,000 
specialty plates ordered over the Internet.  While these transactions represent only a small 
percentage of the total registration renewals and specialty plate orders, the growth in these 
transactions, as shown in the chart below,  reflects the increasing interest in having e-government 
services available.  

Growth in e-Government Transactions
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B. Audit Scope, Objectives and Methodology 
 

We audited the planning and security policies and procedures used by the Department to 
implement its e-government systems for the period July 1, 1999 through December 31, 2001.  One 
objective of our performance audit was to determine whether the Department had taken appropriate 
steps to plan and implement its e-government systems for vehicle registration renewal and specialty 
plate orders that were in place at the time of our audit.  Another objective was to assess whether the 
Department’s security policies and procedures were adequate to address the inherent risks of doing 
business on the Internet.  To accomplish our objectives we interviewed appropriate Department staff 
and reviewed relevant Department documentation pertaining to e-government planning and security 
policies and procedures. 
  

We conducted our audit in accordance with generally accepted government auditing 
standards.  Such standards require that we plan and perform our audit to adequately assess those 
operations of the Department that are included within the audit scope.  Further, these standards 
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require that we understand the Department’s internal control structure and compliance with those 
laws, rules and regulations that are relevant to the operations that are included in our audit scope.  
An audit includes examining, on a test basis, evidence supporting transactions recorded in the 
accounting and operating records and applying such other auditing procedures as we consider 
necessary in the circumstances.  An audit also includes assessing the estimates, judgments, and 
decisions made by management.  We believe that our audit provides a reasonable basis for our 
findings, conclusions, and recommendations. 

 
We use a risk-based approach to select activities for audit.  We therefore focus our audit 

efforts on those activities we have identified through a preliminary survey as having the greatest 
probability for needing improvement.  Consequently, by design, we use finite audit resources to 
identify where and how improvements can be made.  We devote little audit effort to reviewing 
operations that may be relatively efficient or effective.  As a result, we prepare our audit reports on 
an “exception basis.”  This report, therefore, highlights those areas needing improvement and does 
not address activities that may be functioning properly. 
 
C. Results of Audit 
 
 We found that the Department started working on e-government services without the benefit 
of a strategic plan to guide the development and implementation of these services.  We concluded 
that certain shortcomings in the Department’s e-government initiative may have been avoided if 
such a plan had been properly prepared.  We also found that the Department needs to improve 
security to protect its e-government services from unauthorized access and to allow for an adequate 
recovery of services in the event of a loss of computer resources. 
 
D. Strategic Planning 
 

A strategic plan specifies an organization’s goals, identifies activities to meet the goals and 
provides performance measures to assess accomplishments.  In 1997, a Department team identified 
the need for the agency to develop a vision for conducting its services, including defining the role of 
the Internet and establishing policies on the continued development and use of the Internet as a 
resource.  However, at the time of our audit, the Department had just begun to develop a strategic 
plan for e-government services.  In the absence of a strategic plan, we found that the Department’s e-
government initiative evolved without meaningful performance measures, inclusion of a key 
component of the Department’s customer base and without a marketing approach for fully utilizing 
available services. Further, there was a need for greater attention to privacy and confidentiality 
concerns. 

 
The Department’s stated goals for e-government were to achieve customer convenience and 

to reduce employee workload and customer waiting times.  However, the Department has not created 
a measurement system to gather data to assess whether, and to what extent, these goals are being 
met.  While the Department compiles data that reflects the number of online transactions and the 
amount of revenues collected for e-government services, this data does not measure the 
accomplishment of the goals for the Department’s e-government initiative.  Providing appropriate 
performance measures for e-government services would enhance accountability for this initiative 
and give management a more meaningful way to assess progress. 
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As indicated previously, one goal of the Department’s e-government services is to offer 
convenience to its customers. This goal is broad and applies to all citizens with vehicles registered in 
the State.  However, since the Department did not have a strategic plan for its e-government 
services, the makeup and needs of its target audience were not adequately identified and addressed.  
For example, the Department has not designed its e-government services to effectively serve the 
State’s non-English speaking component of the population.  The Department makes manual forms 
available in several languages, such as Chinese, Hebrew, Italian and Spanish and prints its Drivers 
Manual in both English and Spanish.  Spanish language telephone services are also available.  
However, these alternative language services are not available as part of the Department’s e-
government initiative.  As a result of our audit, the Department has initiated additional research in 
this area to determine how best to proceed in providing alternative language content on its website.  
This information is available in a draft document issued by the Department in January 2002. 
 

We found that the Department lacked a marketing approach to reach full utilization of e-
government services.  Although some services have been available since July 1999, the Department 
has done relatively little to promote the use of these services.  Officials indicated that they have 
delayed significant marketing until more of the anticipated services are available online.  We noted 
that the Department has organized a team to begin to promote these services. 

  
In addition, according to recent studies on Internet usage, a major concern of citizens in 

utilizing online services is the privacy of the information they provide.  To adequately address this 
concern, the Department has developed a privacy policy that is posted on its Internet web site.  This 
policy addresses many areas of concern, including issues of data access and data security.  However, 
we found that the privacy policy is neither easily located on the website, nor can it be found by using 
the existing search function.  Further, we noted that two different versions of the privacy policy 
existed on the website, and neither version is dated to indicate which one is most current.  These 
limitations may diminish public confidence in the security of e-government services.  In addition, we 
determined that the Department’s policy could be improved by defining what is meant by 
appropriate use of the website, and by identifying the penalties for inappropriate use.  
 

We also found that there was no supporting documentation that the Department’s legal 
counsel had reviewed the privacy policy.  Department officials explained that the privacy policy was 
reviewed by legal counsel, however, the Department only requires a response if the counsel 
identifies an issue or concern.  Since privacy is crucial to the success of e-government services, we 
believe the Department should obtain written confirmation of counsel’s review and acceptance of the 
privacy policy.   
 
E. Security Issues 
 

The Computer Security Institute (CSI) is a nationally recognized organization dedicated to 
serving and training professionals involved in information, computer and network security.  CSI, 
with the participation of the San Francisco Federal Bureau of Investigation’s (FBI) Computer 
Intrusion Squad, conducts an annual survey of computer security practitioners in U.S. corporations, 
government agencies, financial institutions, medical institutions and universities, to determine the 
scope of computer crime in the United States.  The 2001 survey indicates that 91 percent of 
respondents detected computer security breaches within the last 12 months, 64 percent 
acknowledged financial losses due to computer breaches, and 35 percent of the respondents 



–5– 
 

estimated the total financial losses due to these breaches exceeded $377 million.  Based on this data, 
it is clear that organizations need to develop a comprehensive approach to information security. 
 

According to the OFT Technology Policy 96-8, “since the Internet and its tools adhere to 
open and documented standards and specifications, it is inherently an unsecured network that has no 
built-in security controls. Therefore, it is the responsibility of each State agency to protect 
confidential and sensitive information where intentional, inappropriate or accidental disclosure of 
the information might expose the State or an individual to loss or harm.”  While there are many 
factors to be considered in establishing the intensity of the security measures that an agency should 
implement, there are certain basic issues that should be addressed within a security framework. 
 

During the course of our audit, Department officials told us that they use the Preferred 
Standards and Procedures for Information Security (Preferred Standards) issued by OFT in June 
1999. This document was designed to provide governmental entities with recommended minimum 
security standards.  Section 2.5 of this document recommends the implementation of physical 
security that would include an assessment of the vulnerabilities along with an intrusion detection 
system to monitor network operations and identify when potential security breaches occur.  We 
found that the Department does not routinely assess security vulnerabilities and has not implemented 
an intrusion detection system for its network operations.  In addition, the Department does not have 
policies or procedures in place requiring a regular schedule for system maintenance and updates.  
Such policies and procedures are important to ensure, among other things, that the latest security 
updates have been installed in a timely manner.  As a result of these weaknesses in security control, 
the Department’s information systems have an increased risk of unauthorized access without 
detection. 
  

In addition, appropriate security over computer-based operations includes an adequate 
disaster recovery process, including procedures for business continuity.  Such a process identifies a 
course of action to follow in the event of a disaster and loss of computer resources.  OFT’s 
guidelines indicate that all systems should have backup and recovery procedures in place.  We found 
that the Department does have a contingency plan in place, which was developed in response to the 
year 2000 crisis.  However, this contingency plan does not address the Department’s e-government 
operations.  These applications should be addressed within the Department’s disaster recovery plans 
to ensure that these services can recover from any potential disaster. 

 
Recommendations 

 
1. Continue to develop and implement a strategic plan for e-government services. 

 
(Department officials indicate that the Gartner Group has been engaged to assist them in 
developing a strategic plan for e-commerce.) 

 
2. Establish performance measures for determining whether e-government is meeting related 

goals and objectives. 
 

(Department officials responded that they will continue to enhance and refine metrics for 
measuring the performance of e-commerce/e-government initiative in keeping with the 
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strategic plan.  They also respond that it is inaccurate to assert that there is a lack of a 
measurement system to assess whether and to what extent goals are being met.) 

 
Auditor’s Comment:  At the time of our audit there was no data to measure customer 
convenience, waiting times and employee workload in the field offices, and to determine 
how this data is impacted by the e-government applications. 

 
3. Continue to research the Department’s customer base to ensure that all customer 

requirements, such as language needs and privacy concerns, are considered in current and 
future e-government applications. 

 
(Department officials report that they have completed their research, analysis and planning 
for the Spanish Web translation project, but state that it is inaccurate to indicate that this was 
done as a result of our audit.) 
 
Auditor’s Comment:  At the time of our audit, there was no data to indicate that the 
Department had considered the needs of the non-English speaking population in its e-
government initiative. 

 
4. Ensure the Department’s Internet privacy policy is readily accessible and up-to-date and 

defines appropriate use and penalties for inappropriate use. 
 
5. Maintain documentation of the Department’s legal counsel’s review and acceptance of the 

Internet privacy policy.   
 

(Department officials indicate that they are currently revising the security and privacy 
statement based on the model established by the State Office for Technology.) 

 
6. Continue efforts to develop and implement a marketing approach for e-government services. 
 

(Department officials indicate that they will continue to market the e-government initiative. 
They identified two initiatives that were implemented last fall.) 

 
7. Develop written security policies and procedures addressing vulnerability assessments, 

intrusion detection, and regularly scheduled system maintenance and updates. 
 

(Department officials indicate that they have begun developing a written security plan.) 
 
8. Develop a disaster recovery plan for the Department’s e-government applications. 

 
(Department officials agree.) 
 
 We provided Department officials with a draft copy of this report for their review and 

comment.  Their comments have been considered in the preparation of this report and are included 
as Appendix A.  Department officials generally indicate that actions are being taken to implement 
the recommendations made in our report. 
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Within 90 days after final release of this report, as required by Section 170 of the Executive 
Law, the Commissioner of the Department of Motor Vehicles shall report to the Governor, the State 
Comptroller, and the leaders of the Legislature and fiscal committees, advising what steps were 
taken to implement the recommendations contained herein, and where recommendations were not 
implemented, the reasons therefor. 

 
 Major contributors to this report were Brian Reilly, Michael Farrar, Elizabeth Dunn, Robert 
Elliott, Emily Lonczak and Paul Bachman. 

 
 We wish to thank the management and staff of the Department for the courtesies and 
cooperation extended to our auditors during the audit. 
 
       Very truly yours, 
 
 
 
       Jerry Barber 
       Audit Director 
 
 
cc: Deirdre A. Taylor, DOB 
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