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EXECUTIVE SUMMARY 
 

OFFICE OF CHILDREN AND FAMILY SERVICES, AND 
OFFICE FOR TECHNOLOGY 
SECURITY OF THE CONNECTIONS SYSTEM 
SUPPORTING CHILD WELFARE SERVICES 

 
SCOPE OF AUDIT 

 
he Office of Children and Family Services (OCFS), together with 58 local 
social services districts, administers programs that protect children against 

abuse and neglect, and provide temporary and permanent homes for children in 
the State’s custody.  The administration of these child welfare programs is 
supported by the CONNECTIONS system, an automated information system that 
connects OCFS with the local districts.  The system, parts of which are still being 
developed, is used by the local districts in the investigation of child abuse 
allegations and the certification of foster care homes.  
 
OCFS is responsible for the overall administration of the CONNECTIONS 
system, while the local districts are responsible for certain local aspects of the 
system.  The CONNECTIONS system operates on the statewide Network, which 
is used by several State agencies and is administered by the New York State 
Office for Technology (OFT).  Since some of the information in the 
CONNECTIONS system is sensitive and confidential, care must be taken to 
ensure that only authorized individuals have access to the system. 
 
Our audit addressed the following question about the controls over access to the 
CONNECTIONS system, and the Network on which the system operates, for the 
period December 1, 2000 through June 29, 2001: 
 

• Have OCFS and OFT taken appropriate steps to minimize the risk of 
unauthorized access to the CONNECTIONS system and the Network? 

 

AUDIT OBSERVATIONS AND CONCLUSIONS 
e identified weaknesses in the controls over access to both the 
CONNECTIONS system and the Network.  As a result, we conclude that 

the confidentiality of sensitive child welfare information is not adequately 
protected. 
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Access to the Network is controlled through various security features such as 
passwords.  The level of security provided by each feature can be adjusted 
through the security settings available on the Network’s operating system.  We 
reviewed certain of these settings and found that a number of security features 
were set to provide a lower level of security than is recommended.  We reported 
the details of these weaknesses to OFT officials during the course of our audit.  
We have not included these details in this report.  (See pp. 7-9) 
 
Federal regulations require OCFS to establish an appropriate system of security 
for the CONNECTIONS system.  In particular, the regulations require that OCFS 
develop a security plan for the system, establish policies and procedures for 
maintaining the security of CONNECTIONS data and other resources, designate 
a Security Manager for the system, conduct periodic risk assessments of system 
security, and assess CONNECTIONS system security.  However, we found that, 
for the most part, OCFS has not yet taken the actions required by the regulations 
(See pp. 9-12) 
 
We visited six local districts to assess the adequacy of the districts’ security 
practices in relation to the CONNECTIONS system and to determine what 
direction and oversight has been provided by OCFS in this area.  We identified 
certain weaknesses in these practices at each district.  Officials in the six districts 
told us that OCFS provided little direction and oversight in relation to the security 
of the CONNECTIONS system. (See pp. 12-17) 
 
We made ten recommendations to address the conditions we identified in this 
report. 
 

Comments of Officials 
CFS and OFT officials generally agreed with our recommendations and 
indicated actions taken or planned to implement them.  A complete copy of 

the joint response submitted by OCFS and OFT officials is included as Appendix 
B.  Appendix C contains State Comptroller’s Notes, which address matters of 
disagreement included in the joint response. 
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INTRODUCTION 
 

Background 
he Office of Children and Family Services (OCFS), together 
with 58 local social services districts, administers New York 

State’s child welfare programs.  These programs protect 
children against abuse and neglect, and provide temporary and 
permanent homes for children in the State’s custody.  Pursuant 
to a 1993 Federal law that encouraged each state to create a 
single statewide automated information system for its child 
welfare programs, and provided funding to help the states 
develop such a system, New York State initiated the 
development of the CONNECTIONS system in 1995.  The 
system, which is intended to track the tens of thousands of 
children receiving child welfare services throughout the State, 
will connect OCFS with all 58 local social services districts and 
the many not-for-profit agencies under contract to provide child 
welfare services.  The system was to be developed and 
implemented in four phases, with the fourth phase originally 
scheduled for implementation in September 1997.  
 
However, OCFS has encountered numerous delays in its 
implementation of the CONNECTIONS system.  For example, 
as we noted in audit report 97-S-68, which was issued in 
November 1998, because of weaknesses in the procedures 
used to plan, design, develop and implement the system, 
scheduled completion dates were not met and system users 
were dissatisfied with the system.  In addition, in audit report 98-
S-61, which was issued in February 2000, we noted that the 
inventory controls over the computers, printers and file servers 
in the CONNECTIONS system were inadequate, and some of 
these items could not be located.  
 
In March 2001, the New York State Assembly’s Committee on 
Oversight, Analysis and Investigation issued a report about the 
CONNECTIONS system entitled, Too Much, Too Little, Too 
Late.  The report concluded that, more than five years after the 
development of the CONNECTIONS system was initiated, the 
system was not fully operational and users complained that the 
parts of the system that were operational did not work as 
intended and were unreliable.   
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In 1999, Governor Pataki convened a panel to review the 
concerns that had been raised about the delay in completing the 
CONNECTIONS system.  The panel recommended that a 
project integrator be hired to perform, among other actions, a 
comprehensive reassessment of the CONNECTIONS system.  
The company MAXIMUS, which has worked in 16 other states 
on similar child welfare services automation projects, was 
selected through a competitive process to serve as the project 
integrator.   
 
In March 2001, MAXIMUS reported the results of its 
reassessment of the CONNECTIONS system.  In its report, 
MAXIMUS “…identified the significant improvements that have 
been made by the State in strengthening the CONNECTIONS 
project’s organizational structure and staffing, and in expanding 
meaningful opportunities to provide input and guidance to the 
project.”  However, MAXIMUS also indicated that fundamental 
improvements needed to be made to the CONNECTIONS 
system.  In particular, MAXIMUS reported: 
 

“As currently designed and deployed, 
CONNECTIONS is not SACWIS [this acronym 
refers to the Federal law encouraging states to 
create a Statewide Automated Child Welfare 
Information System] compliant and does not 
effectively support users in providing and 
managing Child Welfare Services.  CONNECTIONS 
does not consistently reflect the State’s 
approach to Child Welfare Services.  It is difficult 
to use and does not fully support child welfare 
staff in their critical work on behalf of children 
and families.” 

 
MAXIMUS recommended that New York State move forward 
with its planned improvements for the CONNECTIONS system, 
and adopt a phased implementation approach to developing 
new family-focused case management and financial 
management applications for the system.  MAXIMUS estimated 
a SACWIS compliant system could be implemented by June 
2004. 
 
At the time of our audit, the CONNECTIONS system was not 
fully operational.  The local social services districts were using 
the system to complete the investigative phase of alleged child 
abuse cases, and to certify foster care homes.   
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OCFS is responsible for the overall administration of the 
CONNECTIONS system, while the New York State Office for 
Technology (OFT) is responsible for the administration of the 
Network on which CONNECTIONS operates.  The computer 
that stores the data from the CONNECTIONS system is also 
controlled by OFT. In a computer network, various computers 
and other equipment are linked together usually to serve 
different users in different locations.  Some of the computers in 
the network may perform specialized functions, such as storing 
data for network users.   
 
The 58 local social services districts, which consist of 57 
counties and New York City, are responsible for administering 
certain local aspects of the CONNECTIONS system.  For 
example, each local district is responsible for providing local 
users with access to the CONNECTIONS system.  A user may 
have access to certain functions and certain data within the 
system, and the degree of access provided to each user is to be 
based on the user’s authorized job duties.  For example, a case 
worker should be able to perform certain functions (such as 
entering information about individual cases), but not other 
functions (such as assigning cases to case workers), and 
should have access to certain data (such as data relating to the 
active cases assigned to the case worker), but not other data 
(such as data relating to cases assigned to other case workers). 
 
Each local district is also responsible for providing local users 
with access to the Network through which the CONNECTIONS 
system itself is accessed.  In a network, various computer 
resources such as desktop computers, printers, file servers and 
computer applications (e.g., word processing applications, data 
base applications and specialized applications like 
CONNECTIONS) are linked together and shared by different 
individual users.  In this type of data processing environment, in 
order to obtain access to a computer application like 
CONNECTIONS, a user must first obtain access to the network.  
A file server in a network stores data for the individual users. 
 
The data in the CONNECTIONS system is confidential. 
Therefore, it is critical that the CONNECTIONS system and the 
Network be protected against access by unauthorized 
individuals or by users authorized for certain CONNECTIONS 
functions and data inappropriately obtaining access to other 
functions or data. 
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Audit Scope, Objective and Methodology 
 

e audited selected practices of OCFS for maintaining the 
security of the CONNECTIONS system, and selected 

practices of OFT for maintaining the security of the Network, for 
the period December 1, 2000 through June 29, 2001.  (In 
addition, we conducted limited tests of certain controls over 
access to the CONNECTIONS system between January 1, 
1999 and November 30, 2000.)  The primary objective of our 
performance audit was to determine whether OCFS and OFT 
have taken appropriate steps to minimize the risk of 
unauthorized access to the CONNECTIONS system and the 
Network.   
 
To accomplish our objective, we interviewed officials from 
OCFS, OFT and six selected local social services districts.  We 
judgmentally selected these six local social services districts 
after reviewing data supplied by OCFS on the number of 
registered CONNECTIONS users and the amount of 
CONNECTIONS equipment at each district.  We selected these 
districts so that our sample consisted of districts of varying size. 
In addition, we reviewed relevant records, policies and 
procedures at OCFS, OFT and the six local districts, including 
an accepted industry technical reference manual (technical 
reference manual), which indicates the recommended security 
settings for the operating system used by OFT to maintain the 
Network.  We also conducted site visits to the six local districts. 
 
We conducted our audit in accordance with generally accepted 
government auditing standards.  Such standards require that we 
plan and perform our audit to adequately assess those 
operations of OCFS and OFT that are within our audit scope.  
Further, these standards require that we understand OCFS’ and 
OFT’s internal control structure and their compliance with those 
laws, rules and regulations that are relevant to the operations 
included in our audit scope.  An audit includes examining, on a 
test basis, evidence supporting transactions recorded in the 
accounting and operating records and applying such other 
auditing procedures as we consider necessary in the 
circumstances.  An audit also includes assessing the estimates, 
judgments and decisions made by management.  We believe 
our audit provides a reasonable basis for our findings, 
conclusions and recommendations. 
 
We use a risk-based approach when selecting activities to be 
audited.  This approach focuses our audit efforts on those 
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operations that we have identified through a preliminary survey 
as having the greatest probability of needing improvement.  
Consequently, by design, we use our finite audit resources to 
identify where and how improvements can be made.  Thus, we 
devote little audit effort to reviewing operations that may be 
relatively efficient or effective.  As a result, our audit reports are 
prepared on an “exception basis.”  This report, therefore, 
highlights those areas needing improvement and does not 
address activities that may be functioning properly. 
 

Response of OCFS and OFT Officials to Audit 
 

e provided draft copies of this report to OCFS and OFT 
officials for their review and comment.  Their comments 

have been considered in preparing this report and are included 
as Appendix B.  Appendix C contains State Comptroller’s Notes, 
which address matters of disagreement contained in the 
response.  
 
Within 90 days after final release of this report, as required by 
Section 170 of the Executive Law, the Commissioner of the 
Office of Children and Family Services and the Director of the 
Office for Technology shall report to the Governor, the State 
Comptroller, and the leaders of the Legislature and fiscal 
committees, advising what steps were taken to implement the 
recommendations contained herein, and where recommendations 
were not implemented, the reasons therefor. 
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CONNECTIONS SECURITY 

 
ederal and State statutes require that data maintained on the 
CONNECTIONS system be kept confidential, and specify 

penalties for inappropriate disclosure.  Therefore, OCFS and 
OFT officials should take all reasonable and necessary steps to 
ensure adequate procedures and controls are in place to protect 
the confidentiality of CONNECTIONS data.  These procedures 
and controls should deter an unauthorized user from gaining 
access to CONNECTIONS data, and detect any attempts made 
by an unauthorized user to gain such access.   
 
However, we identified weaknesses in the controls over access 
to both the CONNECTIONS system and the Network.  We 
recommend that OCFS and OFT officials take action to 
strengthen security controls.  
 

Network Security 
 
n the Network where CONNECTIONS operates, the system 
administrator (OFT) is responsible for configuring the 

various security settings made available by the operating 
system. The administrator should first determine which network 
security settings are recommended by the vendor, and then 
configure the settings for optimal security based on the 
particular needs of the network.  If properly configured, the 
operating system has the capability to be very secure.  
However, if the operating system is not configured correctly, it 
can be exploited.  
 
We reviewed selected security settings on the operating system 
of the Network.  We then compared these settings to the 
settings recommended in the technical reference manual.  We 
identified weaknesses in a number of operating system security 
features that are intended to prevent or detect unauthorized 
access to a computer network.  We reported the details of these 
weaknesses to OFT officials during the course of our audit.  We 
have not included these details in this report.   
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In response to our preliminary audit findings, OFT officials 
stated that they used the technical reference manual as a 
starting point when configuring the security features in the 
operating system of the Network.  However, they then 
customized these settings based on need and environment, as 
is recommended by the technical reference manual, which 
states, “it is unlikely that two corporations will have identical 
…implementations and for this reason, it is often hard to provide 
‘cookie-cutter’ security configuration recommendations.  
Depending on the …implementation, different security features 
or controls will be utilized to protect the environment.”  The 
officials indicated that some of the security weaknesses we 
identify are not significant, because other redundant security 
features provide adequate overall protection.   
 
We agree that security features should be customized on the 
basis of need and environment.  However, OFT officials have 
not explained how their security settings are based on need and 
environment.  They provided no specific explanations indicating 
why their security settings had to be changed from the settings 
recommended by the technical reference manual.  The officials 
state, generally, that they customized these settings to meet the 
needs and environment of the Network, but they provided no 
specific explanations for particular “customized” settings 
showing how the variance from the recommended setting can 
be related to specific needs of the Network or specific aspects 
of the Network’s environment.  Similarly, the officials do not 
specify which of the security vulnerabilities we identified are 
mitigated by other redundant controls, nor do they specify these 
other controls.  In the absence of specific explanations, we 
cannot agree that the variances from the recommended security 
settings are justified.  
 
To provide appropriate protection against unauthorized access, 
we recommend that the security features on the operating 
system of the Network be set at least to the level recommended 
in the technical reference manual, unless adequate justification 
can be given for settings providing a lower level of security.  
 
In addition, commercial software is available that will assess a 
network’s vulnerability to unauthorized access and other 
breaches in security.  We recommend that OFT officials obtain 
such software and perform periodic vulnerability assessments of 
the Network.  In response to our preliminary audit findings, OFT 
officials stated that they have evaluated and purchased 
vulnerability scanning software, and are in the process of 
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establishing procedures regarding its use.  Upon completion of 
those procedures and appropriate training, all systems and 
networks will be scanned to the extent permissible by regulation 
and law. 
 

Recommendations 
 
To OFT 
 
1. Set the security features on the operating system of the 

Network at least to the level recommended in the 
technical reference manual, unless adequate justification 
can be given for settings providing a lower level of 
security.  

 
2. Use available specialized software to conduct periodic 

vulnerability assessments of the Network. 
 

CONNECTIONS System Security 
 

ederal regulations require that an appropriate system of 
security be established for the CONNECTIONS system.  

However, we found that such a system has not been 
established by OCFS, and when we visited six selected local 
districts, we identified numerous weaknesses in their security 
practices relating to the CONNECTIONS system.  As a result of 
these weaknesses, confidential data in the CONNECTIONS 
system is not adequately protected against unauthorized 
access.   
 

OCFS Compliance with Federal Requirements 
 

The CONNECTIONS system was initiated in response to 
Federal legislation.  The development of the system is being 
funded, in part, by the U. S. Department of Health and Human 
Services (HHS).  According to Federal regulations (Part 45, 
Section 95.621 of the Code of Federal Regulations), if a state 
agency is responsible for administering a program overseen by 
HHS (such as the child welfare programs administered by 
OCFS) and uses an automated data processing (ADP) system 
in administering the program (such as the CONNECTIONS 
system), the agency is responsible for the security of the ADP 
system.  To fulfill this responsibility, the agency is expected to 
perform the following actions: 
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• Determine and implement appropriate ADP security 
requirements on the basis of recognized industry 
standards or standards governing the security of Federal 
ADP systems.  

 
• Establish a security plan and, as appropriate, policies 

and procedures for maintaining the security of ADP data 
and other resources.  Establish policies and procedures 
for developing contingency data processing plans in 
emergencies and other significant interruptions of 
service, and for designating an agency ADP Security 
Manager.  

 
• Establish and maintain a program for conducting periodic 

risk analyses to ensure that appropriate, cost-effective 
safeguards are incorporated into new and existing 
systems, and whenever significant changes are made to 
existing systems.  

 
• Conduct biennial reviews of the ADP system security of 

installations involved in the administration of HHS 
programs, including in the reviews, at a minimum, an 
evaluation of physical and data security operating 
procedures, and personnel practices. 

 
According to Information Memorandum 93-1 issued by HHS in 
October 1993, these security requirements apply to projects 
under development as well as to systems that are fully 
operational.  
 
We examined the actions taken by OCFS to comply with these 
security requirements.  We found that OCFS has not complied 
with most of the requirements.  OCFS has developed some of 
the policies and procedures that are needed to maintain the 
security of CONNECTIONS data.  For example, it developed 
procedures for providing users with access to the 
CONNECTIONS system on the basis of their authorized job 
duties.  
 
However, OCFS has not established a security plan for the 
CONNECTIONS system, and has not developed many of the 
policies and procedures that are needed to maintain the security 
of CONNECTIONS data and other resources.  For example, 
OCFS has not developed procedures for maintaining the 
physical security of CONNECTIONS equipment, for protecting 
CONNECTIONS equipment against theft and unauthorized use, 
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and for ensuring security over telecommunications.  In addition, 
OCFS has not developed data processing contingency plans for 
the CONNECTIONS system, has not designated a Security 
Manager for the CONNECTIONS system, has not conducted 
any risk assessments of the CONNECTIONS system, and has 
not conducted any reviews of CONNECTIONS system security.   
 
OCFS officials initially stated that they did not comply with the 
security requirements in the Federal regulations because they 
believed they were not required to comply until the 
CONNECTIONS system was fully operational.  We contacted 
HHS officials to determine whether the security requirements 
apply to the CONNECTIONS system while the system is not 
fully operational.  The HHS officials told us that the 
requirements do apply to the CONNECTIONS system, 
regardless of whether the system is fully operational or still 
under development.  
 
In response to our preliminary audit findings, OCFS officials 
acknowledged that they do need to comply with the security 
requirements in the Federal regulations, and plan to take 
actions that will bring them into compliance.  For example, the 
officials stated that they will perform risk assessments of the 
CONNECTIONS system whenever significant changes are 
made to the system, will appoint a temporary Security Manager 
for the system, will begin to conduct biennial security reviews at 
the local districts, and will develop a disaster recovery plan.  
The officials also stated that the major elements of a security 
plan have been designed and implemented as part of the 
normal system life cycle.  However, since the officials could not 
provide us with a copy of this security plan, we do not agree that 
this requirement has been met.   
 
We urge OCFS officials to act without further delay to develop 
an appropriate security system for the CONNECTIONS system.  
Because of the delays to date by OCFS in developing such a 
system, there is an increased risk that the CONNECTIONS data 
processed and the confidential data maintained by the local 
districts is not adequately protected against unauthorized 
access.  Moreover, as is described in the following section of 
this report, when we visited six of the local districts to evaluate 
the adequacy of controls over the CONNECTIONS system, we 
found that the controls generally were not adequate.  The 
CONNECTIONS system is used by the local districts to support 
their child abuse investigations.  If security practices at the local 
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districts are not appropriate, the confidentiality of sensitive data 
could be compromised.   
 
We further note that, if OCFS had established a security plan for 
the CONNECTIONS system and conducted risk analyses of the 
system, as required by the Federal regulations, it could have 
identified the security weaknesses in the Network that are 
discussed in the preceding section of this report, as these 
weaknesses undermine the security of CONNECTIONS data.  
We therefore recommend that the Network be taken into 
account when OCFS establishes its security plan for the 
CONNECTIONS system and conducts risk analyses of the 
system.  

 
Local District Security Practices 
 

We conducted site visits to six selected local social services 
districts.  The purpose of these visits was to assess the 
adequacy of the districts’ security practices in relation to the 
CONNECTIONS system and to determine what direction and 
oversight has been provided by OCFS in this area.   
 
We found that some actions had been taken to establish 
appropriate security controls for the CONNECTIONS system by 
each of the districts we visited.  However, despite these actions, 
we identified certain security weaknesses.  We also found that 
OCFS has provided little direction and oversight to the six 
districts in relation to the security of the CONNECTIONS 
system.  As was stated in the previous section of this report, we 
recommend that OCFS provide additional direction and 
oversight by complying fully with Federal regulations requiring 
OCFS to establish an appropriate system of security for the 
CONNECTIONS system.  
 
We provided officials of each of the six local districts with 
detailed descriptions of the findings resulting from our site visits, 
and provided copies of these detailed findings to OCFS officials 
for their review.  In this audit report, we have summarized the 
more significant of these findings.  
 
At each local district, there is a Security Coordinator and a Local 
Area Network (LAN) Administrator or a network coordinator (in 
the smaller districts, these functions may be performed by a 
single individual).  The Security Coordinator is responsible for 
providing local users with access to the CONNECTIONS 
system.  This access is provided through the assignment of one 
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or more user profiles.   The user profile determines what 
functions a user can perform, and what data the user can 
access, within the CONNECTIONS system.   
 
The LAN Administrator (or network coordinator) is responsible 
for providing local users with access to the Network through 
which the CONNECTIONS system is accessed.  Access to the 
Network is provided through the assignment of user 
identification numbers and through passwords that are chosen 
by the users.  The LAN Administrator (or network coordinator) is 
also responsible for maintaining the local file server(s). 
 
Appropriate security practices are more likely to be maintained if 
the policies and procedures relating to security are written and 
made available to all affected staff.  However, as is shown by 
the following examples, at the six local districts we visited, 
written procedures had not been developed for some of the 
activities affecting the security of the CONNECTIONS system:  
 

• At three of the districts, there were no written procedures 
describing the process that should be followed when 
providing users with access to the Network and/or the 
CONNECTIONS system.  

 
• Only one district had developed forms or procedures for 

ensuring the prompt modification of user profiles that 
needed to be modified, and the prompt denial of access 
to employees who no longer needed access to the 
Network and/or the CONNECTIONS system. 

 
• At two of the districts, there were no policies or 

procedures requiring employees to sign statements 
acknowledging that the data they would be working with 
should be kept confidential. 

 
• Two of the districts had not developed a policy governing 

the installation of personally-owned, commercial software 
on CONNECTIONS equipment.  The installation of 
certain types of such software on CONNECTIONS 
equipment (e.g., software enabling remote access), if not 
properly configured, increases the risk of undetected 
intrusion.  (Officials at all six districts told us they were 
not aware of any OCFS policy prohibiting the installation 
of commercial software on CONNECTIONS equipment.)  
Officials at one county told us they had experienced 
problems with unauthorized software being installed on 
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CONNECTIONS equipment.  We also determined that 
such software was installed on one of the servers in 
another county.  
 

Complete written procedures addressing the security of the 
CONNECTIONS system would help to ensure that the 
information in the system is adequately protected against 
unauthorized access.  We note that none of the districts 
received any policies or procedures from OCFS relating to the 
security of the CONNECTIONS system.  
 
We also assessed the adequacy of physical security at the six 
local districts.  We evaluated the controls over access to 
buildings and work stations, and the controls over access to the 
local server.  In general, we found that the physical security over 
building access and access to CONNECTIONS work stations 
was adequate.  Most locations had guards at the front door, and 
locked doors restricted physical access to locations in which 
CONNECTIONS work stations were located.   
 
However, physical security over access to the local server was 
lacking at four of the districts.  In these locations, either physical 
access to the server was not properly controlled or the server 
was located in a room without adequate environmental 
protections (such as temperature control or fire suppression 
equipment).  While CONNECTIONS data is not stored on the 
local servers, other confidential information may be stored on 
the servers and must be protected.   
 
The officials at all six local districts told us that, each day, they 
create a back-up tape of the data on the local server.  However, 
the officials at three locations stated that the back-up tapes are 
stored in the server room.  As a result, if the server were 
damaged by a fire or other disaster, the back-up tapes could 
also be destroyed.  To minimize this risk, the back-up tapes 
should be stored some distance away from the server.  We note 
that, similarly, OFT officials store back-up tapes containing 
CONNECTIONS data in the same room as the mainframe 
computer that contains the data.  
 
We also asked officials in the six districts whether they perform 
periodic physical inventories of CONNECTIONS equipment.  
Officials in only two of the districts told us they perform such 
inventories.  Even though our prior audit report 98-S-61, which 
was issued in February 2000, identified serious weaknesses in 
the inventory controls over CONNECTIONS equipment and 
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determined that some items could not be located, officials in all 
six districts told us they have not been directed by OCFS to 
perform periodic physical inventories of CONNECTIONS 
equipment.  (Our follow-up review of this audit, report 2001-F-4 
issued in May 2001, confirmed that inventory controls over 
CONNECTIONS equipment continue to need improvement.)  
OCFS officials informed us that the local districts will soon 
receive a large amount of new equipment for the 
CONNECTIONS system.  We therefore urge OCFS officials to 
take immediate action to establish appropriate inventory 
controls over this equipment.  
 
At our request, OCFS produced a list of all active 
CONNECTIONS system users, including the user profiles 
assigned to each user.  We analyzed the list and compared the 
information on the list to information at the six district offices.  
We found that some of the individuals listed as active 
CONNECTIONS users no longer needed access to the system, 
some individuals had access to more functions than they 
needed because their user profiles were inappropriate for their 
job duties, and some users had two or more user identification 
numbers, as follows: 

 
• At all six districts, we identified employees who still had 

Network and/or CONNECTIONS access, but no longer 
required such access, because the district no longer 
employed them or they did not require such access for 
their current job duties.  

 
• At two districts, district officials identified employees who 

had been assigned one or more user profiles that were 
not appropriate for their job functions. 

 
• CONNECTIONS system users may be assigned a user 

profile that allows them to assign user profiles to all other 
users in their district.  This function should be limited to a 
minimum number of employees.  At most of the districts 
we visited, this specific user profile was limited to a 
minimum number of individuals.  However, in one county, 
this specific user profile was assigned to 25 individuals.  
In addition, at another location, this specific user profile 
was assigned to three individuals, even though district 
officials told us that it should have been assigned to only 
one of these individuals.   

 



 

  
16 

• At two districts, some CONNECTIONS users had two or 
more user identification numbers.  

 
We also identified certain weaknesses in district office controls 
over access to the CONNECTIONS system.  For example, the 
Security Coordinators are not able to generate the types of lists 
provided to us by OCFS, which show all active CONNECTIONS 
system users and their assigned user profiles.  As a result, the 
Security Coordinators cannot perform periodic reviews to 
determine whether all employees with CONNECTIONS and/or 
Network access should have such access, and whether the user 
profiles assigned to employees are appropriate.  
 
In addition, CONNECTIONS system users may be assigned a 
user profile that allows them to designate their user profile to 
another individual.  If not properly monitored and controlled, 
individuals with this specific user profile might inappropriately 
designate their functions to other users.  For example, someone 
with a user profile allowing them to both assign user profiles and 
to designate their user profile could inappropriately enable other 
users to assign user profiles.  As a result, CONNECTIONS 
access could be provided to unauthorized individuals.  However, 
it is difficult to monitor individuals with the user profile that 
allows users to designate their functions, because they are the 
only ones who can “see” the new status of the employees to 
whom they have designated their functions.  Even the Security 
Coordinator is not routinely made aware of these designations.   
 
Unauthorized attempts to access local servers are recorded in 
security logs maintained by OFT.  However, we found that local 
officials do not have access to the security logs and are 
provided with no other information about unauthorized attempts 
to access the local server. 
 
Officials in one county also informed us about a security 
weakness in the CONNECTIONS application that allows certain 
supervisors to view information relating to cases for which they 
have no responsibility.  The officials told us this weakness has 
been brought to the attention of the OCFS CONNECTIONS 
Helpdesk, but has not yet been resolved. 
 
OCFS is required by Federal regulations to conduct biennial 
reviews of CONNECTIONS system security.  As is described in 
the prior section of this report, OCFS has not conducted any 
such reviews.  We asked officials at the six local districts if any 
audits or reviews of CONNECTIONS system security have been 
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performed by them or anyone else.  The officials in all six 
districts told us that, as far as they know, no such audits or 
reviews have been performed. 
 
We also asked the Security Coordinators at the six districts we 
visited if they received any training in regards to Network 
security or CONNECTIONS system security.  The Coordinators 
told us their security training has been limited to the use of the 
user profiles in the CONNECTIONS application, and they did 
not recall any other security-related training.  The Coordinators 
also told us they have not been required to attend any training 
sponsored by OCFS.  In response to our preliminary audit 
findings, OCFS officials acknowledged that local offices may not 
be aware of access control principles and features of the 
system.  Consequently, a security training program for 
CONNECTIONS users is being developed by contracted staff.   
 
Data processing operations are vulnerable to disruption by 
disasters such as fires, floods or other such events.  To 
minimize the risk that data will be lost or critical business 
activities will be significantly delayed by such disasters, a plan 
should be developed for resuming data processing operations at 
an alternative location in the event of such a disaster.  We 
asked officials at the six local districts whether they have 
developed a disaster recovery plan for the CONNECTIONS 
system, or whether they have been provided with such a plan by 
OCFS or OFT.  Officials in all six districts told us they have 
neither developed nor been provided with such a plan.  As a 
result, if the CONNECTIONS system were damaged by a 
disaster of some sort, data could be lost and not easily 
replaced. 



 

  
18 

 
Recommendations 

 
To OCFS 
 
3. Take the actions needed to comply with Part 45, Section 

95.621 of the Code of Federal Regulations describing the 
security requirements for HHS-funded data processing 
systems.  At a minimum, these actions should include:  

 
 • establishing a security plan for the 

 CONNECTIONS system and, as appropriate, 
 policies and procedures for the system to 
 address the specific areas of security described 
 in the Federal regulations, and communicating 
 these policies and procedures to all 
 CONNECTIONS system users; 

 
 • appointing a Security Manager for the 

 CONNECTIONS system and assigning staff to  the 
 Manager who are dedicated to the security of the 
 system; 

 
 • establishing, maintaining and documenting a 

 program for conducting periodic risk analyses to  
 ensure that appropriate, cost-effective safeguards 
 are incorporated into the CONNECTIONS system; 

   
 • conducting biennial reviews of CONNECTIONS 

 system security, including in the reviews, at a 
 minimum, an evaluation of physical and data 
 security operating procedures, and personnel 
 practices; and  

 
 • developing written procedures on emergency 

 preparedness and a disaster recovery plan. 
 
4. Include the Network in the security plan for the 

CONNECTIONS system and in the risk analyses that are 
conducted of the system. 

 
5. Develop, and communicate to the local districts, a policy 

prohibiting the installation of personal software on 
CONNECTIONS equipment. 
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Recommendations (Cont’d.) 
 
 6. Establish appropriate inventory controls over the 

CONNECTIONS equipment at the local districts. 
 
 7. Conduct a comprehensive review of CONNECTIONS 

system user identification numbers and user profiles to 
ensure that identification numbers are assigned only to 
current, authorized users and all the user profiles are 
appropriately matched to job duties.  

 
 8. Provide local district Security Coordinators with reports 

that can be used to monitor CONNECTIONS security 
locally and/or amend the CONNECTIONS application to 
allow the local Security Coordinators to generate such 
reports. 

 
 9. Provide additional security training to local district 

Security Coordinators. 
 
To OFT 
 
10. Provide local district LAN Administrators with periodic 

reports that can be used to monitor Network security 
locally. 
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State Comptroller’s Notes 

Appendix C 

1. We prepared this audit report with due professional care.  We considered 
comments provided by OCFS and OFT officials in response to the draft report, 
and modified this report accordingly.  We did not disclose details of security 
weaknesses, which we provided separately to agency officials.  Additionally, the 
Comptroller is required by statute to make audit reports available to the public. 

 
2. Inclusion of references to the Maximus report and our prior audit reports provide 

relevant background information and historical perspective on the development 
and status of the CONNECTIONS system.  Also, according to Government 
Auditing Standards, auditors should identify significant findings and 
recommendations from previous audits that could affect the current audit 
objectives.  As stated in this report, at the time of the audit, the CONNECTIONS 
system was not fully operational. 

 
With respect to recommendation 6 to establish appropriate inventory controls 
over the CONNECTIONS equipment residing at the local districts, we note that 
OCFS officials stated in their response that they are currently in the process of 
implementing an Asset Management System that will allow the equipment to be 
remotely inventoried from a central location. 

 
3. According to Security Coordinators at the six local districts we visited, they 

received limited security related training.  For this and other reasons explained in 
this report, we concluded that OCFS had provided little direction and oversight to 
the six districts in relation to the security of the CONNECTIONS system.  Further, 
we note that OCFS/OFT officials stated in their response that the State will 
provide additional written guidance to the local districts to address those areas 
where supplemental guidance is required. 

 
4. As indicated on page 14 of this report, officials at three locations stated that the 

back-up tapes are stored in the server room. 
 
5. We modified this report to make reference to unauthorized commercial software 

that would enable remote access. 
 
6. As an interim measure, we agree it is important for OCFS officials to develop a 

policy statement requesting local districts and voluntary agencies to review and 
maintain the currency of their authorized CONNECTIONS users.  However, given 
the importance of security over the CONNECTIONS system and the information 
it contains, we believe OFT or OCFS officials should request the statutory 
authority to review and ensure the adequacy of local district information systems 
security measures. 

 




