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August 30, 2000

Mr. Robert King
Chancellor
State University of New York
State University Plaza
Albany, NY 12246

Re: Report 2000-F-15

Dear Mr. King:

Pursuant to the State Comptroller's authority as set forth in Article V, Section 1 of the State
Constitution and Article II, Section 8 of the State Finance Law, we have reviewed the actions taken
by officials of the State University College at Potsdam, as of July 27, 2000, to address the
recommendations contained in our audit report: Selected Financial Management Practices at State
University of New York College at Potsdam (Report 97-S-54).  Our report, which we issued on
November 12, 1998, examined College controls over access to student accounts and the collection
of revenue at remote sites for the period July 1, 1997 through June 30, 1998.

Background  

The State University of New York (SUNY) College at Potsdam (College) is one of SUNY's 13
colleges of arts and sciences.  The College originated as the St. Lawrence Academy in 1816,
continued as Potsdam Normal School in 1867, and then as Potsdam State Teachers College in
1942.  The College became part of SUNY in 1948.  The College offers bachelor's and master's
degrees in more than 35 areas of liberal arts studies, music and teacher education, and it offers
several special academic programs.

The College uses an integrated database computer system called Banner which affords on-line
access to update and to view information.  Banner contains all student accounts information
including course registrations, student billings and collections, financial aid, refunds, room
assignments, meal plans, holds on student accounts and student grades.  Banner is linked to the
College's accounting system and records collections remitted to the Bursar's Office from remote
cash sites.  Banner is designed to restrict user access to various data screens and to various
activities such as changing student accounts. 
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Summary Conclusions

In our prior audit, we identified weaknesses in the College's system of internal controls
over access to student accounts using Banner.  We found that some individuals had access that was
incompatible with their other duties, and that others had greater access than they needed to perform
their jobs.  We also found that controls over cash collections at some remote collection sites needed
to be improved to ensure that all receipts were properly recorded and deposited.

In our follow-up review, we found that internal controls have been improved in each area.
Computer access controls have been strengthened and new cash control guidelines have been
developed and distributed to all collection sites.

Summary of Status of Prior Audit Recommendations

Our prior report contained nine recommendations.  We found that College officials have
fully implemented eight of these recommendations and have partially implemented the remaining
recommendation.

Follow-up Observations

Recommendation  1

Assess the risks associated with allowing individuals who collect and record student payments to
also have the computer access capability to adjust student charges.  Whenever possible, provide
for separation of these incompatible duties.  Whenever such separation is not possible, provide for
increased supervisory oversight as a compensating control.

Status - Implemented

Agency Action - Bursar’s Office cashiers no longer have the access capabilities necessary to
process refunds or adjust charges on student accounts.  Within the Office, these functions
are limited to the Bursar and two calculations clerks who do not handle the incompatible
duty of receiving student payments.  In addition, the Bursar personally reviews and
authorizes all manual adjustments to student charges.

Recommendation 2

Take steps to ensure that Banner always can detect any inconsistency between a student's tuition
charge and the student's registered hours.

Status - Implemented
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Agency Action - Weekly, the Banner system produces a cumulative report listing all students
whose tuition charges are not consistent with their registered course load.  Bursar staff who
are not involved in cash collections review these accounts to ensure that all differences can
be reconciled to properly processed transactions, such as late course withdrawals.

Recommendation 3

Ensure that all transactions adjusting student accounts are supported with adequate documentation
explaining and authorizing the adjustment.

Status - Implemented

Agency Action - All adjustments to student accounts are now personally authorized by the Bursar
and documented via information and explanations entered in an on-line comments section
of the Banner system’s account review screen.

Recommendation 4

Take steps needed to change Banner to ensure that it provides for the accurate processing of
refunds for all classes of withdrawals and for the proper identification of the initiator of all
transactions that adjust student charges.

Status - Partially Implemented

Agency Action - The first part of the recommendation was directed at ensuring refund amounts
were properly calculated for students who receive financial aid under various federally
funded programs.  Federal law stipulates specific refund periods for these programs which
differ from the College’s normal refund policies.  In conjunction with other SUNY
campuses that utilize the Banner system, the College continues to pursue program changes
to more properly reflect refund amounts due to federally funded students.  In the meantime,
officials continue to review each of these accounts individually as part of their examination
of tuition and course load discrepancies.  The balance of the recommendation addressed
certain situations where the Banner system did not identify the user initiating account
adjustments.  The College has isolated this problem to certain transactions which are
automatically updated and processed by the system based on batch programs dealing with
student’s room assignments.  As a result, the room assignments and changes that result in
these adjustments can now be traced to the appropriate individual initiating the transaction.

Recommendation 5

Discontinue providing Bursar cashiers with the capability to use Banner to issue a student refund.
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Status - Implemented

Agency Action - As previously indicated with respect to recommendation number 1, Bursar’s
Office cashiers no longer have the access capabilities necessary to process refunds.

Recommendation 6

Restrict the ability to adjust meal plan charges and to adjust room charges to the appropriate users
in PACES and the Residence Life Office, respectively. 

Status - Implemented

Agency Action - At the time of our prior audit, the Banner system provided the same access rights
to adjust both room and board charges to staff in the College’s Residence Life Office and
in PACES (the College’s auxiliary service corporation), even though these two units
separately administer the College’s housing and meal plan programs, respectively.  The
capabilities to adjust room and board charges are now properly segregated.  Residence Life
staff can no longer adjust meal plan charges, while PACES staff are similarly blocked from
changing room charges.

Recommendation 7

Strengthen cash controls in Continuing Education, the Physical Plant and the Registrar's Office
to address the weaknesses noted in this report.

Status - Implemented

Agency Action - Cash controls have now been strengthened in each area through separation of
duties and increased supervisory oversight.  The Continuing Education Office, the
College’s largest ancillary collection site, has strengthened controls over receipting
payments and now deposits collections daily.  In addition, the Office has hired new staff
and acquired a new software program to manage revenues.  All non-credit course activity
currently operates on the new system.  The College plans to migrate its athletic and
educational “camp” programs to the new system by 2001.  In the Registrar’s Office,
controls have been strengthened through separation of duties, while supervisory oversight
has been increased in the Physical Plant area where administrative staffing is more limited.

Recommendation 8

Provide guidelines on how to separate incompatible duties at remote cash collection sites and how
to use increased supervisory oversight to compensate for those instances where separation of
incompatible duties can not be obtained.
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Status - Implemented

Agency Action - Guidelines were issued to all cash collection sites shortly after the original audit
was completed.

Recommendation 9

Ensure that Bursar policy and procedures pertaining to use of sequentially numbered receipt forms
is followed.  Before permitting use of alternative receipting procedures, ensure such procedures
maintain desired control and accountability.  Periodically determine that receipt forms are being
used and are accounted for.

Status - Implemented

Agency Action - Appropriate policies have been reinforced and the Bursar’s Office has developed
an inventory tracking system to monitor the sequential use of receipt forms, as well as the
timeliness of deposits by each ancillary location.  Alternative receipting is limited to the
Continuing Education Office which, because of the volume of activity it generates, has
established its own computerized billing and collection system.

The major contributor to this report was John Buyce.

We would appreciate your response to this report within 30 days, indicating any action
planned or taken to address the one unresolved matter discussed in this report. We also thank
College management and staff for the courtesies and cooperation extended to our auditors during
this review.

Very truly yours,

Jerry Barber
Audit Director

cc: President Fallon, SUNY Potsdam
J. Murphy, University Auditor


