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WHY ARE WE HERE? 

 We are here because we have a duty and 

mission to carry out.  

 Today’s duty and mission: 

 Learn about monitoring 
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ROADMAP 

 Monitoring necessity 

 Challenges and concerns 

 Differing but complementary roles 

 Seven-step process 

 Fraud 

 Field visits 
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WHY MONITORING IS NECESSARY 

 Agency missions  

 Billions in State spending 

 Risks 

 Health & Safety 

 Goal Achievement 

 Dollars  

 Reputation 

 Fraud 

 Errors 
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BRAINSTORMING SESSION 

 Agency Concerns 
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AGENCY MISSIONS 

 Goal accomplishment 

 Differing but complementary roles 

 Contract development 

 Technical Assistance 

 Fiscal Review 

 Audit 
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RISKS 

 Health & Safety 

 Goal Achievement 

 Dollars 

 Reputation 
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RISKS – HEALTH AND SAFETY 

 Whose health and safety? 

 Department of Environmental Conservation  

 Department of Health 

 State University of New York 
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RISKS – GOAL ACHIEVEMENT 

 What are the goals? 

 DEC: “To conserve, improve and protect New York's natural 

resources and environment...” 

 

 DOH: “To protect, improve and promote the health, 

productivity and well being of all New Yorkers.”  

 

 SUNY: “To provide high quality, affordable education to 

students from all social and economic backgrounds.”  
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RISKS – DOLLARS 

 Billions in State spending 
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IMPACT – REPUTATION 
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STEP 1.  IDENTIFY RISKY CONTRACTS 

 What data do you have available? 

 How can it help you identify risky contracts? 



STATE OF NEW YORK OFFICE OF THE STATE COMPTROLLER 
13 

RISKS 

 Health & Safety 

 Goal Achievement 

 Dollars 
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Sort “Oldest to Newest” 

Date  to eliminate the 

expired contracts. 
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Sort  by the “Contract 

Balance”  to eliminate the 

fully spent contracts. 
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CONTRACT TYPES 
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IDENTIFY RISKY CONTRACTS 

 Sort contracts by: 

 Contract Types  

 Contract Amount 

 Vendor Name & Contract Count 

 Vendor Name & Spending to Date 
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IDENTIFY RISKY CONTRACTS (CONT.) 

 Sort contracts by: 

 Contract Start Date 

 Contract Description & Contract Count 

 Contract Description & Contract Amount 

 % Expended - % Life of the contract 
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ANALYSIS 

 Risk basis  

 Other factors 

 Quality of products and services 

 Problems with vendors 

 Current events 

 Locations 

 Etc. 
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MONITORING 

 You’ve selected a contract 

 Now what? 
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MONITORING 

 MONITOR! 

 

(Yeah, but what is that, really?!) 
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MONITORING 

 Ongoing activities, special evaluations or a 

combination of both used to ensure that 

controls are operating as intended. 
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CONTROLS PURPOSE 

 C____________________________ 

 A____________________________ 

 R____________________________ 

 E____________________________ 

 S____________________________ 
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CONTROLS PURPOSE 

 Compliance with laws, rules, and regs 

 Accomplish goals and objectives 

 Relevant and reliable data 

 Efficient and effective operations 

 Safeguarding assets 
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INTERNAL CONTROLS PYRAMID 
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INTERNAL CONTROLS PYRAMID 

Control Environment 
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INTERNAL CONTROLS PYRAMID 

Control Environment 

Risk Assessment 
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INTERNAL CONTROLS PYRAMID 

Control Environment 

Risk Assessment 

Control Activities 
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INTERNAL CONTROLS PYRAMID 

Control Environment 

Risk Assessment 

Control Activities 
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INTERNAL CONTROLS PYRAMID 

Control Environment 

Risk Assessment 

Control Activities 

Monitoring 
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MONITORING 

 Ongoing activities, special evaluations or a 

combination of both used to ensure that 

controls are operating as intended. 
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MONITORING 

 Ongoing activities, special evaluations or a 

combination of both used to ensure that 

contractors are operating as intended. 
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OPERATING AS INTENDED 

 How do agency employees and contractors 

know what’s intended? 



STATE OF NEW YORK OFFICE OF THE STATE COMPTROLLER 
47 

STEP 2.  UNDERSTAND CONTRACT TERMS AND 

  OTHER REQUIREMENTS 

 

 Intuition 

 Conversation 

 Purchase order details  

 Contract specifications 

 Laws, rules & regulations 

 Guidelines 
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REQUIREMENTS 

 Understand 

 Assess quality 
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REQUIREMENTS 

 Ask this: 

 Would I know how to verify whether something has 

occurred based on how the contract specification is 

written? 
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SPECIFICATION EXAMPLE 

 The Case Manager will schedule periodic 

meetings with community service providers to 

raise awareness of the program. 
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SPECIFICATION EXAMPLE 

 The Case Manager will schedule periodic 

meetings with community service providers to 

raise awareness of the program. 
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SPECIFICATION EXAMPLE 

 The Case Manager will schedule periodic 

meetings with community service providers to 

raise awareness of the program. 

 Improved Specification 
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SPECIFICATION EXAMPLE 

 The vendor shall submit a properly executed 

application for payment, together with 

appropriate backup supporting the amount 

billed. 
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SPECIFICATION EXAMPLE 

 The vendor shall submit a properly executed 

application for payment, together with 

appropriate backup supporting the amount 

billed. 
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SPECIFICATION EXAMPLE 

 The vendor shall submit a properly executed 

application for payment, together with 

appropriate backup supporting the amount 

billed. 

 Improved Specification 
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SPECIFICATIONS 

 Specific 

 Measurable 

 Achievable 

 Relevant 

 Time-Bound 
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 Well-defined, focused, explicit 

 Scope and purpose of the contract 

 Services/Commodities 

 Specific individuals to perform work 

 Location(s) 

 Consequences for non-compliance 

 Right to audit 

 Specify monitoring in contract language 
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 Performance measures 

 Quantities 

 Unit or Fixed Prices 

 Timing 

 Expertise 

 Licenses 

Degrees 

 Certifications 
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 Realistic deliverables from the contractor  

 Specific circumstances in which the contractor 

may subcontract for commodities and services 

outside the contractor’s area of expertise 
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 Essential to contract deliverables 

 Payment provisions 

 Payment triggers 

 Invoice formats 

Description of deliverables 

 Services 

 Names of workers 

 Hours for each worker 

 Client names (SSN and/or address) 

 Dates of service 
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(CONTINUED) 

 Essential to contract deliverables 

 Reporting 

 Requirements 

What 

 Electronic/paper 

When 

 Records retention 

 Method for submitting invoices 

 Required signatures/authorization 
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 Specific dates or deadlines for delivery of 

goods and services 

 Time frames for billing 
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REQUIREMENTS 

What is the contractor expected to do? 

When is the contractor to provide the 

deliverables? 

Where is the contractor to perform required 

activities? 
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REQUIREMENTS 

How will the contractor communicate to the 

agency that contract terms have been satisfied? 

How is the contractor to bill the agency for 

goods or services? 
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REQUIREMENTS 

How much money is the contractor allowed to 

bill the agency for goods or services? 

What information must be included on the 

invoice? 
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REQUIREMENTS 

How and to whom should the contractor send 

the invoice? 

What’s at risk if the contractor fails to perform 

as required? 
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REQUIREMENTS 

How will the agency verify that the contract did 

exactly what was expected for the contract 

term? 

What is the agency’s recourse if the contractor 

does not perform as expected. 
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Specification What can go wrong? How agency can monitor 

 

Pages 27 to 54 of the 

contract include specific 

preventive maintenance 

activities for each type of 

equipment (hydraulic 

elevators, traction elevators, 

escalators, dumbwaiters) and 

the frequency for each activity 

(e.g., weekly, bimonthly, 

quarterly, semi-annually, 

annually).  
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STEP 3.  IDENTIFY RISKS: 

  WHAT CAN GO WRONG? 

 Programmatic 

 What can prevent the goal accomplishment? 

 

 Fiscal 

 How can the contractor get money they didn’t 

earn? 
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STEP 3:  WHAT CAN GO WRONG? 
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WHAT IS FRAUD? 

 Misstatement 

 Mistake vs. Fraud 

 Knowledge of falsehood/intent 

 Reliance by victim 

 Damage 
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Source:  Institute of Internal Auditors 

WHAT IS FRAUD? 

 

 Fraud is any intentional act or omission 

designed to deceive others, resulting in the 

victim suffering a loss and/or the 

perpetrator achieving a gain. 
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Source:  2012 Report to the Nation 

on Occupational Fraud & Abuse 

WHAT IS OCCUPATIONAL FRAUD? 

 

 The use of one’s occupation for personal 

enrichment through the deliberate misuse 

or misapplication of the employing 

organization’s resources or assets.  
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Source: 2012 Report to the Nation on 

Occupational Fraud & Abuse 

   A study conducted by the Association of 

Certified Fraud Examiners (ACFE) consisting 

of 1,388 cases of occupational fraud found 

the typical fraud continued for 18 months 

before being detected.   

HOW LONG DOES FRAUD GO UNDETECTED? 
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Source: 2012  Report to the Nation 

on Occupational Fraud & Abuse 

5% of annual revenues 

Median loss of $140,000 

$147,000 for small businesses 

$100,000 for not for profit 

$81,000  for government 

Over 20% had losses of at least $1 million 

HOW MUCH IS LOST? 
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Source: 2012 Report to the Nation on 

Occupational Fraud & Abuse 
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Source: 2012 Report to the Nation on 

Occupational Fraud & Abuse 
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Source:  2012 Report to the Nations on Occupational Fraud & Abuse 

WHERE DOES IT HAPPEN?  

More than 75% of the frauds in the study 
were committed by individuals in 1 of 6 
departments, including:  

  
Purchasing – corruption, billing schemes 

 

Accounting – check tampering, billing 
 

Executive/upper management – 
corruption, billing, expense reimbursement 
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HOW DOES IT HAPPEN? 

Source:  2012 Report to the Nations on Occupational Fraud & Abuse 
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Source:  KPMG Profile of a Fraudster 

Survey 2007 

FRAUDSTER’S MOTIVATION 

Risk of losing one’s job 

Personal vices 

Lack of personal development 

Conflicts of interest 

Opportunity 

Greed 

Meeting budget/target; hiding 
losses 
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RED FLAGS 

 A warning or 
sense that 
something isn’t 
right 
 

 Should lead you 
to take a closer 
look at the 
transaction 
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HOW DOES FRAUD HAPPEN? 

Opportunity 
Pressure 
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HOW DOES FRAUD HAPPEN? 
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MOTIVE 
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MOTIVE FLAGS 

 High debt 

 Significant financial losses 

 Excessive alcohol, drugs or gambling          

 Extramarital affair 

 Perceived organizational inequities 

 Job frustration or resentment 
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OPPORTUNITY 
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OPPORTUNITY FLAGS 

Internal control weaknesses 

Familiarity with operations 

Ability to override controls 

Management does not emphasize the 

role of strong internal controls 

Vendor invoice going anywhere other 

than accounts payable 
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RATIONALIZATION 
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RATIONALIZATION FLAGS 

 They owe me 

 I’m overworked 

 I do the work of two people 

 They’ll never miss it 

 I’ll just borrow it; I’ll pay it back 

 I’m not really hurting anyone 

 Everyone is a little dishonest 
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CAPABILITY 
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CAPABILITY FLAGS 

Position/function 

Brains 

Confidence/ego 

Coercion skills 

Effective lying 

Immunity to stress 



PROFILE OF THE 

WORST  

OCCUPATIONAL 

FRAUDSTER 
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 Race 

 Gender 

 Age 

 Education 

 Criminal History 

 Occupation 

 Tenure 

 Salary 
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Source:  KPMG Profile of a Fraudster 

Survey 2007 

FRAUDSTER DETAILS  

 In 91 percent of profiles, the perpetrators did 

not leave it at one single fraudulent act, but 

committed repeated acts of fraud.  
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95 Source:  2012 Report to the Nation on Occupational Fraud & Abuse 

FRAUD DETECTED BY: 
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Source:  20012 Report to the Nation on Occupational Fraud & Abuse 

SOURCE OF TIPS 



STATE OF NEW YORK OFFICE OF THE STATE COMPTROLLER 
97 

DOCUMENT FLAGS 

 Hand written endorsement 

 Vendor address is not local, but check is 

cashed locally 

 No phone number or fake phone number 

 Altered payee name 

 PO Box, suite number, mail drop address 
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DOCUMENT FLAGS 

 No phone number or fake phone number 

 Company name includes initials or 

personal name 

No letterhead 

Misspellings on document 

Vague information 
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DOCUMENT FLAGS 

 Inadequate, copied or apparently altered 

documents  

Round amounts or amounts under approval 

levels 

Large dollar payments made with cash 

Invoice figures do not add up 
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BID RIGGING- BACKGROUND 

 $1 million in purchases to favored 

vendors 

 

 Favored vendors received projects at 

unreasonable prices 

 Paid approximately 40% more for work  
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BID RIGGING- VENDORS 

 Fake Vendors 

 Agency staff created bids in some cases 

 

 Real Vendors 

 No knowledge of bid submission 

 Shared owner with favorable vendor 

Rescind bid 
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BID RIGGING-RED FLAGS 

 Project Splitting 

 Bids between $5,000 and $14,999 

 Same fax numbers 

 Signed by vendor’s name 

Missing key information - Contact 

person  
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BID RIGGING-HOW IT HAPPENED 

 Seen as common practice 

 Staff were taught to accept fake bids 

 Fake quotes were required 

 Vendors were family/friends 

 Discounts for personal business 
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CONTRACTING FLAGS 

Restrictive or vague specifications 

Bids/quotes received from the same fax 

Similar letterheads of bidders 

Unreasonable bid amounts (prev. wage) 
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CONTRACTING FLAGS 

Unable to confirm bids with losing vendors 

Lowest bidder does not receive award 

Lack of vendor contact information on bids 

Signature on bid is the company name 
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SHELL COMPANY FLAGS 

 

Company receives many small dollar 
payments 

Company name includes initials 

No phone number or fake phone number 

Address is a post office box or suite number 

No receiving reports 
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CONFLICT OF INTEREST FLAGS 

 

Relationships between awardee and agency 
staff 
Address or identification number match 

 

Unexplained or unusual favoritism of a 
particular vendor 
 

 

Close socialization with or acceptance of gifts 
from the awardee 
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BRIBES AND KICKBACKS FLAGS 

Unjustified favoritism of a certain vendor 

 

Unexplained increase in wealth of employee 

 

Close socialization with or acceptance of 

inappropriate gifts from a vendor 
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VIDEO 

//110entnas/shared/stexpd/TRAINING/Contract Monitoring/Statewide 2013/Exercises/ABC News Video.mp4
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SCHEME 

NYS  

$30,000 

Parents 

Workshop 

Treasurer $ President 
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RESULT 

Charge Counts 

Grand Larceny 10 

Offering a False Instrument for Filing 4 

Conspiracy 3 

Tampering with Physical Evidence 6 

Falsifying Business Records 6 

Total Charges 29 
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RED FLAGS 

Billed for services – more difficult to verify 

 

No supporting documentation submitted 

with payment request 

 

Relationships between the sponsoring 

Senator and the Treasurer and President 
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FINDING RELATIONSHIPS 

 Check the Voucher 
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FINDING RELATIONSHIPS 

 Check the NFP’s 990 

 http://www.guidestar.org/ 

 

 

? 

http://www.guidestar.org/
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FINDING RELATIONSHIPS 
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FINDING RELATIONSHIPS 

 Check the NFP’s 990 
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FINDINGS RELATIONSHIPS 

 http://seethroughny.net/ 

 

http://seethroughny.net/
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OTHER SEARCH TOOLS 

 GoogleMaps 
 

 Google 
 

 Whitepages 
 

 Openbook 
 

 http://www.charitiesnys.com/RegistrySearch

/search_charities.jsp 
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WHY DON’T PEOPLE REPORT THEIR SUSPICIONS? 

 
Fear of repercussion 

 

Feel like nothing will be done 

 

 Inconvenience 
 

 



STATE OF NEW YORK OFFICE OF THE STATE COMPTROLLER 
121 

CIVIL SERVICE LAW §75-B – “WHISTLEBLOWER LAW” 

 

Prohibits a public employer from taking disciplinary 
action against a public employee because that 

employee reveals information to a governmental 

body regarding a violation of a law, rule or regulation 

which presents a substantial and specific danger to 
public health and safety or reveals information which 

the employee reasonably believes is an improper 
governmental action (i.e., violation of Federal, 

State or Local laws, rules or regulations). 
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CIVIL SERVICE LAW §75-B – “WHISTLEBLOWER 

LAW” 

 

To be protected by this law, you must make a good faith effort to 

inform your employer and give them reasonable time to take 

appropriate action. 
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Specification What can go wrong? How agency can monitor 

 

Pages 27 to 54 of the contract 

include specific preventive 

maintenance activities for 

each type of equipment 

(hydraulic elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each activity 

(e.g., weekly, bimonthly, 

quarterly, semi-annually, 

annually).  

Page 24 of the contract lists 

(1) the elevators, escalators 

and dumbwaiters covered by 

the contract; (2) monthly and 

annual prices; (3) labor titles 

and rates; (4) estimated 

hours; and (5) mark-up on 

materials.  
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Specification What can go wrong? How agency can monitor 

 

Pages 27 to 54 of the contract 

include specific preventive 

maintenance activities for 

each type of equipment 

(hydraulic elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each activity 

(e.g., weekly, bimonthly, 

quarterly, semi-annually, 

annually).  

CONTRACTOR does not perform 

all required preventive  service 

maintenance and equipment 

breaks down or needs 

replacement more frequently.  

Health and safety of passengers. 

Page 24 of the contract lists 

(1) the elevators, escalators 

and dumbwaiters covered by 

the contract; (2) monthly and 

annual prices; (3) labor titles 

and rates; (4) estimated 

hours; and (5) mark-up on 

materials.  
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Specification What can go wrong? How agency can monitor 

 

Pages 27 to 54 of the contract 

include specific preventive 

maintenance activities for 

each type of equipment 

(hydraulic elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each activity 

(e.g., weekly, bimonthly, 

quarterly, semi-annually, 

annually).  

CONTRACTOR does not perform 

all required preventive  service 

maintenance and equipment 

breaks down or needs 

replacement more frequently.  

Health and safety of passengers. 

Page 24 of the contract lists 

(1) the elevators, escalators 

and dumbwaiters covered by 

the contract; (2) monthly and 

annual prices; (3) labor titles 

and rates; (4) estimated 

hours; and (5) mark-up on 

materials.  

AGENCY pays CONTRACTOR for 

services on equipment not 

covered under the contract. 

CONTRACTOR overcharges 

AGENCY on hourly rates, monthly 

or annual prices (higher rate, or 

charges for services not 

performed), or mark-up on 

materials. 
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STEP 4.  PRIORITIZE RISKS: 

  SO WHAT’S THE BIG DEAL? 

II 

Area of  

Minimal Concern 

III 

Area of 

Moderate Concern 

IV 

Area of  

Most Concern 

I 

Area of 

Least Concern 

HIGH 

LOW 

Impact 

L
ik

elih
o
o
d

 

LOW HIGH 
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STEP 4.  PRIORITIZE RISKS: 

  SO WHAT’S THE BIG DEAL? 

II 

Area of  

Minimal Concern 

III 

Area of 

Moderate Concern 

IV 

Area of  

Most Concern 

I 

Area of 

Least Concern 

HIGH 

LOW 

Impact 

L
ik

elih
o
o
d

 

LOW HIGH 
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STEP 5.  DETERMINE AGENCY’S RESPONSE 

  TO THE RISKS 

 Mitigate 

 Revise administrative procedures 

 Improve control systems 

 Increase auditing 

 Other 

 Accept 
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II 

Area of  

Minimal Concern 

III 

Area of 

Moderate Concern 

IV 

Area of  

Most Concern 

I 

Area of 

Least Concern 

HIGH 

LOW 

Impact 

L
ik

elih
o
o
d

 

LOW HIGH 

STEP 5.  DETERMINE AGENCY’S RESPONSE 
  TO THE RISKS 
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STEP 6.  DESIGN AND IMPLEMENT   

  MONITORING ACTIVITIES 

 Design steps to mitigate risks 

 Who is going to do it? 

 How are they going to document it? 

 Whom are they going to give the 

documentation to? 
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Specification What can go wrong? How agency can monitor 

Pages 27 to 54 of the contract 

include specific preventive 

maintenance activities for 

each type of equipment 

(hydraulic elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each activity 

(e.g., weekly, bimonthly, 

quarterly, semi-annually, 

annually).  

CONTRACTOR does not perform all 

required preventive  service 

maintenance and equipment breaks 

down or needs replacement more 

frequently.  Health and safety of 

passengers. 

Page 24 of the contract lists 

(1) the elevators, escalators 

and dumbwaiters covered by 

the contract; (2) monthly and 

annual prices; (3) labor titles 

and rates; (4) estimated 

hours; and (5) mark-up on 

materials.  

AGENCY pays CONTRACTOR for 

services on equipment not covered 

under the contract. 

CONTRACTOR overcharges 

AGENCY on hourly rates, monthly or 

annual prices (higher rate, or charges 

for services not performed), or mark-

up on materials. 
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Specification What can go wrong? How agency can monitor 

Pages 27 to 54 of the contract 

include specific preventive 

maintenance activities for 

each type of equipment 

(hydraulic elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each activity 

(e.g., weekly, bimonthly, 

quarterly, semi-annually, 

annually).  

CONTRACTOR does not perform all 

required preventive  service 

maintenance and equipment breaks 

down or needs replacement more 

frequently.  Health and safety of 

passengers. 
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Specification What can go wrong? How agency can monitor 

Pages 27 to 54 of the 

contract include 

specific preventive 

maintenance activities 

for each type of 

equipment (hydraulic 

elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each 

activity (e.g., weekly, 

bimonthly, quarterly, 

semi-annually, 

annually).  

CONTRACTOR does 

not perform all required 

preventive  service 

maintenance and 

equipment breaks down 

or needs replacement 

more frequently.  Health 

and safety of 

passengers. 

Facilities Maintenance Engineer should: 
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Specification What can go wrong? How agency can monitor 

Pages 27 to 54 of the 

contract include 

specific preventive 

maintenance activities 

for each type of 

equipment (hydraulic 

elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each 

activity (e.g., weekly, 

bimonthly, quarterly, 

semi-annually, 

annually).  

CONTRACTOR does 

not perform all required 

preventive  service 

maintenance and 

equipment breaks down 

or needs replacement 

more frequently.  Health 

and safety of 

passengers. 

Facilities Maintenance Engineer should: 

 

- Evaluate the cost-benefit of periodically inspecting 

CONTRACTOR work for conformance to contract 

standards. 
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Specification What can go wrong? How agency can monitor 

Pages 27 to 54 of the 

contract include 

specific preventive 

maintenance activities 

for each type of 

equipment (hydraulic 

elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each 

activity (e.g., weekly, 

bimonthly, quarterly, 

semi-annually, 

annually).  

CONTRACTOR does 

not perform all required 

preventive  service 

maintenance and 

equipment breaks down 

or needs replacement 

more frequently.  Health 

and safety of 

passengers. 

Facilities Maintenance Engineer should: 

 

- Evaluate the cost-benefit of periodically inspecting 

CONTRACTOR work for conformance to contract 

standards. 

 

- Ensure equipment charts, work orders, and logs outline 

the specific tasks each piece of equipment covers under 

the contract, and the interval the CONTRACTOR should 

perform these tasks.   
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Specification What can go wrong? How agency can monitor 

Pages 27 to 54 of the 

contract include 

specific preventive 

maintenance activities 

for each type of 

equipment (hydraulic 

elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each 

activity (e.g., weekly, 

bimonthly, quarterly, 

semi-annually, 

annually).  

CONTRACTOR does 

not perform all required 

preventive  service 

maintenance and 

equipment breaks down 

or needs replacement 

more frequently.  Health 

and safety of 

passengers. 

Facilities Maintenance Engineer should: 

 

- Evaluate the cost-benefit of periodically inspecting 

CONTRACTOR work for conformance to contract 

standards. 

 

- Ensure equipment charts, work orders, and logs outline 

the specific tasks each piece of equipment covers under 

the contract, and the interval the CONTRACTOR should 

perform these tasks.   

 

- Ensure all documents used to record maintenance 

activities uniformly reflect contract requirements, and that 

the documents include room for the CONTRACTOR to 

record that tasks were completed on specific dates.   
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Specification What can go wrong? How agency can monitor 

Pages 27 to 54 of the 

contract include 

specific preventive 

maintenance activities 

for each type of 

equipment (hydraulic 

elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each 

activity (e.g., weekly, 

bimonthly, quarterly, 

semi-annually, 

annually).  

CONTRACTOR does 

not perform all required 

preventive  service 

maintenance and 

equipment breaks down 

or needs replacement 

more frequently.  Health 

and safety of 

passengers. 

Facilities Maintenance Engineer should: 

 

- Evaluate the cost-benefit of periodically inspecting 

CONTRACTOR work for conformance to contract 

standards. 

 

- Ensure equipment charts, work orders, and logs outline 

the specific tasks each piece of equipment covers under 

the contract, and the interval the CONTRACTOR should 

perform these tasks.   

 

- Ensure all documents used to record maintenance 

activities uniformly reflect contract requirements, and that 

the documents include room for the CONTRACTOR to 

record that tasks were completed on specific dates.   

 

- Ensure the CONTRACTOR produces the 

documentation of maintenance completed at the intervals 

required in the contract.  
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Specification What can go wrong? How agency can monitor 

Pages 27 to 54 of the 

contract include 

specific preventive 

maintenance activities 

for each type of 

equipment (hydraulic 

elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each 

activity (e.g., weekly, 

bimonthly, quarterly, 

semi-annually, 

annually).  

CONTRACTOR does 

not perform all required 

preventive  service 

maintenance and 

equipment breaks down 

or needs replacement 

more frequently.  Health 

and safety of 

passengers. 

Facilities Maintenance Engineer should: 

 

- Evaluate the cost-benefit of periodically inspecting 

CONTRACTOR work for conformance to contract 

standards. 

 

- Ensure equipment charts, work orders, and logs outline 

the specific tasks each piece of equipment covers under 

the contract, and the interval the CONTRACTOR should 

perform these tasks.   

 

- Ensure all documents used to record maintenance 

activities uniformly reflect contract requirements, and that 

the documents include room for the CONTRACTOR to 

record that tasks were completed on specific dates.   

 

- Ensure the CONTRACTOR produces the 

documentation of maintenance completed at the intervals 

required in the contract.  

 

- Ensure the documentation supports that the 

CONTRACTOR performed all required preventive 

maintenance at the contract intervals for all equipment. 
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Specification What can go wrong? How agency can monitor 

Pages 27 to 54 of the 

contract include 

specific preventive 

maintenance activities 

for each type of 

equipment (hydraulic 

elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each 

activity (e.g., weekly, 

bimonthly, quarterly, 

semi-annually, 

annually).  

CONTRACTOR does 

not perform all required 

preventive  service 

maintenance and 

equipment breaks down 

or needs replacement 

more frequently.  Health 

and safety of 

passengers. 

Facilities Maintenance Engineer should: 

 

- Evaluate the cost-benefit of periodically inspecting 

CONTRACTOR work for conformance to contract 

standards. 

 

- Ensure equipment charts, work orders, and logs outline 

the specific tasks each piece of equipment covers under 

the contract, and the interval the CONTRACTOR should 

perform these tasks.   

 

- Ensure all documents used to record maintenance 

activities uniformly reflect contract requirements, and that 

the documents include room for the CONTRACTOR to 

record that tasks were completed on specific dates.   

 

- Ensure the CONTRACTOR produces the 

documentation of maintenance completed at the intervals 

required in the contract.  

 

- Ensure the documentation supports that the 

CONTRACTOR performed all required preventive 

maintenance at the contract intervals for all equipment. 

 

- Address any performance deficiencies with the 

CONTRACTOR. 
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Specification What can go wrong? How agency can monitor 

Pages 27 to 54 of the 

contract include 

specific preventive 

maintenance activities 

for each type of 

equipment (hydraulic 

elevators, traction 

elevators, escalators, 

dumbwaiters) and the 

frequency for each 

activity (e.g., weekly, 

bimonthly, quarterly, 

semi-annually, 

annually).  

CONTRACTOR does 

not perform all required 

preventive  service 

maintenance and 

equipment breaks down 

or needs replacement 

more frequently.  Health 

and safety of 

passengers. 

Facilities Maintenance Engineer should: 

 

- Evaluate the cost-benefit of periodically inspecting 

CONTRACTOR work for conformance to contract 

standards. 

 

- Ensure equipment charts, work orders, and logs outline 

the specific tasks each piece of equipment covers under 

the contract, and the interval the CONTRACTOR should 

perform these tasks.   

 

- Ensure all documents used to record maintenance 

activities uniformly reflect contract requirements, and that 

the documents include room for the CONTRACTOR to 

record that tasks were completed on specific dates.   

 

- Ensure the CONTRACTOR produces the 

documentation of maintenance completed at the intervals 

required in the contract.  

 

- Ensure the documentation supports that the 

CONTRACTOR performed all required preventive 

maintenance at the contract intervals for all equipment. 

 

- Address any performance deficiencies with the 

CONTRACTOR. 

 

- Advise AP of any unrectified performance deficiencies. 
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Specification What can go wrong? How agency can monitor 

Page 24 of the contract lists 

(1) the elevators, escalators 

and dumbwaiters covered by 

the contract; (2) monthly and 

annual prices; (3) labor titles 

and rates; (4) estimated 

hours; and (5) mark-up on 

materials.  

AGENCY pays CONTRACTOR 

for services on equipment not 

covered under the contract. 

CONTRACTOR overcharges 

AGENCY on hourly rates, 

monthly or annual prices (higher 

rate, or charges for services not 

performed), or mark-up on 

materials. 
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Specification What can go wrong? How agency can monitor 

Page 24 of the contract lists 

(1) the elevators, escalators 

and dumbwaiters covered by 

the contract; (2) monthly and 

annual prices; (3) labor titles 

and rates; (4) estimated 

hours; and (5) mark-up on 

materials.  

AGENCY pays CONTRACTOR 

for services on equipment not 

covered under the contract. 

The Contract Manager should prepare 

a pricing schedule for monthly fees by 

elevator, the two labor titles (mechanic 

and helper), hourly rates, and the 

percentage at which the 

CONTRACTOR is allowed to mark up 

materials charges.   

 

The Contract Manager should give this 

schedule to the Clerk 2 in the Accounts 

Payable office. 

CONTRACTOR overcharges 

AGENCY on hourly rates, 

monthly or annual prices (higher 

rate, or charges for services not 

performed), or mark-up on 

materials. 
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Specification What can go wrong? How agency can monitor 

Page 24 of the contract lists 

(1) the elevators, escalators 

and dumbwaiters covered by 

the contract; (2) monthly and 

annual prices; (3) labor titles 

and rates; (4) estimated 

hours; and (5) mark-up on 

materials.  

AGENCY pays CONTRACTOR 

for services on equipment not 

covered under the contract. 

The Contract Manager should prepare 

a pricing schedule for monthly fees by 

elevator, the two labor titles (mechanic 

and helper), hourly rates, and the 

percentage at which the 

CONTRACTOR is allowed to mark up 

materials charges.   

 

The Contract Manager should give this 

schedule to the Clerk 2 in the Accounts 

Payable office. 

CONTRACTOR overcharges 

AGENCY on hourly rates, 

monthly or annual prices (higher 

rate, or charges for services not 

performed), or mark-up on 

materials. 

The Clerk 2 should refer to the pricing 

schedule when reviewing the 

CONTRACTOR invoice to determine 

whether the CONTRACTOR is 

charging the AGENCY the correct 

prices on equipment covered by the 

contract.  
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BRAINSTORMING SESSION 

   Contractor Concerns 
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WHO SHOULD MONITOR? 

 Program staff 

 Finance staff 

 Consultants 

 Agency auditors 

 OSC auditors 
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MONITORING PROCESS 

 Timing 

 Extent 
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MONITORING 

 Objective 

 Gather information to determine whether or not 

things are happening the way they are supposed to 

be. 
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EVIDENCE 

 Enough information (Sufficient) 

 The “right” information (Appropriate) 
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INFORMATION 

 Three kinds of information: 

 Thomas P. DiNapoli 

 Testimonial 

 Physical 

 Documentary 
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HUMAN COMMUNICATION 

 ___ percent words 

 ___ percent hidden messages  

 ___ percent nonverbal 
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HUMAN COMMUNICATION 

  3.5 percent words 

  3.5 percent hidden messages  

   93 percent nonverbal 
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FACIAL EXPRESSIONS 
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BEFORE YOU GO… 

 Get management buy-in 

 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=5emSr6get2JpOM&tbnid=bhPhOze_ygdzkM:&ved=0CAUQjRw&url=http://sellingyourbusiness.com/management-buy-out-example/&ei=qulWUtDKLcjhyQG5z4GADA&bvm=bv.53760139,d.aWc&psig=AFQjCNE14KOy7GwwCSaFD4N4LPDZNhTJSg&ust=1381513997183639


STATE OF NEW YORK OFFICE OF THE STATE COMPTROLLER 
155 

BEFORE YOU GO… 

 Schedule a date 
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BEFORE YOU GO… 

 What do you already know? 

 What do you still need to know? 

 What do you need to see? 

 Who can tell you? 

 Who can show you? 
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AT THE CONTRACTOR 
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PROFESSIONAL SKEPTICISM 

 An attitude that includes a questioning mind 

and critical assessment of information.   
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PROFESSIONAL SKEPTICISM 

 An attitude that includes a questioning mind 

and critical assessment of information.   
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PROFESSIONAL SKEPTICISM 

 An attitude that includes a questioning mind 

and critical assessment of information.   
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QUESTIONING MIND 

 Why? 

 Show me! 
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CRITICAL ASSESSMENT OF INFORMATION  

 Does this make sense? 

 How can I verify it? 
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THE INTERVIEW 

 Prepare 

 Rapport 

 Use open-ended questions 

 Use list? 

 Leave business card  
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AFTER THE ROAD TRIP 

 What did you learn? 

 Was everything “O.K.”? 

 Were there any red flags? 

 Who needs to know? 
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STEP 7.  FOLLOW UP 

 Corrective action 

 Withhold payment 

 Terminate contract 

 Other? 
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 The Process in Review 
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STEP 1.  IDENTIFY RISKY CONTRACTS 

 What data do you have available? 

 How can it help you identify risky contracts? 
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STEP 2.  UNDERSTAND CONTRACT TERMS AND 

  OTHER REQUIREMENTS 

 

 Intuition 

 Conversation 

 Purchase order details  

 Contract specifications 

 Laws, rules & regulations 

 Guidelines 
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STEP 3.  IDENTIFY RISKS: 

  WHAT CAN GO WRONG? 

 Programmatic 

 What can prevent the goal accomplishment? 

 

 Fiscal 

 How can the contractor get money they didn’t 

earn? 
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STEP 4.  PRIORITIZE RISKS: 

  SO WHAT’S THE BIG DEAL? 

II 

Area of  

Minimal Concern 

III 

Area of 

Moderate Concern 

IV 

Area of  

Most Concern 

I 

Area of 

Least Concern 

HIGH 

LOW 

Impact 

L
ik

elih
o
o
d

 

LOW HIGH 
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STEP 5.  DETERMINE AGENCY’S RESPONSE 

  TO THE RISKS 

 Mitigate 

 Revise administrative procedures 

 Improve control systems 

 Increase auditing 

 Other 

 Accept 
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STEP 6.  DESIGN AND IMPLEMENT   

  MONITORING ACTIVITIES 

 Design steps to mitigate risks 

 Who is going to do it? 

 How are they going to document it? 

 Whom are they going to give the 

documentation to? 
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STEP 7.  FOLLOW UP 

 Corrective action 

 Withhold payment 

 Terminate contract 

 Other? 
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BRAINSTORMING SESSION 

  
 Qualities of an Effective Monitor 
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FOR FUTURE REFERENCE 

 Guide to Financial Operations 

 XI.11.F Contract Monitoring 

 

http://www.osc.state.ny.us/Agencies/guide/My

WebHelp/Content/XI/11/F.htm 

 

http://www.osc.state.ny.us/Agencies/guide/MyWebHelp/Content/XI/11/F.htm
http://www.osc.state.ny.us/Agencies/guide/MyWebHelp/Content/XI/11/F.htm
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STATE OF NEW YORK OFFICE OF THE STATE COMPTROLLER 
176 

WHY ARE WE HERE? 

 We are here because we have a duty and 

mission to carry out.  

 Tomorrow’s duty and mission: 

 Accomplish agency missions by effectively applying 

monitoring techniques 
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WHY ARE WE HERE? 
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FINAL THOUGHT… 

 Margaret Mead 

  “Never doubt that a small group 

of thoughtful, committed people 

can change the world. Indeed, 

it is the only thing that ever 

has.”   

 

 

 

 


