Internal Control Certification

Frequently Asked Questions

Question:
What is required for the Internal Controls Certification due on or before April 30, 2018? 
Answer:
For the Internal Controls Certification due on April 30, 2018, the agency head must certify the internal controls over the payment process to support the validity of the agency claim certification for processing payments.  In addition, the agency must assess its internal controls over evidence and record retention. 
On the annual certification form, the agency head should indicate the employee expense area was reviewed.  Email the completed and signed annual certification form to BSEInternalControlCert@osc.state.ny.us on or before April 30, 2018.  Please refer to Section XII.4.D of the Guide to Financial Operations (GFO) for additional guidance.


Question:

Our agency completes a risk assessment as part of complying with the Division of Budget’s (DOB) Internal Control Summary and Certification.  Can our agency rely on this risk assessment to identify the highest risk payment-related area as required for OSC’s annual certification?

Answer:

The agency may rely on any risk assessment it conducts as long as it sufficiently assesses risks specifically related to the processing of claims for payment.


Question:

How does the Comptroller’s certification requirement differ from the Annual Internal Control Summary and Certification that certain agencies are required to submit to the Division of Budget (DOB)?

Answer:
The DOB and OSC certifications are two separate and distinct requirements.  DOB’s annual Internal Control Summary and Certification provides supporting justification for an agency’s level of compliance with the requirements of the Internal Control Act.  As part of this certification process, agencies typically assess controls on an agency-wide level.

OSC’s certification requirement derives from Title 2, Chapter I, Part 6.6(b) of the New York Code Rules and Regulations.  This requires agency heads to certify that their agencies have established sufficient internal controls specific to ensuring claims are appropriate to pay.


Question:

Is it acceptable to submit the DOB certification form in place of OSC’s form?

Answer:
No.  As explained above, the DOB and OSC certifications are two separate and distinct requirements.  As such, agency heads are required to complete and sign OSC’s annual certification form.  The form should be submitted to BSEInternalControlCert@osc.state.ny.us by April 30th of each year.



Question:

How should agencies that are hosted by the Business Service Center (BSC) comply with the Comptroller’s requirement to certify internal controls over the payment process?
Answer:

The Office of General Services’ Internal Audit Department will coordinate the review and certification of internal controls over payment processes the BSC performs.  The hosted agency will still be required to certify any controls over payment processes that the agency performs and can rely on the BSC’s certification for those processes the BSC performs on its behalf.  The hosted agency’s reliance on the BSC’s certification will vary based on the extent of the processes the BSC performs on the hosted agency’s behalf and any unresolved control weaknesses identified at the BSC.
Two examples of payment processes that are typically performed at a hosted agency are receiving and travel.  For receiving, the hosted agency usually indicates to the BSC whether goods or services have been received and therefore can be paid.  As such, the controls over receiving are part of the payment process and the hosted agency would certify as to the adequacy of these controls.  For travel, the traveler and supervisor approving the travel voucher are typically from the hosted agency.  As such, the hosted agency needs to certify the controls over those functions.


Question: 
How should smaller sized agencies or agencies without an internal audit function, where it could be more difficult to conduct an independent review, obtain sufficient evidence to supports its assessment of internal controls over the payment process?


Answer: 
Smaller sized agencies or agencies without an internal audit function may use a variety of resources, tools and techniques to obtain evidence to support the certification of internal controls over the payment process to support the validity of the agency claim certification for processing payments.  This may include internal audit programs, checklists, surveys or other tools.  For smaller agencies, a self-assessment can be done using many of these techniques.
In addition, the Comptroller’s office will provide a series of audit programs concerning controls related to specific segments of the payment process or particular payment types.  Smaller sized agencies or agencies without an internal audit function may consider using these programs to help assess internal controls over the agency’s payments.  Please see Section XII.4.D of the GFO for more details on these programs.
Please remember to retain documentation to support your agency’s assessment of internal controls over the payment process and all additional segments required by the Comptroller, which should include support of the approach your agency took to assess the controls and your justification for using that approach.


Question:

Are agencies that have multiple facilities/campuses required to submit an individual certification for each facility/campus?

Answer:

No.  The agency is not required to submit an individual Internal Controls Certification for each facility/campus.  However, the facilities/campuses selected for review should be based on a risk assessment and the certification should indicate the areas covered.  Please remember to retain documentation to support your agency’s assessment of internal controls over the payment process and all additional segments required by the Comptroller, which should include support of the approach your agency took to assess the controls and your justification for using that approach.


Question:

What entities are required to submit an annual Internal Control Certification in accordance with Title 2, Chapter I, Part 6.6(b) of the New York Code Rules and Regulations?

Answer:

Any entity (e.g., state agency, authority) that processes payments on-line or by bulkload into the SFS is required to submit an annual Internal Control Certification.  The New York State Insurance Fund is also required to submit an annual Internal Control Certification.  While the New York State Insurance Fund does not use the SFS, the agency still certifies claims for payment to the Comptroller’s office, therefore, the New York State Insurance Fund is required to submit an annual Internal Control Certification.  Please contact the Knowledge Management Unit at BSEInternalControlCert@osc.state.ny.us for additional guidance on whether your entity is required to comply.


Question:
Does the Certification of Internal Controls over Payments replace Bulletin G-212?

Answer:

Yes – the requirement for agencies to conduct a procurement audit once every three years has been replaced by the requirements of Title 2, Chapter I, Part 6.6(b) of the New York Code Rules and Regulations.


Question:

What is e-invoicing?

Answer:

A vendor can submit electronic invoices to the eSettlements module once the Office of the State Comptroller Vendor Management Unit enables the vendor in the Statewide Financial System to electronically invoice the State. However, eSettlements will only accept electronic invoices that reference a Purchase Order. As such, Agencies must issue Purchase Orders to obtain goods or services from vendors that submit electronic invoices.  E-invoicing  is primarily used to allow for more straight-forward purchase order and invoice matching in the Statewide Financial System.  Please see Section XII.4.E – Electronic Invoicing of the GFO for more guidance on this topic.


Question:

What is the agency’s scope period for the annual certification?

Answer:

At a minimum, the agency should review one year’s worth of documentation to arrive at their assessment of controls as Satisfactory, Satisfactory with Weaknesses, or Unsatisfactory.


Question:

What if I still have questions?

Answer:

Please refer to the guidance located in Section XII.4.D of the GFO.  If you have additional questions, please contact the Knowledge Management Unit at BSEInternalControlCert@osc.state.ny.us.


