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Agenda

— Preventive and Detective Measures

— IT Security Awareness Training

— Software Management

— User Access Controls

— Audit Logging

— Remote Access Controls

— Backups and IT Contingency Planning
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Cybersecurity: Everyone Has
a Role to Play
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Cybersecurity Posture

You have arolein helping to bolster your
local government’s or school’s posture
against cybersecurity threats;
partnerships and collaboration are key.
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Preventive and Detective
Cybersecurity Measures
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Preventive and Detective
Cybersecurity Measures (cont.)

— Focus on detecting and locating attacks that
have already occurred, or have begun to

occur.
— Can help drive proactive preventive measure
enhancements.
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IT Security Awareness Training

Why Is It Important?

— Explain the proper rules of behavior for using
and managing IT systems and data.

— Communicate and reinforce IT-related policies
and procedures that need to be followed.
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IT Security Awareness Training

What Should You Keep in Mind?

— Recognizing phishing and social engineering
attempts.

— Software and remote access.

— User access controls, including passwords,
multifactor authentication and least privilege.

— IT contingency planning.

New York State Com troller

THOMAS P DiN PDL\ 9




IT Security Awareness Training

What Proactive Steps Can
You Take?

— Ensure topics are up to date.

— Cover the important basics, and current and
emerging trends.
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IT Security Awareness Training

What Proactive Steps Can
You Take? (cont.)
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Software Management

Why Is It Important?
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Software Management

What Should You Keep in
Mind?
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Software Management

What Proactive Steps Can
You Take?

New York State Cum troller

THOMAS P DiN POL\

Common Ransomware Attack

Phases
Phase 1 - Initial Access

— Tricking users into disclosing their passwords.

— Using a software vulnerability to compromise
a user's computer.
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User Access Controls

Why Is It Important?
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User Access Controls

What Should You Keep in Mind?

—Long and unique.

— Different from passwords used for other
systems, AND

— Not match a list of common, expected,
previously used or compromised passwords,
OR

— Complex and difficult to guess.
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User Access Controls

What Should You Keep in
Mind? (cont.)
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User Access Controls
What Should You Keep in
Mind? (cont.)

— This increases security and makes unauthorized
access far more difficult.

— This helps to protect against breaches, including
ransomware.
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User Access Controls

What Should You Keep in
Mind? (cont.)
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User Access Controls

What Should You Keep in
Mind? (cont.)
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User Access Controls

What Proactive Steps Can
You Take?
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Common Ransomware Attack

Phases
Phase 2 - Gained Foothold

— Exploring initial access and escalation
potential.

— Determining ransomware infection
initiation capabilities.
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Audit Logging
Why Is It Important?

— Who accessed data or systems.

— What data or systems were accessed.

— When the data or systems were accessed.
— Where data or systems were changed.
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Audit Logging
What Should You Keep in Mind?

— Need to be enabled and configured to record
all key events.

— Should capture all relevant information to
meet your needs.
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Audit Logging

What Proactive Steps Can
You Take?
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Audit Logging

What Proactive Steps Can
You Take? (cont.)
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Common Ransomware Attack

Phases
Phase 3 - Proliferation and Escalation

— Tunneling and burrowing through the network
to gain as much access as possible.

— Preparing to detonate ransomware infection.
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Remote Access Controls

Why Is It Important?

— Provides IT resource interaction to users while
outside the physical boundaries of a local
government or school.

—Is commonly exploited by attackers,
necessitating strict control based on need.
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Remote Access Controls

What Should You Keep in
Mind?
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Remote Access Controls

What Should You Keep in
Mind? (cont.)
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Remote Access Controls

What Proactive Steps Can
You Take?
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Common Ransomware Attack

Phases
Phase 4 - Command and Control

— Exfiltrate data to a remote system under the
attacker's control.

— Install ransomware attack tools.
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Backups
Why Is It Important?
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Backups
What Should You Keep in Mind?
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Backups

What Proactive Steps Can
You Take?
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Backups

What Proactive Steps Can
You Take? (cont.)
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IT Contingency Planning
Why Is It Important?

— Provides a solid plan for unexpected events,
disruptions or disasters.

— Gives each responsible individual guidance
as to what to do in the event of certain
situations.

— Helps ensure data and systems will be
protected, restored and recovered.
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IT Contingency Planning

What Should You Keep in Mind?
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IT Contingency Planning

What Proactive Steps Can
You Take?
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Common Ransomware Attack

Phases
Phase 5 - Objective Achievement

— Detonate ransomware that prevents
legitimate data and IT system access.

— Threaten to destroy critical data or leak
confidential data unless a ransom is paid.
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LGSA Resources

Audit Reports https://www.osc.state.ny.us/local-government/audits
Training https://www.osc.state.ny.us/local-government/academy
Publications https://www.osc.state.ny.us/local-government/publications
LGSA Help Line localgov@osc.ny.gov or (866) 321-8503 or (518)-408-4934

ATU Cybersecurity

Muni-Cyber@osc.ny.gov or (518) 738-2639
Team

New York State [:om troller

THOMAS P DiN PDL\

14


https://www.osc.state.ny.us/local-government/audits
https://www.osc.state.ny.us/local-government/academy
https://www.osc.state.ny.us/local-government/publications
mailto:localgov@osc.ny.gov
mailto:Muni-Cyber@osc.ny.gov

NYS Association of Counties

NYS RIC One

NYS Office of Information Technology
Services (ITS)

NYS Police Computer Crime Unit (CCU)

Open-Source Web Application Security
Project (OWASP)

United States Department of Justice
Cybercrime
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Additional Resources

https://www.nysac.org/cyber

https://riconedpss.o

https://www.its.ny.gov,

https://troopers.ny.gov/computer-crimes

https://owasp.org

https://www.justice.gov/criminal-ccips

Addi

Center for Internet Security (CIS)

Cybersecurity and Infrastructure
Security Agency (CISA)

Federal Bureau of Investigation (FBI)
Multi-State Information Sharing and
Analysis Center (MS-ISAC)

National Institute of Information
Technology Services (NIST)

NYS Division of Homeland Security and
Emergency Services (DSHES)
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Additional Resources

nal Cybersecurity Resources

https://www.cisecurity.orj

https://www.cisa.gov,

https://www.fbi.gov/investigate/cyber

https://www.cisecurity.org/ms-isac

https://www.nist.gov/cybersecurity

https://www.dhses.ny.gov/cyber-incident-
response-team

New York State Comptroller

THOMAS P, DiNAPOLI

Cybersecurity Awareness
Month

Part 2 Sneak Preview
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Questions?

Contact us

* Muni-Cyber@osc.ny.qov

—1-866-321-8503 or
—518-408-4934
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Thank You
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